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1 Problem Statement 
 

Methodology for Automated Forensic Web Scraping of Pricing Information. 

 

This research seeks to outline a forensic methodology for web scraping pricing data from 

websites using the Python language. Websites hosted on the world wide web provide an 

unparalleled opportunity for collection and analysis of real-time data (Diouf et al., 2019). The 

process of collecting and analysing this data is known as 'web-scraping'. Web-scraping 

broadly speaking consists of a two-software program process; collecting the data and 

analysing the data to extrapolate meaningful information (Farley and Pierotte, 2017). This 

paper evaluates existing methods and proposes a forensically sound methodology to scrape 

pricing information from chosen website sources using an MD5 (messaging digest 5) hashing 

algorithm to generate a value when the HTTP content of the page is acquired and stored. The 

MD5 hashing algorithm is a one-way deterministic mathematical algorithm producing a fixed 

length output, that is commonly used to verify integrity in computer science. 

 

Automated approaches to web scraping are divided into three approaches; supervised, 

unsupervised and hybrid (Uzun, E., 2020). This methodology will use a supervised approach, 

in that certain data labels are required to parse the end results. The reason for this approach is 

because website architecture can change periodically, and as such code changes may be 

necessary (Khder, M.A., 2021). 

 

2 State of The Art 
 
From exploring research databases such as IEEE current state of the art papers seem to be 
focused on retrieval and collection of specific data from websites, rather than the forensic 
component of preservation of the page in question. Furthermore, proposed methodologies can 
also include use of third-party software or browser-extensions, which can be useful for 
limited scope and manual acquisition but are not always feasible for automated large scale 
forensics acquisition over a period (Diouf et al., 2019). The paper “Forensic Acquisition and 
Analysis of Webpage” (Vidya, Saly and Balan, 2022),  discusses a methodology for scraping 
all of the elements of a webpage and using a hashing algorithm to verify each page. This is a 
very powerful method for acquiring websites when looking for specific components or 
hyperlinks. The difference between the methodology discussed by V.Vidya et al, and my 
proposed methodology is that my methodology will only take the HTML code which is 
required for pricing data, and no other web page elements. The advantage of this is that the 
requirements for storage are less, however the methodology discussed by V.Vidya et al is a 
robust solution that could also be used, and can be advantageous in storing graphical 
elements of the page. There is also a modular component to my methodology which 
specifically allows for parsing of pricing information or other identified elements of the page. 
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Existing papers which I have consulted describe several processes of collecting data using 

available tools such as 'wget', or of parsing the page in real time in order to collect only the 

data that is required.  The methodologies proposed include use of cloud-computing solutions 

(Khder, 2021). These approaches allow for a fast and scalable solution which can work to get 

a large amount of data. However, there are limitations to consider with these approaches. 

Such approaches to scraping and storing vast amounts of data due not have a built in data 

integrity check, and as such if the data was to be used in a capacity of being evidence in the 

legal system, there would be a weakness inherent that the data would either have to be taken 

on face value in good faith or an accepted risk to the integrity of the data being open to being 

changed or compromised. This would not be ‘best-evidence’ going forward where there 

exists the possibility of presenting data which has been captured using a method of 

preserving integrity through hashing. 

 

The main contribution of this paper is to evaluate existing methods in terms of time and 

efficacy, and to propose a full methodology to collect the data and offer it in a way that is 

forensically sound and presentable as evidence in court if needs be. The methodology I have 

developed in Python involves use of the MD5 hashing algorithm alongside a full download of 

the web page html code and a graphical screenshot. The second component of the 

methodology uses JSON data structures to configure the tool to parse the required data fields 

from each page.  

 

This paper will compare these methods and highlight issues with current methodologies. The 

issues identified in my research so far is that many sites block HTTP access from known 

cloud IP address ranges and block some methods of making HTTP GET requests. So far, I 

have carried out tests using a controlled environment, using six (6) methods of scraping using 

various Python libraries which are suggested for use in state of the art papers (Persson, E., 

2019). 

 

 

3 Implementation and Evaluation 
 

The Web scraping script itself is written using Python and will use the Selenium library for 

downloading and the Beautiful Soup library for parsing.  

 

Test environments for these various methods are Ubuntu Server 22.04 LTS updated to the 

same version, and running on a local server test environment, Amazon AWS, Azure and 

Linode cloud environments. Each of the methods will have the same computational resources 

allocated to them. A limitation of the research is that there are extrinsic variables influencing 

performance on each cloud test environment, such as bandwidth, network infrastructure, ping 

response times etc. as well as the source websites that are subject to change and outside of 

control. For this reason, I will take a snapshot of the results at roughly the same time and 

present the findings. The real-time nature of these changes may result in different outcomes 

when taken at a different point in time, however although the results may be 

contemporaneous the results and the testing methodology should still be of value in the 

future. 

 

To easily accomplish the testing in a scalable way, I have developed a test Python script to 

test each of the following Python library methods of downloading sites: 

 

• URL Lib 
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• Session Requests 

• Selenium 

• HTTP Lib 2 

• Wget 

• Pyppeteer 

 

This script measures the success of each method in each test environment as well as the time 

taken to complete each method. An issue that presented during testing, was that measuring 

the efficacy of the method using HTTP response codes was not always accurate. Libraries 

like Selenium, and Pyppeteer do not allow HTTP Response codes through their native library 

API and a HTTP response code of 200 (OK) could be returned by a third-party cyber security 

solution (such as Cloudflare, which attempts to block DDoS or similar attacks). Instead, the 

page was downloaded and if the size was above 1000 bytes then it was deemed to be a real 

web page. 

 

The aim of this testing is to have a scientific basis to recommend my methodology over the 

others. 

 

Once the testing phase and metrics are presented in the paper, the methodology of a forensic 

web scraper will be presented. The web scraper consists of a downloader and a parser. The 

downloader is responsible for acquiring web pages in a forensic way. It downloads the page 

and stores it in its own subfolder, along with a log file which stores a timestamp of the 

acquisition, an MD5 hash of the page content, and the method of acquisition used. 

 

The final part of web scraper is the parser. This uses a JSON configuration file for each 

website, that tells the script what fields you are interested in scraping and outputs in a tab-

separated CSV format. The methodology is designed so that any information obtained from 

the web scraper should be verifiable and adhere to the highest standards of digital forensics. 
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