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Amazon Web Services SSO

AWS Cloud. Access is enabled for Masters
in Cloud, Masters in Data Analytics,
Masters in Cyber Security, Postgraduate
in Cloud, Postgraduate in Data Analytics
and BSc(Honours) in Computing.

SSO enabled, select cohorts

NCI Azure Lab Services

Azure Lab Services enables you to quickly
set up an environment for your team (for
le: d it i , test

environment, classroom lab environment)
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NCI OpenStack

NCI private cloud is OpenStack 'Train'
Select 'NCI Single Sign On' when signing
on. OpenStack offers Infrastructure as
service cloud, block storage, object
storage, data processing, DNS, container
services and more.

SSO enabled, select cohorts
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NCI Software Webstore

Students and Faculty can download
Microsoft Windows 10 and Office (note: all
other MS software has been moved to
Azure for Students) , there is also student

cumentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More

Azure for Students

Simply verify your student status through
your school email address and you are
ready to go with $100 in credit. In order to
make the most of this credit remember to
turn off virtual machines when you are not
using them.

Sign in with your student account

) IBMCloud

IBM Cloud

IBM Cloud is the cloud platform that offers
a choice of scalable and flexible resources
in one consistent experience. Bringing
together APIs and services, IBM Cloud

AWS Management Console Overview  Features  FAQs

AWS Management Console

Everything you need to access and manage the AWS Cloud — in one web interface

AWS Free Digital Training
Access 350+ free digital courses with
training built by AWS experts

AWS Certification AWS Training
Propel your career forward with AWS Free digital courses to help you develop
Certification. your skills

Free AWS Training
Advance your career with AWS Cloud
Practitioner Essentials—a free, six-hour,
foundational course
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Build Mobile and Web Apps Fast
Support Add authentication and data syncing with

Amazon EC2 Supports macOS Big Sur AWS Lambda Container Image

Build and run on-demand Apple

Introducing Amazon EKS Anywhere
Create and operate Kubernetes clusters



ittranjansharma@ChittranjansAir ~ % eb -h
sh: command not found: eb
ittranjansharma@ChittranjansAir ~ % cd Downloads
ittranjansharma@ChittranjansAir Downloads % ls | grep vinsmoke
linsmoke-ric.pem
ittranjansharma@ChittranjansAir Downloads % chmod 400 vinsmoke-ric.pem
ittranjansharma@ChittranjansAir Downloads % ssh -i "vinsmoke-ric.pem" ec2-user@ec2-54-75-103-70.eu-west-1.compute.amazonaws.com
e authenticity of host 'ec2-54-75-103-70.eu-west-1.compute.amazonaws.com (54.75.103.70)' can't be established.
P25519 key fingerprint is SHA256:r/XDb+RwYQqSNr8FTJICaé6XGq70tzImswUuyuO2sr8nw.
is key is not known by any other names
re you sure you want to continue connecting (yes/no/[fingerprintl])? yes
larning: Permanently added 'ec2-54-75-103-70.eu-west-1.compute.amazonaws.com' (ED25519) to the list of known hosts.
#
_ HE#R_ Amazon Linux 2023
\_##t###\

https://aws.amazon.com/linux/amazon-1inux-20823

=l
_/m/"!
ec2-userQip-172-31-41-237 ~1%
ec2-user@Pip-172-31-41-237 ~1$
ec2-user@Pip-172-31-41-237 ~1$
ec2-user@Pip-172-31-41-237 ~1$ whoami
2-user




[ec2-user@ip-172-31-41-237 ~1$ sudo service docker start
Redirecting to /bin/systemctl start docker.service
[ec2-user@ip-172-31-41-237 ~1$ sudo docker info
lient:
Context: default
Debug Mode: false
Plugins:
buildx: Docker Buildx (Docker Inc., ©.0.0+unknown)

erver:
Containers: @

Running: ©

Paused: ©

Stopped: ©

Images: @
Server Version: 20.10.25
Storage Driver: overlay?2

Backing Filesystem: xfs

Supports d_type: true

Native Overlay Diff: true

userxattr: false

Logging Driver: json-file
Cgroup Driver: systemd
Cgroup Version: 2

Plugins:

Volume: local

Network: bridge host ipvlan macvlan null overlay

Log: awslogs fluentd gcplogs gelf journald json-file local logentries splunk syslog
Swarm: inactive

Runtimes: runc io.containerd.runc.v2 io.containerd.runtime.vil.linux
Default Runtime: runc

Init Binary: docker-init

containerd version: @cae528dd6cb55717201036e9143420650207b58
runc version: f19387a6bec4944c770f7668ab51c4348d9c2f38

init version: de4@ade@

Security Options:

seccomp

Profile: default

cgroupns

Kernel Version: 6.1.38-59.109.amzn2023.x86_64

Operating System: Amazon Linux 2023

0SType: linux
Architecture: x86_64

CPUs: 2

Total Memory: 3.813GiB

Name: ip-172-31-41-237.eu-west-1.compute.internal

ID: UKIH:CGVJ:MXCR:Q2Z7:CUAJ:VYOM:VYRE:PU40:FWPZ:MLVL:E35W:ARXQ
Docker Root Dir: /var/lib/docker




[[root@ip- 172 31-41-237 ec2-userl# docker pull anchore/engine-cli

Using default tag: latest

latest: Pulling from anchore/engine-cli

296el4ee2414: Pull complete

356f18f3a935: Pull complete

4fa5133bac2d: Pull complete

b904e2e87055: Pull complete

9baa@955e254: Pull complete

314c3ecbebbc: Pull complete

f4e9b7ff3d38: Pull complete

Digest: sha256:ebf5eb3c8bcfaslcd@4b75a72d69b8361061b9df208d364124a17421802dda09
Status: Downloaded newer image for anchore/engine-cli:latest
docker.io/anchore/engine-cli:latest

[[root@ip-172-31-41-237 ec2-userl#

[[root@ip-172-31-41-237 ec2-userl#

[[root@ip-172-31-41-237 ec2-userl#

[[root@ip-172-31-41-237 ec2-userl# docker pull anchore/anchore-engine:latest
Error response from daemon: manifest for anchore/anchore-engine:latest not found: manifest unknown: manifest unknown
[[root@ip-172-31-41-237 ec2-userl# docker search anchore/engine

NAME DESCRIPTION STARS OFFICIAL  AUTOMATED
anchore/engine-cli Image with the Anchore Engine CLI installed
anchore/engine-db-preload Replacement postgres database container imag.
anchore/engine-operator Anchore Engine Helm based operator
anchore/engine-db—preload-slim

anchore/engine-operator—dev

[root@ip-172-31-41-237 ec2-userl# docker pull anchore/anchore-engine:latest
Error response from daemon: manifest for anchore/anchore-engine:latest not found: manifest unknown: manifest unknown
[root@ip-172-31-41-237 ec2-userl# docker pull anchore/anchore-engine:ve.10.0
v0.10.0: Pulling from anchore/anchore-engine

053724d29990: Pull complete

f@ae454850a7: Pull complete

27c044ddd621: Pull complete

ca235c6ac@be: Pull complete

54835ebe481d: Pull complete

4c54788bb3af: Pull complete

7dbdf5edbd18: Pull complete

Digest: sha256:bde9eedf639d70ad1ff5f907ee530adfa8e771f8e5909fd75ec4088250a956b3
Status: Downloaded newer image for anchore/anchore-engine:ve.10.0
docker.io/anchore/anchore-engine:v@.10.0

[root@ip-172-31-41-237 ec2-userl# [|

_imf
ast login: Sun Aug 6 20:26:42 2023 from 212.129.78.172
ac2-userdip-172-31-14-26 ~1§ whoami
c2-user
ac2-userfip-172-31-14-26 ~1§ 1s
F, o
trying to connect to the Docker daemon socket at unix:///var/run/docker.sock: Get "http://M2FvarkZFrun¥2Fdocker.sock/vl.24/containers/ison*: dial unix /var/run/docker.sock: connect: permission denied
$ sudo yus update -y
ast metadata expiration check: 4:39:48 ago on Sun Aug 6 19:42:40 2823

ot parmission danied while trying to connact to the Docker daemon socket at unix://fvar/run/dockar.sock: Get "http://N2Fvark2Frun¥2Fdocker.sock/vi.24/containers/ison®: dial unix /var/run/docker.seck: connact: permission denied

~172-31-14-26 ~J$ sudo usermod -a -G dacker ec2-user
172-31-14-26 ~1§ “C

5-36-84 . eU-WEST-1. COMPULE . aRAZONAWS . com clased
hittranjsnsharmad ranjansAir Downloads % ssh —i "resesrch-sanji.pes® ec2-userfec?-54-195-34-84.eu-west-1.compute.amazonaws. con

. ",
o wEE_ Amazon Linux 2823

\_BaEaE

https://aws.amazon.con/linux/amazon-1inux-2823

[ee2-user@ip-172-31-14-26 ~1$ sudo yum install -y libxcrypt-compat
Last metadats expiration check: 4:57:24 8go on Sun Aug 6 19:42:48 2023
Dependencies resolved

Package Architectura Version Repository

Installing:

xerypt-compat xBb_4 4.4.33-7. amzn2823 amazonlinux

Transaction Summary

Install 1 Packsge

Total download
Installed size

Downloading Pa

Libxcrypt-comp 37, amzn2023. x86_64. Tpn 951 kB/s | 92 k8

09:08

Tetal 529 kB/s 92 kB
Running transaction chack
Transaction check succeeded.
Funning transaction test
Transaction test succeeded.
Running transaction
Preparing
ibxerypt-compat-4.4.33-7 . amzn2023. x86_bé
¢ libxerypt-compat-&.4.33-7.amzn2823. xB6_64
Verifying ¢ libxerypt-compat-4.4.33-7.amzn2823.x86_64

Installed:
LibxcTypt-conpat-#.4.33-7.8mzn2023.x86_64

Complete!
[ec2-user@ip-172-31-14-26 ~1§ docker-compose --version
docker-campase version 1.29.2, build Bbeceakc

08:88




Architecture Version Repasitory

XBb_64 2.48.1-1.8n202023.8.1 amazonlinux
amazonlinux
amazonlinux
amazonlinux

‘ amazonlinux

-1.amzn2023.0.1 amazonlinux
2.38-9.an202023.8.2 nux
08.45-477.4n2n2023.8.5 amazonlinux

ransaction Summary

nstall @ Packages
otal download size: 7.1 M
nstalled

249 kB/s | 15 kB
532 KkB/s | 36 kB
1.6 MB/s | 57 kB
1.0 MB/s | 45 kB
2.7 MB/s | 41 kB
28 MB/s | 4.3 MB
681 KB/s | 26 kB
31 MB/s | 2.6 MB

28 MB/s | 7.1 MB

»
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Running scriptl
Verifying
Verifying
verifying
Verifying
Verifying

Verifying )
Verifying : perl-File-Find-1.37-477.anzn2023.9.5.noarch

nstalled:
git-2.40.1-1,am2n2023.8.1.x86_66 git-core-2.40.1-1.8n202023.0.1.x86_64 git-core-doc-2,48.1-1.an2n2023.8. 1. noarch perl-Error-1:9,17829-5.8nzn2023.9. 2. noareh perl-File-Find-1.37-477.8nzn2023.8.5.noarch

perl-Git-2.48.1-1.amzn2823.8.1.nosrch perl-TermReadKey-2.38-9. smzn2823.8. 2.x86_64 perl-1ib-8.6-477.anzn2023. 8.5, x86_64

[ec2-userPip-172-31-14-26 ~]$ git clone https://github.com/anchore/anchore-engine.git
Cloning into 'anchore-engine'...
remote: Enumerating objects: 30336, done.
remote: Total 30336 (delta @), reused @ (delta @), pack-reused 30336
Receiving objects: 180% (30336/30336), 182.52 MiB | 22.67 MiB/s, done.
Resolving deltas: 108% (19680/19680), done.
Updating files: 16@% (1421/1421), done.
[ec2-userPip-172-31-14-26 ~]%$ cd anchore-engine
[ec2-userPip-172-31-14-26 anchore-enginel$ cd ..
[ec2-user@ip-172-31-14-26 ~1% 1s

docker—-compose.yaml

docker—-compose.yaml
[ec2-user@Pip-172-31-14-26 ~1$%$ cd sgl-scripts
[ec2-user@Pip-172-31-14-26 sql-scriptsl$ 1s
[ec2-user@Pip-172-31-14-26 sql-scripts]$ nano init_anchore_db.sql
[ec2-user@Pip-172-31-14-26 sql-scriptsl$ cd
[ec2-user@Pip-172-31-14-26 ~1$ 1s
docker—-compose.yaml
[ec2-user@Pip-172-31-14-26 ~1$%$ nano Dockerfile
[ec2-user@ip-172-31-14-26 ~1$%$ docker build -t my-postgres—image .
Sending build context to Docker daemon 405.6MB
Step 1/2 : FROM postgres:9
———> B27ccf656dcel
Step 2/2 : COPY ./sgql-scripts/ /docker-entrypoint-initdb.d/
—-——> 6T88098e8ee2
Successfully built 6f88098e8ee2
Successfully tagged my-postgres-image:latest




[ec2-user@ip-172-31-14-26 ~]$ docker exec -it ec2-user_db_

psql (9.6.24)
Type "help" for help.

postgres=# \dt
List of relations
Schema | Name | Type Owner
———————— s T
public | anchore | table | postgres
(1 row)

[[ec2—user@ip-172-31-14-26 ~1$%$ netstat —tuln | grep 8228
tcp 9 @ 0.0.0.0: 0.0.0.0:%
tcpé 0 % 839 58453
[[ec2-userPip-172-31-14-26 ~]$ docker images
REPOSITORY TAG IMAGE ID
my—postgres—image latest 6T88098e8ee2
drupal latest 18a@57584567
anchore/anchore-engine-dev latest 96be83d3b666
postgres 9 827ccf656dcl
anchore/grype ve.17 c3d1598b14bé
anchore/anchore-engine ve.10.0 Paf969625act

[[ec2-userPip-172-31-14-26 ~1% docker run —-it —-rm anchore/grype:v@.17 alpine:latest
v Vulnerability DB

v~ Parsed image

v Cataloged packages

v Scanned image

No vulnerabilities found

[ec2-user@ip-172-31-14-26 ~1% curl -sfL https://raw.githubusercontent.com/aquasecurity/triv

aquasecurity/trivy info checking GitHub for latest tag

1p

LISTEN
LISTEN

CREATED

34 hours ago
5 days ago

14 months ago
18 months ago
23 months ago
2 years ago

aquasecurity/trivy info found version: @.44.@ for v@.44.8/Linux/64bit

aquasecurity/trivy info installed /usr/local/bin/trivy

ec2-userPip-172-31-14-26 ~1% nano Dockerfile
ec2-userPip-172-31-14-26 ~1% docker build -t my-drupal:latest .
ending build context to Docker daemon 8@9.7MB

tep 1/3 :
———> 18a@57584567

tep 2/3 : RUN useradd -m nonrootuser

——=> Running in cc@34fda82a@

emoving intermediate container cc@34fda82a@
—-—-> 1d5258a58c29

tep 3/3 : USER nonrootuser

———> Running in ©53d5c58c2@d

emoving intermediate container @53d5c58c2ed
———> f34ab5lbeB4ba

uccessfully built f34ablbe@4ba

uccessfully tagged my-drupal:latest

agging drupal@sha256:44f08af9a7489fd60583d31c1224210100ff037ab2ab60de0828017893df9f63 as drupal:latest

SIZE
200eMB
591MB
896MB
200eMB
20.1MB
654MB

FROM drupal@sha256:44T08af9a7489fd60583d31c1224210100TF037ab2ab60d00828011893df9f63




pc2-userQip-172-31-14-26 ~J$ trivy image drupal
49.011Z Vulnerability scanning is enabled
.011Z Secret scanning is enabled
.0117 If your scanning is slow, please try '~-scanners vuln' to disable secret scanning
.012Z Please see also https://aquasecurity.github.io/trivy/ve@.44/docs/scanner/secret/#recommendation for faster secret detection
.666Z Detected 0S: debian
.560Z Detecting Debian vulnerabilities...
7562 Number of language-specific files: 1
.756Z Detecting composer vulnerabilities...

frupal (debian 12.1)

ptal: 308 (UNKNOWN: @, LOW: 251, MEDIUM: 38, HIGH: 19, CRITICAL: @)

Library Vulnerability Severity Status Installed Version | Fixed Version Title

CVE-2001-1534 Low affected 2.4.57-2 mod_usertrack in Apache 1.3.11 through 1.3.20 generates
session ID's u ...
https://avd.aquasec.com/nvd/cve-2001-1534

CVE-2003-1307 The mod_php module for the Apache HTTP Server allows local
users with...
https://avd.aquasec.com/nvd/cve-2003-1387

CVE-2003-1580 The Apache HTTP Server 2.8.44, when DNS resolution is
enabled for clie...
https://avd.aquasec.com/nvd/cve-2003-1580

CVE-2003-1581 httpd: Injection of arbitrary text into log files when DNS
resolution is...
https://avd.aquasec.com/nvd/cve-2003-1681

CVE-2007-0086 The Apache HTTP Server, when accessed through a TCP
connection with a...
https://avd.aquasec.com/nvd/cve-2007-0086

CVE-2007-1743 suexec in Apache HTTP Server (httpd) 2.2.3 does not verify
combination
https://avd.aquasec.com/nvd/cve-2007-1743

CVE-2007-3303 Apache httpd 2.09.59 and 2.2.4, with the Prefork MPM module,
allows loc...
https://avd.aquasec.com/nvd/cve-2007-3303

CVE-2008-8456 httpd: mod_negotiation CRLF injection via untrusted file
names in directories with MultivViews...
https://avd.aquasec.com/nvd/cve-2008-0456

apache2-bin CVE-2001-1534 mod_usertrack in Apache 1.3.11 through 1.3.20 generates
session ID's u ...
https://avd.aquasec.com/nvd/cve-2001-1534

CVE-2003-1307 The mod_php module for the Apache HTTP Server allows local
users with...
https://avd.aquasec.com/nvd/cve-2003-1387

ec2-user@ip-172-31-14-26 ~]$ docker pull opensuse/clair
sing default tag: latest
atest: Pulling from opensuse/clair
ceaebeedf8d: Pull complete
d38beed779f: Pull complete
igest: sha256:80fef@40@lac77fc78d6e21260a59e28553ba3eab4cc3b94000e7dd973a151709
atus: Downloaded newer image for opensuse/clair:latest
ocker.io/opensuse/clair:latest
ec2-user@Pip-172-31-14-26 ~1$ docker run -d -e POSTGRES_DB=clair -e POSTGRES_USER=clair -e POSTGRES_PASSWORD=clair --name clairdb postgres:latest
able to find image 'postgres:latest' locally
atest: Pulling from library/postgres
8e@aadf75a: Already exists
15c¢8c55756: Pull complete
[l11aldc32c8c: Pull complete
[29e8ba9d17c: Pull complete
|Baf88a8afb@: Pull complete
: Pull complete
e3eb5bf64fd2: Pull complete
b2a2c2d2ce5: Pull complete
pa91ca3c7a3: Pull complete
: Pull complete
: Pull complete
Pull complete
: Pull complete
sha256:8775adb39f0db45cf4cdb3601380312ee5e9c4f53af@f89b7dc5cd4c9a78e4e8
: Downloaded newer image for postgres:latest

r 0 g.yd
R_CONTENT_TRUST=1

docker pull drupal:latest
Pull (1 of 1): drupal:latest@sha256:44f08af9a7489fd60583d31c1224210100ff037ab2ab60d0882801F893df9f63
docker.io/library/drupal@sha256:44f08af9a74897d60583d31c1224210100Ff037ab2ab60d0082801f893df9f63: Pulling from library/drupal

i sha256:44f08af9a7489fd60583d31c1224210100ff037ab2ab60d08828011893df9f63

Image is up to date for drupal@sha256:44f@8af9a7489fd60583d31c1224210100Ff037ab2ab60d00828011893dF9f63

agging drupal@Psha256:44f08af9a7489fd60583d31c1224210100ff@37ab2ab60d0082801F893df9f63 as drupal:latest
docker.io/library/drupal:latest

o oroio L 1d

uccessfully tagged my-drupal:latest

agging drupal@®sha256:44f@8af9a7489fd60583d31c1224210100Ff@37ab2ab60d0082801F893df9f63 as drupal:latest
ec2-user@Pip-172-31-14-26 ~1% docker run -d my-drupal:latest

ocker: you are not authorized to perform this operation: server returned 401.




ec2-user@Pip-172-31-14-26 ~]$ sestatus

ELinux status: enabled

ELinuxfs mount: /sys/fs/selinux

ELinux root directory: /etc/selinux

oaded policy name: targeted

urrent mode: permissive

ode from config file: permissive

olicy MLS status: enabled

olicy deny_unknown status: allowed

emory protection checking: actual (secure)

ax kernel policy version: 33

ec2-userQip-172-31-14-26 ~1$ sudo setenforce 1

ec2-userPip-172-31-14-26 ~1]$ sudo nano /etc/selinux/config

ec2-user@ip-172-31-14-26 ~1$ sudo reboot

ec2-userQip-172-31-14-26 ~1$ Connection to ec2-3-250-83-20.eu-west-1.compute.amazonaws.com closed by remote host.

onnection to ec2-3-250-83-20.eu-west-1.compute.amazonaws.com closed.

hittranjansharma@ChittranjansAir Downloads % ssh -i "research-sanji.pem" ec2-user@ec2-3-250-83-20.eu-west-1.compute.amazonaws.com

' i
~\_ #EHE Amazon Linux 2023
~n o \_#H#HEH\
\### |
N/ https://aws.amazon.com/linux/amazon-1inux-2023
\'L R
/
5 7
Vsl
_Im/!

ast login: Wed Aug 9 16:12:50 2023 from 212.129.82.27

[[AA[[BA[[Alec2-user@Rip-172-31-14-26 ~]$ sestatus
enabled
/sys/fs/selinux

ELinux root directory: /etc/selinux

oaded policy name: targeted

urrent mode: enforcing

ode from config file: enforcing

olicy MLS status: enabled

olicy deny_unknown status: allowed

emory protection checking: actual (secure)

ax kernel policy version: 33

O ~ |9 Uao OW = = =
[[ec2-user@ip-172-31-14-26 ~1$%$ export TMPDIR=/var/tmp/trivy

[[ec2-user@ip-172-31-14-26 ~]1$ trivy image drupal

2023-08-09T716:26:09.836Z Vulnerability scanning is enabled
2023-08-09T16:26:09.836Z Secret scanning is enabled

2023-08-09T16:26:09.836Z If your scanning is slow, please try '—--scanners vuln' to
2023-08-09T16:26:09.836Z Please see also https://aquasecurity.github.io/trivy/ve. 44
2023-08-09T16:26:48.153Z Detected 0S: debian

2023-08-09T16:26:48.154Z Detecting Debian vulnerabilities...
2023-08-09T16:26:48.371Z Number of language-specific files: 1
2023-08-09T16:26:48.377Z Detecting composer vulnerabilities...

drupal (debian 12.1)

our account has been authenticated. Snyk is now ready to be used.

[ec2-user@ip-172-31-14-26 ~1$ |}




ec2-user@ip-172-31-14-26 ~1$ curl https://omnitruck.chef.io/install.sh | sudo bash -s —- -P chef-workstation
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 23526 100 23526 (] 0 274k @ ——i——i-= ——l——il—— ——i-—:-— 276k

etting information for chef-workstation stable for el...
Hownloading https://omnitruck.chef.io/stable/chef-workstation/metadata?v=8&p=el&pv=6&m=x86_64
to file /tmp/install.sh.3630/metadata.txt
rying wget...
a80db55f4dfldc@e3277daac19d1fa@13b5f405F
ccdfdaelda7fbcc@9elbde7a7af874056dcded81d77¢c98e94a54d72b99c894ae
https://packages.chef.io/files/stable/chef-workstation/20.11.180/el/6/chef-workstation-20.11.180-1.e16.x86_64.rpm
ersion 20.11.180
Hownloaded metadata file looks valid...
Hownloading https://packages.chef.io/files/stable/chef-workstation/20.11.180/el/6/chef-workstation-20.11.180-1.el6.x86_64.rpm
to file /tmp/install.sh.3630/chef-workstation-20.11.180-1.e16.x86_64.rpm
rying wget...
omparing checksum with sha256sum...

ARNING WARNING WARNING WARNING WARNING WARNING WARNING WARNING WARNING

ou are installing a package without a version pin. If you are installing

bn production servers via an automated process this is DANGEROUS and you will
be upgraded without warning on new releases, even to new major releases.
etting the version float is only appropriate in test, development or

I/CD environments.

ARNING WARNING WARNING WARNING WARNING WARNING WARNING WARNING WARNING

[nstalling chef-workstation

linstalling with rpm...

arning: /tmp/install.sh.3630/chef-workstation-20.11.180-1.e16.x86_64.rpm: Header V4 DSA/SHA1l Signature, key ID 83ef826a: NOKH
[100%]

[100%]

1:chef-workstation-20.11.180-1.el6 [100%]

o run the Chef Workstation App, some additional dependencies must be installed.
sing your platforms package manager to install the 'electron' package is
he easiest way to meet the dependency requirements.

ou can then launch the App by running 'chef-workstation-app'.
he App will then be available in the system tray.

hank you for installing Chef Workstation!

[ec2-user@ip-172-31-14-26 ~1$ chef --version
Chef Workstation version: 20.11.180

Chef Infra Client version: 16.6.14

Chef InSpec version: 4.23.15

Chef CLI version: 3.0.33

Chef Habitat version: 1.6.56

Test Kitchen version: 2.7.2

Cookstyle version: 7.2.1

ec2-user@Pip-172-31-14-26 my_cookbookl$ docker build -t my-drupal-with-chef .
Bending build context to Docker daemon 109.6kB

Step 1/3 : FROM drupal:latest

—-—=> 18a@57584567

Btep 2/3 : RUN curl https://omnitruck.chef.io/install.sh | bash -s —— —-P chef-workstation
———> Using cache

———> 0185c%9a37731

Btep 3/3 : COPY . /my_cookbook

——=> 4bd9c8951026

Buccessfully built 4bd9c8951026

Buccessfully tagged my-drupal-with-chef:latest




@ localhost:8080/core/install.php

Drupal

1 Choose language Choose language
2 Choose profile English, British v

if ir
3 Verify requirements Translations will be downloaded from the Drupal Translation website. If you

do not want this, select English.
4 Set up database

5 lnSta" Site

6 Configure site

end

System Info:

chef_version=16.6.14

platform=amazon

platform_version=2023

ruby=ruby 2.7.2p137 (2020-10-01 revision 5445e04352) [x86_64-1inux]
program_name=/usr/bin/chef-apply
executable=/opt/chef-workstation/bin/chef-apply

[2023-08-10T00:34:00+00:00] FATAL: Stacktrace dumped to /home/ec2-user/.chef/cache/chef-stacktrace.out

[2023-08-10T00:34:00+00:00] FATAL: Please provide the contents of the stacktrace.out file if you file a bug report
[2023-08-10T00:34:00+00:00] FATAL: Mixlib::ShellOut::ShellCommandFailed: dnf_packagelpatch] ((chef-apply cookbook)::(chef-apply recip
Ch k)

--—— Begin output of ["dnf", "-y", "install", "patch-0:2.7.6-14.amzn2023.0.2.x86_64"] ————

STDOUT :

STDERR: Error: This command has to be run with superuser privileges (under the root user on most systems).

—--- End output of ["dnf", "-y", "install", "patch-0:2.7.6-14.amzn2023.0.2.x86_64"] ————

Ran ["dnf", "-y", "install", "patch-0:2.7.6-14.amzn2023.0.2.x86_64"] returned 1

[ec2-user@Pip-172-31-14-26 ~1$ sudo c —apply upgrade_patch.rb

Chef License Acceptance

Before you can continue, 2 product licenses
must be accepted. View the license at
https://www.chef.io/end-user-license-agreement/
Licenses that need accepting:

* Chef Infra Client

* Chef InSpec
Do you accept the 2 product licenses (yes/no)?

> yes

Persisting 2 product licenses...
v 2 product licenses persisted.

[2023-08-10T00:37:13+00:00] ERROR: shard_seed: Failed to get dmi property serial_number: is dmidecode installed?
Recipe: (chef-apply cookbook)::(chef-apply recipe)
* dnf_package[patch] action upgrade
- upgrade(allow_downgrade) package patch from uninstalled to 0:2.7.6-14.amzn2023.0.2.x86_64




€c2-user@ip-172-31-16-26 ~]$ sudo apt-get install 8pparmor apparmor-util
apt-get: command not found
ser@ip-172-31-16-26 ~]$ sudo yum list installed | grep apparmor

flox python3d libtool automake
% ® ago on Thu Aug 19 16:19:01 2023
mzn2023.0.1.x86_64 is already installed.

ready installed.

version

1.16.5-9.anzn2023.
3

2.6.4~7.anzn20:
11.3.1-4.amzn2

1.4,1 3
1.80-477.am2n2023.0.5

2.174-460.3m2n2023.8.2

1.100. 600

2023.0.5
2.34-477.am2n2023.0.5
14-458.amzn2023.0.2
2

458.amzn2023.9.3
2

458..amzn202:

amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux
amazonlinux

amazonlinux
amazonlinux
amazonlinux

MB/s | 925 kB
MB/s | 310 kB

at: /etc/ssh/sshd_config: No such file or directory

buntu@ip-172-31-1-29:~% docker exec -it drupal-instance
buntu@ip-172-31-1-29:~% docker exec -it drupal-instance

Hisallowed.txt
buntu@ip-172-31-1-29:~$% sudo aa-status
pparmor module is loaded.

& eu-west-1.console.aws.amazon.com/ec2/home?region=eu-west-1#InstanceDetails:instanceld=i-0f39faa79e8575587
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touch /tmp/disallowed.txt
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