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1. Introduction 
 
The healthcare sector is widely recognized as one of the most expansive and rapidly 
expanding industries on a global scale. The healthcare business has experienced a notable 
shift from a disease-centered model to a patient-centered one as a result of technological 
improvements. The increasing need for patient-centric care and value-based healthcare 
delivery models is motivated by the objectives of enhancing public recognition of healthcare 
quality and mitigating expenses. 
 
The convergence of the Internet of Things (IoT) with Artificial Intelligence (AI) has 
presented unprecedented prospects for enhancing clinical and patient services, mitigating 
expenses, and enhancing community health. The incorporation of Internet of Things (IoT) 
technology into healthcare software applications has the potential to mitigate some challenges 
commonly encountered in traditional healthcare systems. The term "medical information 
system (MIS)" is used to describe a system that is designed to manage healthcare data. This 
encompasses the operational management of a hospital or a healthcare system that facilitates 
the development of healthcare policies, along with the implementation of systems responsible 
for the collection, storage, management, and transmission of a patient's electronic medical 
record (EMR) Almalawi et al. (2023). 

2. Requirements 
  

• Set up Python environment. 
• Set up AWS account with access to S3 buckets from the following figure: 

 

 

3. Installation 
 
Install the required libraries are mentioned in the following figure: 
 



 
 

1. Python based framework requires some features to be imported. One such example is 
boto3. 

4. Connecting to S3 Bucket 
 

 
 
bucket_name = 'iotsec1'  
my_region = boto3.session.Session().region_name # set the region of the instance 
print(my_region) 
 
s3 = boto3.resource('s3') 
try: 
    if  my_region == 'us-east-1': 
        s3.create_bucket(Bucket=bucket_name) 
    print('S3 bucket created successfully') 
except Exception as e: 
    print('S3 error: ',e) 

5. Encryption and Decryption 
 
The following code mentioned encrypts and decrypts the data using the variables, 'mqtt.msg', 
'tcp.srcport', where in the 80000 columns are processed. 
 
# Encryption 
        start_time = time.time() 
        encrypted_data = cipher_suite.encrypt(data) 
        encryption_column_times.append(time.time() - start_time) 
 



        # Decryption 
        start_time = time.time() 
        decrypted_data = cipher_suite.decrypt(encrypted_data) 
        decryption_column_times.append(time.time() - start_time) 

6. Evaluating the Results 
 
As the data is processed, the output graph is plotted containing the Encrypted and Decrypted 
data. 
 

 

7. Final Results 
 
The histogram results using the AES and KNN has been plotted below. The encryption and 
decryption time for most of the data is between 0.000 to 0.001. 
 

 



Using the KNN predictions, we see the graph for message against the source port. 
 

 
 
Also while running the code we see that we have saved around 34% of billable seconds.  
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