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Securing and Detecting Attacks in Industrial 10T:

An Efficient Intrusion Detection System (IDS) to detect the DOS Attack in
loT

Abstract

A large rise in the number of Internet of Things (IoT) devices has been caused by the quick
development of interconnected computer devices and the appearance of new network technologies.
Remote monitoring and cognitive analytics are being introduced with the Industrial Internet of
Things (11oT), resulting in further developments. While these gadgets simplify and automate

routine tasks, they also present serious security dangers.

Implementing an intrusion detection system (IDS) and assessing its effectiveness within an
Internet of Things (IoT) network are the main goals of this thesis. The goal of the study is to
ascertain how well the IDS works to improve the 10T network's security and performance. The
study specifically focuses on detecting and mitigating DOS attacks using SVM classification to

detect cyber-attack on the network.

The study highlights the significance of integrating an IDS equipped with the ability to detect

unusual traffic using SVM classification and a dataset.



1. Introduction

The Internet of Things (l1oT) refers to the network of physical devices, vehicles, home appliances,
and other items embedded with electronics, software, sensors, and network connectivity, which
enables them to collect and exchange data. These interconnected devices communicate with each
other and with central data centers or cloud services, enabling real-time data analysis, monitoring,
and control (Chandra Priya et al., 2021). The loT technology provides numerous possibilities for
diverse industries and use cases, as it is enabling seamless communication and collaboration
among devices. However, like any novel technology, 10T is also accompanied by inherent security
risks. (Ahamed & Rajan, 2017).

According to (Vorakulpipat et al., 2018), IoT devices are often designed to be user-friendly,
lightweight, and portable, making them a convenient choice for a wide range of applications. The
number of active 10T devices worldwide is projected to increase continuously, with more than
152,200 devices expected to be connected to the internet every minute by 2025. It is predicted that
by 2030, there will be over 25.4 billion active 10T devices in use (Chawdhry et al., 2022). One of
the driving factors for the growth of 10T in the region is the increasing use of smart sensors, which
can be embedded into equipment and machines to collect and transmit data in real-time. This data
can then be used to optimize operations, improve efficiency, and reduce costs. Another factor
contributing to the growth of 10T in the region is the push for digital transformation, which is
increasingly being adopted by businesses and governments. This includes the use of automation,

data analytics, and cloud computing to improve processes and decision-making.

As 10T continues to grow, so does the risk of cyber-attacks on the industrial infrastructure. One
such attack is the DoS attack, which can cause significant damage such as financial loss and
potential safety hazards. To mitigate such attacks, it is crucial to secure 10T devices and implement
proper detection and response mechanisms using an 10T hub and IDS. In today's interconnected

world, such cyber-attacks are a growing concern for organizations.

This thesis aims to explore the use of IDS and 10T technology to prevent DoS attacks, with a focus
on improving the performance of an IDS by machine learning. The research will begin with a
review of current literature and case-studies of real-world scenarios of cyber-attacks. The use of
an Intrusion Detection System (IDS) is a critical component of a comprehensive cyber-security

strategy, as it can help to detect and respond to malicious activity on a network. When integrated



with an loT hub, an IDS can analyze traffic from many connected devices to identify signs of a

cyber-attack.

To improve the performance of an IDS, a supervised machine learning model will be used based
on the registration-based node authentication process to train an IDS to detect malicious activity
more effectively. Using Support Vector Machines (SVM), the IDS can detect attacks based on its

classification of network activities.

1.1. Motivation and Problem Definition
Recent studies by AT&T reveal that there has been a significant increase in the number of

enterprises adopting loT, with approximately 85% of them utilizing this technology. However,
despite the widespread adoption, only 10% of these enterprises are confident that their I0T systems
are fully secure and protected from cybercriminals (lansiti et al., 1997). The low level of
confidence in the security of 10T systems is not surprising considering the increasing frequency of
attacks targeting these devices. Such attacks are particularly concerning for critical industrial
sectors like healthcare, manufacturing, and power plants, where successful cyberattacks could
have severe consequences. The interconnected nature of modern devices and systems creates
numerous vulnerabilities that cybercriminals can exploit to launch their attacks (Saini & Saini,
2019).

There have been several instances of cyber-attacks that have been linked to 10T devices and the
lack of security measures in place. One common type of attack is Distributed Denial of Service
(DoS) attacks, which involve overwhelming a target system with traffic from multiple sources
(Shah & Sengupta, 2020). These incidents highlight the importance of securing loT devices and
implementing measures to prevent cyber-attacks. One such measure is the use of an 10T hub with
an IDS (Simpson et al., 2017; Sofia Anthi, 2022), which can help detect and prevent cyber-attacks
on loT devices. By monitoring network traffic and detecting anomalies, an IDS can identify and

block malicious traffic before it can overload a network and cause disruption (Jesus et al., 2019).

The security of 10T devices is a significant concern, primarily due to their own vulnerability to
cyber-attacks that can compromise individual devices and provide attackers with a gateway to

more extensive networks. It is essential to have effective security mechanisms in place to prevent,



detect, and mitigate these threats, particularly as 10T becomes more widely used in critical

infrastructure and various industries.

1.2. Research Objective

1. What are the best practices that can be investigated to optimize the utilization of
multiple 10T devices in 10T?
2. What are the key challenges associated with using an IDS integrated with an 10T hub,

and how can they be addressed to improve the system's performance in preventing DoS
attacks?
3. How can the use of an IDS integrated with an loT hub and machine learning algorithms

be implemented in real-world scenarios to effectively prevent DoS attacks?

1.3. Research Question
To evaluate the effectiveness of using machine learning to enhance the performance of an Intrusion

Detection System (IDS) integrated with an loT hub at preventing DoS attacks.

1.4.  Justification
Industries are rapidly adopting loT technology, which has led to the need for better network

security measures. The Industrial Internet of Things (I10T) allows for automation of tasks and the
collection of data from various sources, resulting in improved efficiency and productivity for

industries.

As industries rapidly adopt 10T technology, there is an increasing need for better network security
measures. The Industrial Internet of Things (I1oT) allows for the automation of tasks and the
collection of data from various sources, resulting in improved efficiency and productivity. The
benefits of 10T are numerous, including real-time monitoring and optimization of industrial
processes, which can prevent downtime and improve product quality, reducing costs, and enhance
safety by continuously monitoring equipment and processes. These advantages are made possible
with sensors that detect changes in parameters set by the administrator. The literature review
provides a comprehensive analysis of 10T technology and its integration with the Industrial 10T,
utilizing emerging technologies such as Smart Hubs and Intrusion Detection Systems to enhance

security measures.



2. Related Work

The rapid growth of the Internet of Things (IoT) has revolutionized various industries, enabling seamless
connectivity and data exchange among devices, but it has also introduced significant security risks that need
to be addressed. The 10T consists of different layers that interconnect to ensure smooth functioning.
However, with the increasing number of connected devices, the 10T faces various challenges. One
of the significant challenges facing loT technology is the lack of adequate infrastructure and
security mechanisms, which can compromise the protection of the various layers embedded in the
loT architecture. The scope of 10T technology extends across multiple sectors, including homes
where wireless routers connect devices such as smoke alarms, refrigerators, thermostats, and
lighting. The interconnectedness of these devices creates a seemingly seamless network, but it also
presents a significant security risk as cyber-attacks on any of these devices can potentially
compromise the entire network. The challenges and opportunities presented by the loT are

discussed in more detail in the literature review.

(Talwana & Hua, 2017) research focused on the functions and applications of IoT technology in
various domains in our environment, including healthcare, transportation, agriculture, and energy
management. The technology enables different devices and systems to communicate and share
data with each other, but (Ling et al., 2018) emphasized the importance of end-to-end security for
loT architecture due to potential vulnerabilities that can lead to devastating consequences and
financial losses. Their study also highlighted cyber security issues, such as botnets, and proposed
measures to safeguard 10T architecture from such threats. The authors' research underscores the
importance of addressing security concerns to ensure the safe and secure implementation of 10T
technology. Additionally, (Agarwal et al., 2018) highlighted that the security of 10T devices is a
significant issue because cybercriminals can target these devices and use them as a medium for
launching larger attacks, such as distributed denial of service (DoS) attacks. 10T devices'
vulnerability to such attacks arises because many users fail to change the default login credentials
for their devices, making it easier for cybercriminals to detect and access these devices. Hackers
can exploit tools like Shodan, which allow users to scan for connected devices on the internet, to

identify vulnerable 10T devices.

The lack of uniform standardization in communication protocols used by IoT devices can also pose

security risks, as highlighted in research by (Mohamed et al., 2022). Despite the widespread use



of protocols like Message Queuing Telemetry Transport (MQTT), Advanced Message Queuing
Protocol (AMQP), Long Range Wide Area Network (LoRaWAN), Data Distribution Service
(DDS), and ZigBee in 10T devices, there is currently no clear framework for their implementation,
leaving them vulnerable to exploitation. It is imperative that 10T device manufacturers prioritize
security during the design phase and that users take necessary precautions to protect their devices,
such as changing default login credentials and regularly updating them with the latest security

patches.

Based on recent studies, it has been noted that the security of the Internet of Things (lIoT) is
dependent on securing every layer of the architecture that underlies the 10T system (Abdullah et
al., 2020; Mrabet et al., 2020; Rizvi et al., 2018). Such layers may include smart device networks,
gateways, user platforms, and the end application. It is crucial to ensure the security of all these

layers as they play a significant role in determining the overall security of the IoT system.

2.1. Industrial Internet of Things
(Mosteiro-Sanchez et al., 2020) highlighted that the 1loT pertains to the integration of IoT

technology in the industrial sector, wherein industrial products and equipment are linked to the
internet, enabling communication and data exchange among them and other systems. The 10T can
boost the effectiveness, productivity, and safety of industrial processes and systems, but it is also

susceptible to the security risks and vulnerabilities that are associated with 10T technology.

According to a study by (Asemani et al., 2019), the 110T architecture comprises two classifications:
Information Technology (IT) and Operational Technology (OT). By adopting 110T, organizations
can provide value-added services such as remote monitoring, maintenance, and insurance, which
can generate additional revenue. The availability of real-time and accurate information from loT
sensors and connectivity makes these services more profitable and feasible, while also reducing

overall expenses by enabling remote management.

2.2. Cyber-Security in Industrial Internet of Things
Security is a major concern for all industries. As manufacturing becomes more connected, it is

important to understand the vulnerabilities that could affect consumers. When considering
industrial or manufacturing 10T initiatives, organizations must be aware of potential risks and

attack vectors that could harm the company and consumers. Research conducted by (Andrea et al.,



2015; Pongle & Chavan, 2015; Shukla, 2017) have demonstrated that cyber criminals have taken
advantage of security vulnerabilities in individual 10T devices to target the broader network they
are connected to. According to (Da Xu et al., 2014; Goundar et al., 2021) there are reportedly more
attack vectors that target 10T devices than traditional ICT systems, highlighting the need to
prioritize privacy protection in the loT environment. The absence of a secure and encrypted

network infrastructure could render the adoption of 10T vulnerable to security threats.

2.3. Cyber-attack in 110T
The deployment and use of 10T in 10T settings brings about various security limitations that are

dependent on the network infrastructure's features. There are two main reasons why cyberattacks

are prevalent in 10T devices:

1) The extensive attack surface that results from the heterogeneity of devices in an loT
environment makes it challenging to implement security mechanisms that apply
universally across all devices.

2) The security of 10T is significantly influenced by device computing power limitations,
including memory, battery capacity, and radio bandwidth, which render 10T devices

incapable of implementing robust security measures.

The presence of a vast array of diverse 10T devices in an the 10T environment poses a challenge
for traditional centralized security solutions. This challenge is heightened when deploying these
technologies in trustless environments or interacting with 10T devices installed in such

environments.

2.4, Securing 10T devices in Industrial 10T
Numerous studies have explored the security of the Internet of Things (loT), with researchers

focusing on addressing specific security concerns (Ling et al., 2018; Pranata et al., 2012; Ye et al.,
2014; Zhao, 2013). However, the heterogeneity of 10T devices present a challenge in implementing
uniform security mechanisms. This is because different devices have unique capabilities and
constraints, making it difficult to find security mechanisms that are effective for all devices.
Furthermore, some security solutions require substantial computation and communication

resources, which may not be practical for lightweight, low-cost devices like sensors.



2.5. loT Hub
An 10T hub is designed to function as a centralized point for managing and communicating with

connected devices within an 10T network. As loT devices typically have limited computing
capabilities and are designed for specific functions, such as data collection or device control, the
hub acts as a more capable intermediary for processing and storing data, as well as communication.
The use of 10T hubs is widespread and can be seen in various applications such as home
automation, industrial automation, and transportation. This addresses the second research
objective, which is to identify the main challenges associated with using an IDS integrated with

an loT hub and propose solutions to enhance the system's performance in preventing DoS attacks.
IoT hubs serve the following functions:

I.  Authentication: The hub confirms the user's identity.
Il.  Confidentiality: The hub safeguards against unauthorized access to data
I1l.  Access Control: The hub restricts device interactions to specific users and times.
IV.  Device Cloaking: The hub conceals 10T devices to make them more difficult for attackers
to find.
V. Heterogeneity Awareness: The hub supports different devices from multiple

manufacturers.

However, it is important to note that 10T hubs themselves may also be vulnerable to attacks, so it
is crucial to ensure their own security. Overall, the use of 10T hubs can be an effective strategy for
managing and securing a range of 10T devices, but it is important to carefully consider security
implications and take necessary precautions to prevent potential threats. As such it answers the
research objective “What are the best practices that can be investigated to optimize the utilization

of multiple IoT devices in [oT? “

2.6. Detecting a DoS Attack in Industrial 10T
DosS attacks are one of the most common types of cyber-attacks in the Industrial IoT. A DoS attack

involves overwhelming a network or server with a large volume of traffic, rendering it inaccessible
to legitimate users. In Industrial 10T, a DoS attack can disrupt the manufacturing process, leading
to production downtime, financial loss, and reputational damage. The introduction of a security

tool called an Intrusion Detection System (IDS) can aid in detecting potential attacks. An IDS



works by analyzing data from IoT devices and other connected devices, looks for patterns or

unusual network activity that could indicate an attack.

In the context of Industrial Internet of Things (I1oT) systems, an IDS plays a critical role in
securing the network by monitoring the various devices and sensors used in industrial applications.
An 10T hub can be used to manage multiple 10T devices on the network and provide a secure
access control mechanism, while the IDS can help prevent cyber-attacks by detecting malicious
network behavior. This combination of security measures can help protect sensitive data and
prevent potentially costly cyber-attacks on industrial systems. This answers our first research
objective “What are the best practices that can be investigated to optimize the utilization of
multiple IoT devices in [10T?

2.7. IDS in Industrial l1oT
An Intrusion Detection System (IDS) is a security tool designed to monitor 10T systems for signs

of cyber-attacks and alert the network administrator of any suspicious activity, helping prevent
network-based attacks before they cause damage. In the context of Industrial Internet of Things
(loT) systems, an IDS plays a critical role in securing the network by monitoring the various
devices and sensors used in industrial applications. An 10T hub serves as a central point for
managing and communicating with connected devices in an IloT network, providing a secure
access control mechanism. Combining an IDS with an 10T hub can help prevent potentially costly
cyber-attacks on industrial systems by detecting malicious network behavior and protecting
sensitive data. Therefore, this combination of security measures can improve the overall security
posture of an I1oT system.

One study by (Sambangi et al., 2022) proposed a machine learning-based approach to detecting
and mitigating DoS attacks in Industrial 10T. The study utilized an ensemble of machine learning
algorithms to analyze network traffic and detect DoS attacks. The results showed that the proposed
approach was effective in detecting and mitigating DoS attacks in Industrial 10T. A key challenge
associated with integrating an IDS with an 10T hub is the high volume and velocity of network
traffic generated by 10T devices can cause false positives or false negatives in the detection of DoS
attacks (Lawal et al., 2021). This can be addressed by developing machine learning algorithms that

are specifically designed to detect DoS attacks in 10T networks and can handle the high volume



and velocity of network traffic generated by 10T devices which addresses our third research
objective (Gaur & Kumar, 2022).

To address the challenges arising from the diversity of 10T devices, our research proposes the use
of 10T hubs, which provide a unified platform for managing and securing a range of devices. These
hubs can incorporate extra security features such as authentication, encryption, and access control,
which can help minimize the risk of cyber-attacks.

2.8. Support Vector Machine
Support Vector Machine is regarded as one of the best learning algorithms for binary classification

and is effective in handling high-dimensional data, which is often the case in 10T systems that
collect large amounts of sensor data (Hsu et al., 2019). SVM works by finding the optimal
hyperplane that separates the two classes in a dataset. In the context of detecting attacks inan 10T
infrastructure, SVM can be used to classify network traffic into two classes, normal and anomalous
(Boser et al., 1992). This is achieved by training the SVM algorithm on a dataset of normal and
attack traffic, and then using it to classify new traffic as either normal or anomalous based on the
learned pattern. In the context of 110T, this means that the SVM algorithm can be trained on data
collected from sensors in the 1loT infrastructure to differentiate between normal and abnormal
behavior (Hsu et al., 2019; Jha & Ragha, 2013).

2.9. Why NS-3?
As a graduate student in cybersecurity, |1 conducted extensive research on various network

simulators to use in my project. After consulting with some colleagues in the industry and
discussing with a recent graduate who had experience in using different network simulators, I
decided to use NS-3 for my simulation. | found that NS-3 was highly recommended for its

accuracy, flexibility, and the availability of many built-in models and protocols.

The simulator provides a range of pre-built network models, protocols, and devices that can be
easily modified and customized to fit the specific requirements of a simulation study. NS-3 has a
powerful visualization toolkit called Net Anim, that allows for the display of simulation results in
an intuitive and visually appealing manner. This feature is crucial for interpreting and

communicating simulation results effectively.



| also found that NS-3 had excellent support for wireless networks and Internet of Things (IoT)
simulations, which was highly relevant to my project's focus on evaluating the effectiveness of
using machine learning to enhance the performance of an Intrusion Detection System (IDS)

integrated with an 10T hub in preventing DDoS attacks.

3. Research Methodology

The objective of this paper is to tackle the security weaknesses of 10T and to provide consumers
with the necessary information to make informed decisions about the security of these devices.
The goal is to enhance the security of 10T devices against cyber-attacks and improve the detection
and mitigation of DoS attacks. The research will use the NSL-KDD dataset and machine learning
based on SVM classification, with ethical considerations including data privacy and security
metrics. The analysis will be focused on the classification accuracy and performance of our model.

Also, the research will involve integrating an IDS with an 10T hub as part of the research design.

1. Research Design:
The research design for this study is experimental. Experimental research design is the best
approach to investigate the effectiveness of different models, algorithms, and techniques
in detecting, preventing, and mitigating DoS attacks in 10T. The use of experimental
research design will allow the researcher to control the variables and establish cause-effect
relationships between the dependent and independent variables. The study will involve
setting up a simulated Industrial 10T network, which will be used to test the effectiveness
of various DoS attack detection and mitigation techniques. The experiments will be
designed to evaluate the performance of an IDS integrated with an 10T hub.

2. Data Methods:
Data set used will be gotten from the Canadian Institute for Cybersecurity called the NSL-
KDD. It will be modified to fit our scenario, adjusting to detect several forms of cyber-
attack.

3. Experimental Procedure:

The experiment will involve the following steps:



e Setting up a simulated Industrial 10T network, consisting of thirty 10T devices, an
loT hub, and an attacker node.
e Configuring the 10T hub to receive and transmit data from the devices in the
network.
e Integrating an IDS with the 10T hub and configuring it to detect and mitigate DoS
attacks.
e IDS in the hub analyzes traffic from many connected devices based on the patterns
in our dataset, using SVM Classifier and identifies signs of an attack.
e Conducting simulated DoS attacks on the network, with varying parameters
Measuring the effectiveness of the IDS in detecting and mitigating DoS attacks
e Perform the mitigation process based on SVM classification.
4. Ethical Considerations:
We will ensure that ethical considerations are observed during the study. The informed
consent of the participants will be obtained, and their confidentiality will be guaranteed.
5. Limitations:
Studying has some limitations. First, the study will be conducted in a simulated
environment, which may not reflect the real-world scenarios. Second, the study will be
conducted with a small dataset and thus may limit the generalizability of the study results.
6. Significance of the Study:
The study's significance is in developing an effective system for detecting and mitigating
DoS attacks in lIoT environments. The study's results will provide insights into the
effectiveness of the proposed system and inform the development of better security

measures for 10T systems.

4. Design Specifications

We utilized a virtual machine running Ubuntu 14.04 and installed Network Simulator 3.26 (NS-
3). The program simulates an intrusion detection system for a DoS attack on an Internet of Things
(10T) network. 30 devices are included in the simulation, along with a hub that serves as a server
and archives the data. The hub interacts with the 10T devices and uses Support Vector Machine



(SVM) classifier to analyze the traffic to look out for potential attacks. The code is written in C++

using the Ns-3 network simulator library.

5. Implementation

The simulation makes use of the NS-3 network simulator and has modules for the core, network,
mobility, configuration storage, Wi-Fi, internet, flow monitoring, and loT. Using UDP sockets and
the GenerateTraffic function, the simulation produces traffic and mimics packet transmission.
SVM is also used in the simulation to categorize traffic and spot attacks. The main function loads
the simulation parameters and configures the network architecture, which is made up of three node
containers: loTNodes, AttackerNode, and loTHub_Node. Figure 1 shows the diagrammatic

representation of the proposed system.

MNs-3

T

Figure 1: Diagrammatic Representation of Ns-3

6. Evaluation
Our simulation focused on developing an efficient IDS to detect a DOS attack in an loT

environment. The system consists of a network comprising of 30 10T devices, an attacker node,
and an loT hub with a monitoring agent. The 10T devices undergo a registration process with
several unique metrics such as the 1d, PUF, IMEI, and MAC address. The devices communicated

sensed data with the 10T hub which acts as a central server and stores the data. The Monitoring



agent (IDS) in the hub analyses the traffic from the connected devices and using our SVM classifier

dataset detects unusual traffic which are potential signs of attack.

6.1. Discussion
The code can be broken down into four distinct functions that mimic DOS attack detection by an

IDS in the hub and communication between 10T devices and an 10T hub. The primary function
accepts as inputs, among other things, the number of nodes, the size of the packet, and the

separation between nodes. The simulation process involved the following steps:

1. Main: This function configures the simulation environment by defining node containers
for 10T devices, the attacker node, and the 10T Hub node. It also configures simulation
parameters such as node distance, packet size, and node count.

2. Data Transmission: The PktTransl and PktTrans2 are functions that establish
communication between the 10T devices and the IoT hub nodes using UDP sockets and
generate traffic at fixed intervals and packet sizes. The hub acts as a server and stores the
data.

3. Analyzing the traffic: The PktTrans3 function analyses the incoming traffic based on the
SVM classifier and identifies signs of attacks.

The training and testing results were generated by combining data in the dataset and configuring
the model to look out for the pattern categorized as malicious. The categorization used in our
program is shown in Figure 2.

of connected devices

Typeld tidl = Typeld:: Lo
Ptr<Socket> recvSinkl

Figure 2: Using SVM Model to Analyze Network Traffic.
The program can now identify odd traffic based on the datasets provided, but no specific
safeguards are in place to guard against any malicious assault harming the network. An example

of traffic data is showed in Figure 3.
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,0.00,0.00,1.00,1.00,50L_injection,21

Figure 3: Dataset Image Showing Various Types of Traffic

Following the execution of the simulation, based on the dataset used, malicious traffic is detected.

The result is seen in Figure 4 showing the total number of malicious traffic and legitimate traffic

scanning topology: calling graphwviz layout
scanning topology: all done.

IoT devices perform the sensed data communication with the IoT Hub and also the
hub acts as server and stores the sensed data.

Packet Recived...
Packet Recived...
Packet Reciwved...
Packet Reciwved...
Packet Recived...
Packet Recived...
Packet Recived...
Packet Recived...
Packet Recived...
Packet Reciwved...
Packet Recived...
Packet Recived...
Packet Recived...
Packet Recived...

The Monitoring Agent/IDS in the hub analyzes traffic from the connected dewvices
based on the patterns by using SVM Classifier and identifies signs of an attack

Number of Dos = 914
Number of Legitimate = 125881

Figure 4: Result from the Simulation Attack Based on Dataset.

To effectively mitigate the attack, it is advised to put additional precautions in place, such as
firewalls to block the detected traffic and the usage of IPS to stop the traffic from getting to the
network and impacting it.

7. Conclusion and Future Work

In conclusion, this study highlights the importance of implementing an Intrusion Detection System
(IDS) in an IoT network to enhance security and improve network performance. The simulation

results showed that the IDS agent was highly effective in detecting potential attacks.



Future work can focus on evaluating the performance of the network under different attack
scenarios and comparing the effectiveness of different IDS algorithms. There is still room for
improvement in terms of implementing the SVM, making the simulation more flexible, and
including performance metrics and analysis of the results. Overall, the study highlights the need
for a more secure and reliable 10T network infrastructure and the importance of using simulations

to evaluate and improve these systems.
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