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Executive Summary

The purpose of this report is to detail the inspiration, research, goals, planning, technology
and strategies of testing for this 4" Year Computing Project. The cyber threat of Phishing is
becoming more and more prominent as a danger to the privacy of online users and the
integrity of their systems. It is not widely known among the public and therefore many
people are not aware that by simply clicking a link from an email, they have released
harmful software onto their system. This project aims to develop an interactive application
meant to increase user awareness of Phishing through its functionality as well as providing a
text list of safety precautions and recommendations of other sources helpful for preventing
or avoiding such attacks.

| have researched similar existing tools that provide training for recognising Phishing threats
and | believe my application is different and novel in the way the training is set out for the
user in the 3 Phishing Games. For example, it is very easy to navigate and not over-saturated
with content making it difficult to remember where to access certain functionalities. An
example of a similar application for Phishing education is EdApp, which allows you to create
a custom phishing training course and provides a comprehensive course library that covers
many cyber threats in addition to Phishing (edapp.com, 2022). | see my application being
innovative in that it provides detailed documentation on Phishing and links to external
research as well as the interactive Phishing Games, making it a multipurpose application.

We will discuss what inspired the idea for this application, the problems it intends to solve,
and the various tools and resources used to bring it to fruition. We will then provide a Use
Case Diagram, complete with descriptions and priorities, as well as discuss the different
requirements that it should meet, i.e. Data and Environmental. Code snippets and
screenshots of the running application will also be provided and described in detail. Testing
strategies, tools and results will also be covered.

Lastly, we will give a summary of the strengths and limitations as well as possible actions of
how to expand the application in terms of research and functionality.

1.0 Introduction

1.1. Background
As people continuously engage with digital devices in their everyday lives, the possibility of
having data stolen or compromised is an increasingly prominent threat. During my 3™ year
work experience placement in a health facility, there was a proactive approach taken to
alert employees to the cybersecurity threat of Phishing. | became aware that the general
public may not have enough awareness of the threat of Phishing. Therefore, | chose this as
the topic for my 4t" year Computer Project.

1.2. Aims
This Project aims to increase cybersecurity awareness through an interactive application
meant to inform, educate, and help users to identify the different types of Phishing attacks



and the countermeasures to be taken in the event of such an attack. This application is user
friendly and suitable for all ages. Many people do not fully recognise what Phishing is and
this app helps users to recognise the traits of a Phishing attack in an email or otherwise.
Phishing refers to the act of a malicious user impersonating a trustworthy source in order to
steal personal information from an individual or company by deploying malicious software.
This type of attack is delivered mostly in the form of emails, as well as advertisements in
trustworthy websites (cofense.com, 2022).

1.3. Technology
My implementation language of choice for this project is Python, which is popular for
programming web applications due to an easy to understand syntax (devops.com, 2022). It
is also not restricted depending on what kind of application is being designed and can be
used as per the specific requirements, according to (www.upgrad.com, 2020). | installed and
utilised the Python based framework Django to assist in the procedure by creating a virtual
environment to run the application in my chosen Browser. Along with the Python code, it
features the use of HTML to develop the skeleton for the different pages of the application,
as well as provide appropriate links to those pages and the external recommended reading.
CSS is also utilised to customise the text colour and font of the different pages. It also
includes the use of Bootstrap for responsive navigation and web pages. | used Visual Studio
(VS) Code as my IDE to design the application and made sure to push the code to my GitHub
repository to supply backup code in the event of accidental deletion or misplacement of the
code.

1.4. Software Development Methodology
When planning and developing the application, | followed the Waterfall methodology and
the associated stages including:

e Requirement Gathering: Here, | sourced various articles to acquire and document
information about what was required for the application, i.e. the common traits of a
Phishing attack.

e System Design: | decided on what would be my choice of programming languages,
frameworks, testing software and other tools and techniques based on the
requirements gathered earlier.

e Implementation: | began the process of coding Python, HTML and CSS into my
application in VS Code following the installation of the Django framework and
creation of the virtual environment. The implementation of Django was the first step
taken in this stage.

e Testing: Once | had achieved a satisfactory level of functionality for my application, |
set up test cases to perform ‘pytest’ in the Git Bash terminal as Automated Testing. |
also performed Manual Testing by making a list of tasks to execute in the application
and determining if they were as pass or a fail. The results of both types of Testing
were satisfactory.

e Delivery: Upon completion of the project, | submitted a zipped folder for the code
along with the report document, PowerPoint presentation, poster and links to the
video presentation and GitHub code repository in a text file to Moodle.



e Maintenance: Throughout the entire coding process, | regularly pushed the code to
my GitHub repository to provide security in case of accidental data destruction.
Additionally, in the event where | am advised there may be an issue with my
application to address, | will search for the solution online (lucidchart.com, 2023).

1.5. Structure
In Section 1 we discuss what the project aims to do to fulfil its role as a Cybersecurity
application as well as the technology and coding languages utilised to implement it. We also
discuss the rising problems that served as the inspiration for the development of this
project.

In Section 2 we discuss the various requirements the project must be able to fulfil, which
includes what tools and frameworks are needed, the Use Case Diagram and detailed
descriptions of the different Use Cases, how easy the application should be to use and
understand as well as what are the necessary conditions to allow for its operation. We also
give detail of how the application will look with code snippets, screenshots of the working
application, diagrams and strategies for testing.

2.0 System

2.1. Requirements

All requirements should be verifiable. For example, experienced controllers shall be able
to use all the system functions after a total of two hours training. After this training, the
average number of errors made by experienced users shall not exceed two per day.

2.1.1. Functional Requirements

This section lists the functional requirements in ranked order. Functional
requirements describe the possible effects of a software system. In other words,
they describe what the system must accomplish. Other kinds of requirements (such
as interface requirements, performance requirements, or reliability requirements)
describe how the system accomplishes its functional requirements. Each functional
requirement is specified as follows:

=>» High Priority: Phishing Game 1 must show images of Phishing emails and text
messages as well as 4 checkboxes below each. Only when at least one of the
correct answers and none of the incorrect answers have been selected when the
user hits submit can they move to the next question in the session.

=>» High Priority: Phishing Game 2 must display a list of multiple choice questions
and the user must pick one out of four answers for each. Upon hitting the submit
button, the application displays a message showing how many questions were
correctly answered.

=>» High Priority: Phishing Game 3 must play several sample voice/phone calls and
the user must determine if it is a Vishing call or not.

=>» High Priority: The application must allow the user to select a Phishing Game from
the Homepage.



User

=>» Medium Priority: The application must allow the user to access the Homepage,
Guidebook, and Recommendations via the Navbar from the Menu.

=>» Medium Priority: The application must open the external sources from the
Recommendations page in a new tab when they are selected.

=> Low Priority: The application must allow the user to log in with a username and
password in the Login/Logout page.

2.1.1.1.

=2

Use Case Diagram
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Password

Error Message
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Game 1 [Email/SMS3],
N
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Select Checkboxes ) __includes
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\
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Click "Submit
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2.1.1.2.  Requirement 1: Access Phishing Game ‘Email/SMS’
2.1.1.3. Description & Priority
=> Alink on the Homepage is provided that will direct the user to the first of three
Phishing Games.
= When in use an image of a Phishing message, either in the form of an email or

text message, will be displayed and the user will be asked to select the buttons
that correspond to the traits of Phishing.

=>» There are several questions to be answered in a session.

=>» The navbar is absent here so that the user is less likely to accidentally exit during
a session.

=>» This requirement occupies a key element of the applications’ established
functionality, to provide education on the threat of Phishing through an
interactive experience, and must be given the same level of high priority as the
other 2 Phishing Games.

2.1.1.4. Use Case
Use Case ID: UC-1v1.1



Scope

The scope of this use case is to educate the user on how to thoroughly scan
emails and text messages themselves to identify elements of a possible Phishing
attack, e.g. spelling and grammar errors.

Description

This use case describes how to access the first Phishing Game from the
Homepage, how to properly use it during a session and what to be aware of
when interacting with it.

Flow Description

Precondition

The user must currently be on the Homepage when the application is running.
Activation

This use case starts when the user clicks the link on the Homepage titled
“Phishing Game 1 [Email/SMS]”.

Main flow

1. A1 <User> clicks the uppermost link on the Homepage.

2. E1 <Application> directs Al <User> to the interactive Phishing Game.

3. E1 <Application> displays an example Phishing attack in the form of either
a text message or email. There are 4 example messages per session.

4. Al <User> selects the checkboxes below that describe elements of a
Phishing attack present within the message.

5. Al <User> selects ‘Check Answer/Move to Next!” and continues through
the session.

6. E1 <Application> displays the answer to the previous question at the top
of the page.

7. Al <User> selects ‘Check Answer/Finish!” upon submitting their answer
for the last example message.

8. Al <User>is returned to the Homepage.

Alternate flow

Al : <User>

1. Al <User> clicks the uppermost link on the Homepage.

2. E1 <Application> directs the user to the interactive Phishing Game.

3. E1 <Application> displays an example Phishing attack in the form of
either a text message or email. There are 4 example messages per
session.

4. Al <User> selects any checkboxes that correspond to something that is
not a sign of a Phishing attack, e.g. correct spelling or proper
acknowledgement of the company the sender works for.

5. Al <User> selects submit.
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6. E1 <Application> displays text providing the user with hints for what to
be looking for in the above message.
7. Al <User>remains on the same question until one correct answer and no
incorrect answers are selected upon hitting submit.
Exceptional flow

E1l : <Application>

1. A1l <User> clicks the uppermost link on the Homepage.

2. E1 <Application> directs A1 <User> to the interactive Phishing Game.

3. E1 <Application> displays an example Phishing attack in the form of
either a text message or email. There are 4 example messages per
session.

4. A1l <User> clicks submit immediately without clicking any of the buttons
on the example message.

5. Al <User>remains on the same page.

Termination

The user selects the prompt labelled ‘Check Answer/Finish!” upon submitting a
correct answer for the last example message.

Post condition

The user is returned to the Homepage.

2.1.1.5. Requirement 2: Access Phishing Game ‘Quiz’

2.1.1.6. Description & Priority

A link on the Homepage is provided that will direct the user to the second of
three Phishing Games.

When in use, the user will see a list of questions on their screen that relate to
Phishing.

They will have a choice of 4 different answers for each and must select one.
There are several questions to be answered in a session.

The navbar is absent here so that the user is less likely to accidentally exit during
a session.

This requirement occupies a key element of the applications’ established
functionality, to provide education on the threat of Phishing through an
interactive experience, and must be given the same level of high priority as the
other 2 Phishing Games.

2.1.1.7. Use Case
Use Case ID: UC-2v1.1

Scope

The scope of this use case is to educate users on how to identify the various
types of Phishing attacks, as well as gain a clear understanding of how to avoid
and counteract them.



Description

This use case describes how to access the second Phishing Game from the
Homepage, how to properly use it during a session and what to be aware of
when interacting with it.

Flow Description

Precondition

The user must currently be on the Homepage when the application is running.

Activation

This use case starts when the user clicks the link on the Homepage titled
“Phishing Game 2 [Quiz]”.

Main flow

1. Al <User> clicks the middle link on the Homepage.

2. E1<Application> directs Al <User> to the interactive Phishing Game.

3. E1 <Application> presents Al <User> with a list of questions relating to
Phishing attacks and presents 4 possible answers to select for each. There
are a total of 9 questions per session.

4. Al <User> selects their answer for each by toggling the radio button next
to their chosen answer.

5. Al <User> selects ‘Submit Answers’.

6. E1 <Application> displays the total number of the user’s correct answers.

7. Al <User> answers all 9 questions correctly.

8. Al <User> selects ‘Exit’ and is returned to the Homepage.

Alternate flow
Al : <User>

1. Al <User> clicks the middle link on the Homepage.

2. E1 <Application> directs Al <User> to the interactive Phishing Game.

3. E1 <Application> presents Al <User> with a list of questions relating to
Phishing attacks and presents 4 possible answers to select for each. There
are a total of 9 questions per session.

4. Al <User> selects their answer by toggling the radio button next to their
chosen answer.

5. Al <User> selects ‘Submit Answers’.

6. E1 <Application> displays the total number of the user’s correct answers.

7. Al <User> selects ‘Exit’ and is returned to the Homepage.

Exceptional flow

E1l : <Application>

1.
2.
3.

A1 <User> clicks the middle link on the Homepage.

E1 <Application> directs A1 <User> to the interactive Phishing Game.

E1 <Application> presents Al <User> with a list of questions relating to
Phishing attacks and presents 4 possible answers to select for each. There
are a total of 10 questions per session.
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4. Al <User> clicks ‘Submit Answers’ without having selected any of the
radio buttons.
5. E1 <Application> displays a message letting them know that they must
not leave anything blank.
Termination

The user selects the prompt labelled ‘Submit Answers’ upon submitting an
answer for all 9 questions.

Post condition
The user returns to the Homepage.

2.1.1.8. Requirement 3: Access Phishing Game ‘Voice Call/Vishing’

2.1.1.9. Description & Priority

A link on the Homepage is provided that will direct the user to the third of three
Phishing Games.

When in use, the user will see several audio files with text above saying “Play and
listen to the Audio Files below and identify which ones are Vishing Calls”.

They will have to toggle the box for either Yes or No for each and then click
Submit.

The navbar is absent here so that the user is less likely to accidentally exit during
a session.

This requirement occupies a key element of the applications’ established
functionality, to provide education on the threat of Phishing through an
interactive experience, and must be given the same level of high priority as the
other 2 Phishing Games.

2.1.1.10. Use Case
Use Case ID: UC-3vl.1

Scope

The scope of this use case is to educate users on how to recognise when a caller
that claims to be a representative of a major company, appears to be alerting the
user about a virus or security breach in order to retrieve important information
from them.

Description

This use case describes how to access the third Phishing Game from the
Homepage, how to properly use it during a session and what to be aware of
when interacting with it.

Flow Description
Precondition

The user must currently be on the Homepage when the application is running.



Activation

This use case starts when the user clicks the link on the Homepage titled
“Phishing Game 3 [Voice Call/Vishing]”.

Main flow

1. A1l <User> clicks the lowermost link on the Homepage.

2. E1 <Application> directs Al <User> to the interactive Phishing Game.

3. E1 <Application> presents Al <User> with a series of audio files and after
listening to one, they must determine whether it is or is not a Vishing
scam. There are a total of 6 voice samples per session.

4. Al <User> selects their answer by toggling the radio button next to their
chosen answer.

5. Al <User> selects ‘Submit’.

6. E1 <Application> displays the number of correct answers.

7. Al <User>answers all questions correctly.

8. Al <User> selects ‘Exit’ and is returned to the Homepage.

Alternate flow

Al : <User>

1. Al <User> clicks the lowermost link on the Homepage.

2. E1 <Application> directs Al <User> to the interactive Phishing Game.

3. E1 <Application> presents Al <User> with a series of audio files and after
listening to one, they must determine whether it is or is not a Vishing
Scam. There are a total of 6 voice samples per session.

4. Al <User> selects their answer by toggling the radio button next to their
chosen answer.

5. Al <User> selects ‘Submit’.

6. E1 <Application> displays the number of correct answers verses the total
number of questions in the session.

7. Al <User> selects ‘Exit’ and is returned to the Homepage.

Exceptional flow

E1l : <Application>

6.
7.
8.

10.

A1 <User> clicks the lowermost link on the Homepage.

E1 <Application> directs A1 <User> to the interactive Phishing Game.

E1 <Application> presents Al <User> with a series of audio files and after
listening to one, they must determine whether or not it is a Vishing scam.
There are a total of 6 voice samples per session.

Al <User> immediately clicks ‘Submit” without toggling an of the radio
buttons or playing any of the files.

E1 <Application> displays a message letting them know that they must
not leave anything blank and they remain on the same page.

Termination

The user selects the prompt labelled ‘Submit’ upon submitting an answer for all 6

voice samples.

Post condition
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The user returns to the Homepage.

2.1.2. Data Requirements

=>» Python includes powerful tools used for connecting to and/or creating databases.
It supports several quality databases such as SQLite and MySQL
(tutorialspoint.com, 2022).

=>» | sourced various online articles and websites to collect the information required
to compose the questions for each of the 3 Phishing Games. Such information
includes the fact that Vishing attack strategies involve impersonating an
organisation representative or informing a person that they have won a sum of
money (bitlyft.com, 2023). Spear Phishing is a popular attack where offenders
claim to be a trusted entity to trick victims into disclosing personal information or
download malware (armorblox.com, 2023).

=>» The background image for the Homepage and all images used in Phishing Game 1
were sourced from searching images in the Google Chrome browser.

=>» The audio files used in Phishing Game 3 were recorded using the ‘Voice
Recorder’ app installed on my computer after a script for each file was written
and practised. The information used to write out said script was gathered from
online articles.

2.1.3. User Requirements

=>» Phishing Game 1 ‘Email/SMS’ requires that the user answers at least one correct
answer for each example message to continue through the session.

=>» Phishing Game 2 ‘Quiz’ and Phishing Game 3 ‘Voice Call/Vishing’ must evaluate
the total number of answered questions once the user has clicked ‘Submit
Answers’ and display a message showing how many were correctly answered out
of the total number of questions.

2.1.4. Environmental Requirements

=>» As this is a web application, it must be present in a location with internet access
to be able to operate.

=>» Since a virtual environment has been created for this application, it must be able
to run the server with the Django framework.

=>» This application has no effect on the external environment.

2.1.5. Usability Requirements

=>» The application is easy to use and understand for all users.

=>» Each of the Phishing Games are easy work through and learn from with few user
errors and all buttons are clearly laid out.

=>» The interface is simple and easy to navigate with links being clearly displayed.

=>» The login process is as simple as any other.

11



2.2.Design & Architecture

As stated earlier, the Python framework Django is used to create a virtual environment
with which to run the application in the Browser. Visual Studio Code is the Integrated
Development Environment (IDE) used to develop the Python, HTML and CSS code.
Incorporating Django resulted in the generation of several Python files, such as
‘admin.py’ and ‘models.py’ which are used for registering and creating models, ‘tests.py’
and ‘urls.py’, the latter of which is required to allow the HTML pages to open when the
application is running, as well as ‘views.py’, which allows Python code to provide
functionality for those HTML pages. HTML files are included in the ‘templates’ folder to
provide functionality and navigation when using the application, and a ‘style.css’ file is
used to customise font colour and size. This CSS file is included in a static folder where
images and audio files must also be placed for them to appear in the Phishing Game
pages. Understanding the Static urls and Images in Django and getting them to work
properly was a challenge for me, specifically navigating the framework and
understanding how the framework manages relative file paths. Additionally, there are
several models included in ‘models.py’ with the intended purpose of creating the
database needed to save the user’s answers and score when interacting with the
Phishing Games. As | was unable to get the models to work, they remain inactive.

2.3. Implementation

When considering which coding languages | should use, | decided to use Python instead
of Java or JavaScript as | had worked with Python on a 3™ year project and | felt more
competent using it than Java and JavaScript. | was more confident in undertaking the
project | envisaged using Python. As | mentioned earlier, Python is a popular choice for
web application programming with its user-friendly syntax (devops.com, 2022).

| also utilised a web application framework compatible with the Python language and
after having researched my different options, | decided on Django. This framework is
based on the Model-View-Template (MVT) software design pattern for web application
development (educative.io, 2022). By incorporating this framework, it helped in
designing an application that is versatile, being workable in many different formats
including HTML, secure, by directly storing passwords, and maintainable, by using design
principles and patterns which encourage the creation of reusable code
(developer.mozilla.org, 2023). Additionally, | was interested in working with new
technology for this project.

12



Below are the commands in the Git Bash terminal, to activate the virtual environment
named ‘virt’ and run the server in the Browser.

MINGW®64:/c/djangowebpage/homepage - O X

$ source virt/Scripts/activate
Cvirt)

§$ cd homepage
Cvirt)

§ python manage.py runserver
watching for file changes with StatReloader

The following code shows the design of the Homepage, ‘index.html’. It is done mainly
using the HTML coding language and CSS code is also used to customise the font size and
colour in the static file ‘style.css’. A URL link to each of the 3 Phishing Games is present
in the code along with a background image for the Homepage implemented with the
Django command {% load static %}. The Guidebook and Recommendations pages are
designed with the same code.

) File Edit Selecton View Go Run Terminal Help index htmi - h Visual Studio Code D2 mos

indexhtml X [> [0 -

Off" on't Get Hooked!
Below are Links to the Different Phishing Interactive Games

">Phishing Game 1 [Email/sMs]
">Phishing Game 2 [Quiz]

base.html ">Phishing Game 3 [Voice Call/Vishing]</a

index html

navbar html

The following code shows the implementation, using Python Django, of the views for all
the different pages of the application including the Homepage, Guidebook and the 3
Phishing Games in the ‘views.py’ file. This is required for them to function when the
application is being run on the server.

13



] File Edit Selection View Go Run Terminal Help

@

index(request):

OUTLINE
TIMELINE
> MYsQL

in form_detail.values()]:

feman O ®0A1 Ln10,Col 17 Spaces4 UTF-8 CRLF {3 Python 3.10.1164-bit (microsoft store) & [

A &

The following code shows the implementation, using HTML, of the navbar used to move
between the Homepage, Guidebook, Recommendations and Login/Logout page upon
starting up the application. In ‘base.html’, there is the piece of code {% include
‘navbar.html’” %}, which makes the navbar visible in the top of the screen from anywhere
outside the 3 Phishing Games.

] File Edit Selection View Go Run Terminal Help navbar.html - he

navbarhtml X

apse" data-bs-target="#navbarsu

" >Guidebook

">Recommendations

">Login

OUTLINE
TIMELINE

h" aria-label="Searc
T mysaL

femant © ®0A2 Ln21,Col 16 Spacess2 UTF-8 CRIF DiangoHTML & 0

; i1 Y 0°C
L Type here to search et i @ ‘ 10°C

The inclusion of Phishing message images was an important requirement for Phishing
Game 1, so the following HTML code and Django command were incorporated into
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‘phish1.html, phlshla html, phishlb.html and phlshlc html’ to fulfil this requwement

EXPLORER urls.py ogin.htm bas avbar.htm phish1.html X

HOMEP.. [} EZ © B  webpage > templates > phish1.html
Recordmg mp4

Phishing Game 'Email/SMS’

emailphish.png

lotteryphish.png

phishbasicemail-c... Welcome to Phishing Game 1

phishbasicemail.j... {% load %

phishingBkround... class="imgPhishEmail" src=" ‘webpage/images/phishbasicemail-c.jpg’ " alt="Phishing Email" tit
———————————————————————————————

phishtextjpg

Examine the above Sample Email Message and Select the boxes which correspond to the Phishing Threats present

Additionally, the images had to be saved within the static folder which also houses the
‘style.css’ file and their location was to be referenced in the code as shown above. This
also applies for the background image mentioned earlier. It was also mandatory to
define the static URL in ‘settings.py’ to allow the images to appear in the running
application.

_init__py

asgi.py

settings.py

urls.py STATIC_URL = ‘static/’
wsgi.py

Much like the images, the audio files included in Phishing Game 3 were required to be
saved into the static folder as well as be defined in the code to work in the running
application. The audio was recorded using the ‘Voice Recorder’ app installed on my
computer and had to be converted from M4A to MP4 format before being embedded
into the appllcat|on

) File Edit Selection \ 50 Run  Terminal Help shish3 ht e DB [0 o2
phish3html x [ [0

Phishing Game 'Voice Call/Vishing'

Welcome to Phishing Game 3

%}

T the audio tag.

OUTLINE
TIMELINE
> MYsQL

Your brow

1

X fPmant © ®0A2 Ln9,Col27 Spaces:4 UTF-8  CRLF DJangoHTMl £ 0

L Type here to search et i

2.4. Graphical User Interface (GUI)

The Homepage is the default page that the user accesses after logging in. This page
provides 3 links that direct the user to one of the 3 Phishing Games when clicked on. It
features a navbar at the top of the screen which is used to move between the current

15



page, the Guidebook, the Recommendations and the Login page. All pages are also
responsive including the navbar.

@ Don't Get Hooked 3% + v = (a] X
L C @ localhost:8000 2 v » 0O 0 :
NCI Admin & Outlook Sean Packet Tracer [ Trello W Java Socket Prog SF Report References  §f SAP Career Datasets for Al Al Project Refs " Localhost » Other bookmarks

n pel Type here to search \/ ﬁ

The Guidebook, which is selected via the navbar, displays a detailed list of advice and
safety precautions regarding Phishing attacks. It details the different types of Phishing
attacks and what they specifically target, various strategies to consider when presented
with a Phishing message, and what to do if your system ends up as the victim of a
Phishing attack.

@ Don't Get Hooked! X+ v - a X

&« C @ localhost:8000/about e % » 0 ° H

NCI Admin 6§ Outlook Sean Packet Tracer [ Trello W Java Socket Prog SF Report References  §f SAP Career Datasets for Al Al Project Refs g Localhost » Other bookmarks

s Home
Phishing Guidebook

The essential notes to identifying and avoiding Phishing Attacks:

* Phishing Attacks are also known as Social Engineering Attacks

e Common types of Phishing Attacks include Spear Phishing, Whaling,
Smishing, Vishing and Email Phishing

* Email Phishing is the most common of all and occurs when an attacker
manage to obtain an individual's email address

» Factors in an attacker gaining ones email address include Data Breaches,
Dumpster Diving, Weak Passwords or Cloning an email sent by a trusted
organisational bod

el Type here to search
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The Recommendations, which is selected via the navbar, gives links to multiple articles
that describe the do’s and don’ts of dealing with Phishing attacks, reports on recent
Cyber Attacks which involved Phishing, and Anti Phishing Tools.

@ Don't Get Hooked X + v = x
<« C' @ localhost:8000/recc = v % 0 o H
NCI Admin Outlook Sean Packet Tracer [[J Trello W Java Socket Prag SF Report References  §f SAP Career Jatasets for Al AlProject Refs g Localhost » Other bookmarks

sean  Home Guidebook Recommendations Login

Recommended Reading

e HSE Cyber Attack 2021

e NHS Ransomware Attack 2022

e Top 10 Phishing_Protection Tools
* Phishing_ 101

e The Danger of Vishing

* Anti Phishing Techniques

n L Type here to search et i

Phishing Game 1, which is accessed through the Homepage, displays an image of a
Phishing Email or Text Message and below that features a list of checkboxes with
sentences describing the message. Not all of the sentences are true. Only when at least
one of the ‘right’ boxes are selected and the user hits the button labelled ‘Check
Answer/Move to Next’ will it move to the next question.
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@ Phishing Game "Email/SMS x + ~ = X

<« C @ localhostB00!

g % » O0@Q :

Al Project fiefs g Localhost ~ » Other bookmarks

NCl Admin Gl Outlook Sean Packet Tracer [ Trello W Java Socket Prog SF Report References  §f SAP Career Datasets

Welcome to Phishing Game 1

Mew Message From ITS Help Desk

Outiaok prevented automatic download of some pictures in this message.

Dear Student

On 13th march 2019, We received a request to close your account,
Your request is being processed and all associated data will be removed from our server shortly.

1f you made this request, you are all set and no further action is required from you

If not you, please Click Here to reconfirm your aceount
before 48hrs

Examine the above Sample Email Message and Select the boxes which correspond to the Phishing Threats present in the
message.

.
Tips:

2

ITS Help Desk is the subject and not the sender!

Notice how the message says before 48 hours!

The identity of the sender of this email is clear.
The text in the main body projects a sense of urgency
Say the message was just sent to you today. The time in which it was sent is important

It's okay to click on the link provided

Check Answer/Move to Next! | Exit!

n Pl Type here to search ! ‘

Phishing Game 2, which is accessed through the Homepage, displays a list of 9 multiple
choice questions. When the user hits ‘Submit Answers’, all the correctly answered
guestions out of the total number of questions is displayed.
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@ Phishing Game "Quiz x  + v - X
&« C @ localhost8000/phish2 = A #» 0O o 3
NCI Admin @ Outlook Sean Packet Tracer  [[J Trelle W Java Socket Prog SF Report References  §f SAP Career Datasets for Al Al Project Refs  f Localhost » Other bookmarks
Welcome to Phishing Game 2
0
Q1: What is another name for Phishing Attacks?

D Whaling O Vishing
Social Engineering ) Scamming

Q2: Which type of Phishing Attack alters the IP Address to redirect the user to a malicious site?

) Evil Twin Phishing © Spear Phishing
© HTTPS Phishing O Pharming

Q3: What do you not do when an Email comes with a link and asks you with urgency to click it?

O Use a Link Scanner © Click the Link Immediately
O Ask for help from a fellow employee O Ask for help from the IT department

Q4: What type of Phishing Attack targets a high ranking member within an organisation?

O Smishing O Whaling
) Trojan Horse O Dumpster Diving

Q5: Which of the following is an effective Countermeasure against Phishing Attacks?

Install firewall software O Delete all messages from unfamiliar senders
Call the Gardai O Message back the sender saying that you have denied their offer

Q6: When hovering over a link provided in an Email, what proves that it is a malicious link?

The link is highlighted © No text appears at the bottom of the screen
The link changes colour The text in the Email does not match the text that appears at the bottom of the screen

Q7: What is targeted in Evil Twin Phishing?

RAM Memory O The Recycle Bin
WiFi O Access Credentials

Q8: Which of the following is not covered by Anti-Phishing Software?

Email messages are scanned for malware IT specialists are automatically alerted to malicious activity
Users are blocked from accessing attachments in suspected emails © Phishing Emails can be prevented from entering the user's email inbox

Q9: What information is targeted in a Vishing Call?

Phone Numbers and Passwords Date of Birth
First and Last Name © All of the above

Submit Answers! | Lxit!

n A Type here to search -t i

Phishing Game 3, which is accessed through the Homepage, displays several audio files
with ‘Yes’ and ‘No’ buttons. The user will hear simulations of Vishing calls when they
play the audio and when they hit ‘Submit’, they will see how many they answered
correctly.

@ Phishing Game Voice Call/Vishin X 4 = - a x
« C @ localhost8000/phish3 2w » 0@ :
NCl Admin 6l Outlook Sean Packet Tracer [[J Trello W Java Sacket Prag SF Report References  §f SAP Caree: Datasets for Al Al Project Refs g localhost  » Other baokmarks

Welcome to Phishing Game 3

Play and listen to the Audio Files below and identify which ones are Vishing Calls.

P 0:00/0:12 —— )

O Yes O No

P 000/0:12 e——— )

2 Yes O No

P 000012 e— )

O Yes O No

P 0:00/0:13 ———— )

P o000/ 01— )

O Yes O No
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9 i

Submit | Exit!

£ Type here to search .
ol

2.5. Testing

| utilised and combination of Manual and Automated testing for my application. Manual
testing is carried out by human input with no assistance from any online resources,
while Automated testing requires a primary use of online tools and scripts. Automated
testing is more reliable and accurate than Manual testing, however human observation
is needed to measure the product’s efficiency and user friendliness (apica.io, 2022).

By creating test cases in Visual Studio Code and running ‘pytest’ in the Git Bash terminal,
| have performed Unit (Automated) Testing on my application to test the smallest
individual parts of the application and confirm that it works as intended
(www.techtarget.com, 2023). In addition, | made use of Jupyter Notebook for testing
and debugging the code while implementing the functionality. In order to carry out
Automated Testing in VS Code, | was required to run the command ‘pip install pytest’
while the virtual environment was activated to ensure that the proper software needed
for the testing was installed. Next was to create a configuration file in the root folder
named ‘pytest.ini’ to establish which Django settings were to be used, as well as create
files for which to define the test cases, i.e. ‘test_urls.py’ and ‘test_views.py’. After these
steps were complete, | ran ‘pytest’ in the Git Bash terminal and got the result seen
below.
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(virt)
§ pytest

Python 3.11.0, pytest-7.3.1, plugg
django: settings: homepage.settings (from ini)
rootdir: C:\djangowebpage\homepage
configfile: pytest.ini
plugins: Faker-12.0.1, cov-4.0.0, django-4.5.2
collected 2 items

vebpage\tests\test_views.py .
\tests\test_urls.py .

D B8 [ o

phish1.html M

ef test_phishl_get
client
response = client.get(reverse( 'phishl'})

self rtAlmostEqual(r
self rtTemplateUsed(re

test_ph
client (
response = client.get(reverse('phishl'})

self.as sponse.stati
self sertTemplateUsed(

> OUTLINE
> TIMELINE
> MYSQL

¢ f° main* O 3, Col 45 Spaces:4 UTF-8

L Type here to search s !

Below is a grid detailing the results of Manual Testing in the Browser:
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Function Description Expected Test Outcome | Test Notes
Outcome Result
(Pass/
Fail)
Navbar Homepage | Access the The user The user Pass The Navbar is
Link Test Homepage, accesses the accessed the excluded from
Guidebook, Homepage from | Homepage the Phishing
Recommendations | the Navbar link. | from the Games so that
and Login/Logout Navbar link. the user is less
page, when likely to
outside of a accidentally
Phishing Game? exit during a
session.
Navbar Guidebook | Access the The user The user Pass Text from
Link Test Guidebook page accesses the accessed the Guidebook
when outside of a | Guidebook from | Guidebook page was
Phishing Game. the Navbar link. | from the originally
Navbar link. planned to
appearin
Phishing
Games.
Navbar Access the The user The user Pass The Navbar is
Recommendations | Recommendations | accesses the accessed the excluded from
Link Test page when outside | Recommendatio | Recommendati the Phishing
of a Phishing ns from the ons from the Games so that
Game. Navbar link. Navbar link. the user is less
likely to
accidentally
exit during a
session.
Navbar Access the The user The user Pass Loging in is not
Login/Logout Link Login/Logout page | accesses the accessed the required to
Test when outside of a | Login/Logout Login/Logout access
Phishing Game. page from the page from the application
Navbar link. Navbar link. functionality.
Phishing Game 1 The link to the 1st | Sends the user Sends the user | Pass An ‘Exit’
Link Test Phishing Game on | to the 1st to the 1st button is
the Homepage? Phishing Game. | Phishing present in
Game. each Phishing
Game to easily
return to the
Homepage.
Phishing Game 2 The link to the 2nd | Sends the user Sends the user | Pass An ‘Exit’
Link Test Phishing Game on | to the 2nd to the 2nd button is
the Homepage? Phishing Game. | Phishing present in
Game. each Phishing

Game to easily
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return to the
Homepage.
Phishing Game 3 The link to the 3rd | Sends the user Sends the user | Pass An ‘Exit’
Link Test Phishing Game on | to the 3rd to the 3rd button is
the Homepage? Phishing Game. | Phishing present in
Game. each Phishing
Game to easily
return to the
Homepage.
Checkbox Test Phishing Game 1 The user The user Pass If all boxes are
selected remains on the remained on selected, both
checkboxes. same page if any | the same page ‘right’ and
‘wrong’ boxes because ‘wrong’, the
are selected. answers with a user still
‘wrong’ value remains on the
were selected. same page.
Radio Button Test | Phishing Game 2 The application | The Pass If no buttons
Multiple choice displays the application are selected,
radio buttons. number of displayed the the application
correct answers | number of returns a
at the top of the | correct message
page. answers at the letting the
top of the user know
page. they must not
leave any
unattempted.
Audio File Test Phishing Game 3 The audio files The audio files | Pass More than one
audio files. play what was played what audio file can
originally was originally be played at
recorded. recorded. once without
causing issues.

2.6. Evaluation
Currently, this application has not been hosted so there is no data to be used for
evaluation. This would be for further research.

3.0 Conclusions
Advantages:

=>» The application is easy to use, navigate and understand.
=> ltis free to use.

Disadvantages:

=>» There are certain, more complex variants of Phishing attacks, e.g. Search Engine
Phishing (trendmicro.com) and HTTPS Phishing (bluevouant.com), that are not
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the focus of any of the 3 Phishing Games and are simply mentioned as questions
within Phishing Game 2.

Strengths:

=>» The application provides education on how to counter a prominent cyber threat,
as well as direction to sources that describe or provide further protection against
said threat.

=>» It is not over-saturated with content, making it hard to navigate and find specific
functionality within the application.

Limitations:

=>» | originally planned for the application to feature a score functionality for each
Phishing Game, where the user would receive a higher score based on how many
guestions were correctly answered. | was unfortunately unable to incorporate
this as | was unable to establish a database for the application before the
deadline.

=>» It was also planned that each of the Phishing Games would have text appear in
the bottom right during a session to assist the user. This text would have come
directly from the Phishing Guidebook page. While | did not achieve exactly what |
envisioned for this, when the user answers incorrectly in Phishing Game 1, some
text will appear above the checkboxes giving hints to the user on what to focus
on in the email or text message.

=>» The same questions are displayed in the same order each time the user starts a
session in each Phishing Game. Once the user is able to successfully identify the
answers to each question, the application has no new information to provide.
Together with the lack of a score functionality, this may lessen the replay value
of the overall application.

4.0 Further Development or Research

If | decided to continue developing my Phishing application, a potentially helpful strategy of
research that would produce a better general understanding of public awareness and
experiences regarding Phishing based attacks, would be to organise a survey. This survey
would not be particularly large but would involve people who have had experiences with
the threat; either by encountering it or as the victims of an actual Phishing attack. All
research carried out for the development of the application thus far has exclusively involved
online articles and sites, so a survey would be an effective strategy in providing useful data.
As discussed above, expanding the number of interactive Phishing Games in order to cover
more types of complex Phishing attacks, rather than solely providing the education for such
in the form of answering questions, would increase the application’s value of education.
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8.0 Testing 31

7.0 Objectives

This Project aims to increase cybersecurity awareness through an interactive application that will
inform, educate and help users identify and recognise cybersecurity threats. In particular, there will
be a focus on the threat of Phishing. This application will be user friendly for all ages. Many people
do not fully recognise what Phishing is and this app will bring more understanding and awareness to
the user. Phishing refers to the act of a malicious user impersonating a trustworthy source in order
to steal personal information from an individual or company by deploying malware. This type of
attack is delivered mostly in the form of emails as well as advertisements in trustworthy websites
(cofense.com, 2022).

8.0 Background

As people increasingly engage with digital devices for work, socialising and entertainment, the
possibility of having their data stolen or compromised is an ever increasing possibility. During my 3™
year work experience placement in a health facility, there was a proactive approach taken to alert
employees to the cybersecurity threat of Phishing. It occurred to me that the general public may not
have enough awareness of Phishing. Therefore, | chose this topic for my 4" year specialisation
Computer Project.

To meet these objectives, | plan to develop a cybersecurity-based Phishing interactive application
that will provide an educative and entertaining experience for learning the ‘dos and don’ts’ of
Phishing. The knowledge and awareness of the various potential threats gained through this
application will help users to identify evidence of Phishing in emails, text messages and phone calls.
The users will therefore be more cyber aware when using their digital devices and social media.

9.0 State of the Art

In researching similar applications, | discovered several Phishing simulators, e.g. Infosec IQ (Antipov,
2021) and for younger users, Cyber Defense Quiz and Privacy Pirates (Keeley, 2020).

The application | plan to develop will be broken down into different mini-games (i.e. different games
within the application), each focusing on a different cybersecurity threat or testing the user’s
knowledge of what is considered a ‘red flag’ when interacting with an anonymous user. It will also
include a guidebook feature where text appears in the bottom right at certain points, providing the
user with facts and advice about Phishing and being cautious in the online environment.

10.0 Technical Approach

Using a specified coding language, | plan to develop the application by designing the different mini-
games separately and later on establishing inheritance for them to work as one web application.
When the application opens, the user will see the main menu, complete with the title ‘Phish-Off’,
where they can select which mini-game they wish to play by clicking on the provided text. The goal
of this project is to provide users with the knowledge of how to identify Phishing threats and as a
follow up action, cease play and report if necessary. In my project | plan to include a quiz mini-game
to test what they have learnt after experiencing the other 3 mini-games.

The first mini-game has the user receiving emails and checking them for evidence of Phishing. They
will be told to answer ‘yes’ or ‘no’ when questioned for evidence of Phishing and must answer
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correctly 7 consecutive times. The second mini-game teaches on how to avoid being manipulated
when interacting with an anonymous user by simulating an online gaming conversation. The player
will be asked a question from the anonymous user and using a traffic lights system, they must
respond with either green (safe), orange (careful) or red (must avoid). In the third mini-game, the
user is asked what to do next after encountering such a threat, e.g. stop, don’t click or exit . They will
also receive hints from the guidebook in the bottom right.

In order to identify the requirements for successfully developing this project, | will start by
researching and designing my Application. | will construct ER Diagrams to create a clear image of the
game functionality. A helpful resource will include reading coding projects from past academic years
and also my second year team project. Additionally, | will research online sources when
implementing the code for the project and reference appropriately. | will divide the project
requirements into tasks consisting of the individual actions performed in the app, rather than
attempting to develop an entire mini-game at once without a scene of order. After determining
what is the most appropriate coding language for programming the different mini-games of the
game application, | will then choose an integrated development environment (IDE), e.g. NetBeans,
that | feel is appropriate for the development of this app.

11.0 Technical Details

After researching which implementation languages would be the most appropriate for the
development for my project, | found that JavaScript and Python are the recommended choices for
programming a web application, as said by (W3Schools, n.d.). In addition, Python is compatible with
many popular programming libraries such as NumPy, Matplotlib, TensorFlow and Apache Spark, as
said by (Meltzer, 2022), and is a popular choice for programming thanks to its easy-to-understand
syntax, according to (Kozacz, 2022). It is also not restricted depending on what kind of application is
being designed and can be used as per the specific requirements, according to (Sharma, 2020). After
considering this, | believe that Python will be my choice of implementation language for developing
my Phishing application. | have also researched Python frameworks recommended for developing an
interactive application, with PyGame being the most popular option due to being used on a variety
of platforms and being easy to use. It also works alongside the cross platform SDL library
(www.unikaksha.com, 2022).

When playing a mini-game within my proposed application, the experience will not be the same
each time, i.e. | intend questions to be asked in a different order between sessions as well as not
having the exact same questions appearing each time. Python supports the Sort algorithm which can
be used to set the order of items and with the shuffle() method, the items will appear in a different
order each time the game is started up. The guidebook mentioned earlier can be explored fully by
clicking the appropriate text on the main menu, and the user can search for the tip they need to
learn about Phishing and the other previously mentioned threats. Python supports the Search
algorithm which can be used to create an easily accessible search bar when accessing the guidebook.
The traffic light system featured in the second mini-game has the user respond to a question with
either green, orange or red. This response could be entered in a text box that appears below the
guestion or by clicking on one of three buttons corresponding to the colour, achieved by
implementing a GUI. | plan to customise the application with colours and images that represent the
Sci-Fi theme mentioned earlier. Python’s open() function enables you to open and print the contents
of a file or image onto a web page.

12.0  Project Plan
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The project work begins by confirming the programming language | will utilise, as well as appropriate
libraries, algorithms, mapping out the functionality of the project with diagrams and having frequent
and productive interactions with my assigned supervisor. | have listed down the requirements, tasks
and research topics on an Excel sheet to keep record and serve as a checklist during the
development of my application. | believe it will be more productive to start by designing the three
mini-games before working on the menu, guidebook and aesthetics theme, since they are the most
important part and will require the most effort and attention, but before | being developing the
code, | must visualise the functionality on ER diagrams and identify the stages of development. From
experience of developing applications for assignments in pervious academic years, the strategies of
breaking the project requirements down into tasks and visualising the how it will look through
diagrams are effective at simplifying a large project such as this. By the end of semester 1, | intend to
have regular contact with my supervisor established, at least twice weekly, and to have a structure
designed for the three mini-games. | do not expect to have the code for such fully developed by
then, and | am expecting to see changes to my approach as the year progresses, which may include
the discarding of some intended features. | am also planning to build on the concept that | have
currently proposed.

The following is an outline of the project plan:
o Phase 1 (Resource Gathering):

Make a list of libraries, algorithms, languages and additional tools will be needed to design the
application.

e Phase 2 (Diagrams & Research):

Visualise how the application will operate using ER Diagrams and research tutorials on the
development of similar applications.

e Phase 3 (Q&A with Supervisor):

Establish regular times for online and/or face to face meetings with supervisor to discuss the
progress of development and any changes that are needed.

o Phase 4 (Designing the Application):

Begin inputting the code and algorithms with a clear image of how the application will function. Start
by designing the 3 mini-games.

e Phase 5 (Mid Point Implementation):

Prepare video presentation, documentation and slides to show current progression of the
application.

e Phase 6 (Continue Design & Establish Inheritance):

Continue working on designing the different mini-games and insert algorithms to allow them to work
as one application.

e Phase 7 (Creating the Aesthetics):
Add the background images as well as the starting screen and guidebook feature.

e Phase 8 (Testing the System):
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Carry out software tests on the system to ensure that it is functioning at the best possible capacity.
e Phase 9 (Final Implementation):

Prepare video presentation and documentation along with the submission of the finished
application.

A Gantt Chart demonstrating planned schedule for project.

Dec-22 Jan-23 Feb-23 Mar-23 Apr-23 May-23

Phase 1
Phase 2
Phase 3
Phase 4
Phase 5
Phase 6
Phase 7
Phase 8
Phase 9

13.0 Testing

As | am considering developing the different mini-games of my project individually and having them
operate as part of one application, | will use an Integration test to evaluate the functionality and
ensure that they will run without issue. Another useful test to consider is a Unit test where individual
pieces (or units) of code are tested for issues which can be easily and quickly amended in this
procedure. In contrast, issues within an Integration test are harder to identify and take longer to fix,
but both tests are considered equally helpful in software planning. An Integration test is also
normally carried out after any Unit testing, (PractiTest.com, 2022). Due to the different speeds and
situations the tests are used for, it is recommended to separate Unit and Integration tests into
different folders (Ostapczuk, 2022). System testing is where all components of the application are
linked together to confirm that it operates as planned. Both Integration and System tests do not
require access to internal system components such as code, (Nanda, 2022).

Unit testing is mandatory for the development of any project that involves coding, regardless of
which language is involved, so | will definitely need it for mine. Python libraries recommended for
implementing a Unit test are PyUnit and PyTest (Chng, 2022). System testing is done on the fully
integrated application as well as any external resources, meaning that it is done at the end or close
to the end of development (Hamilton, 2022). This means that regardless of whether or not a System
test will be suitable for my project, | will research exactly what needs to be incorporated into it and
determine with my supervisor if it is needed. As stated above, an Integration test will be quite
suitable for my application.
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13.1. Reflective Journals

Supervision & Reflection Template

Student Name Sedn Mc Donnell

Student Number x19490822

Course BSc Honours in Computing
Supervisor Vanessa Ayala-Rivera

Month: October

What?

| spent time brainstorming and researching possible project ideas and looked at examples of past
projects from previous 4™ year students. | narrowed my choices down to 2 topics, Password
Management and Phishing. | decided on Phishing as | feel many people are not aware of it and
education is needed in this area. | recorded the Project Pitch video and completed the Project
Proposal. | have found it challenging trying to decide on a suitable topic and trying to find a
particular angle that would set my project apart from existing original pieces.

So What?
o | feel it took some time to decide on an idea and then get started on trying to define that
idea.
e | enjoyed doing the elevator pitch video.
e | am still struggling to find that unique angle for my project proposal. | think defining it and
ensuring that the technical details are correct are challenging and will continue to be

challenging until | get more feedback from my supervisor.

Now What?
e | need to continue researching this topic in as much detail as possible. | need to be very
clear about existing products similar to what | am proposing.
e | will work closely with my supervisor on all the details required.

e | have been given additional resource support for the project which will be very beneficial.

Student Signature

Supervision & Reflection Template

Student Name Sean Mc Donnell

Student Number x19490822

Course BSc Honours in Computing
Supervisor Vanessa Ayala-Rivera

Month: November
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What?
| spoke with my supervisor and established a regular weekly meeting time. During our meetings we
discussed the following issues:

- After reviewing the pitch video, recommendations were suggested which included
developing an application that is more generalisable in terms of age group.

- Another recommendation was to reduce the gamification content and to avoid sensitive
ethical issues regarding neurodivergent groups.

- I documented the functional and non-functional requirements of my application as well as
a UML class diagram to provide my supervisor with a clear understanding of how the

application operates.

| have had additional support classes with Emer Thornbury who recommended certain tasks and
keeping lists and timelines of what needs to be accomplished, e.g. which frameworks would pair
well with my programming language of choice as well as the size and type of database used to save
the data.
So What?

e Since I've had to balance working on the Computing Project with the CAs from my other
modules, | haven’t been able to implement much of any code and have been mostly
researching, planning and mapping out the application’s functionality and software
requirements.

e |'ve made it so that the application is now focused towards a more generalised age group.

e There are still some elements of gamification within my application, but as it stands, it is so
that there is data to be saved when it is in use.

e | am concerned that my application is lacking a unique angle to set it apart from similar

projects since | have removed the autism friendly approach.

Now What?
e | need to continue researching this topic in as much detail as possible. | need to be very
clear about existing products similar to what | am proposing.
e | will work closely with my supervisor on all the details required.

e | will make full use of the additional resource support that has been provided to me.

Student Signature

Supervision & Reflection Template

Student Name Sean Mc Donnell
Student Number x19490822
Course BSc Honours in Computing
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‘ Supervisor Vanessa Ayala-Rivera

Month: December

What?

| submitted the Mid-Point Presentation for my project, which included a Technical Report,
PowerPoint slides, a video presentation and the code for the prototype. | designed a detailed Use
Case Diagram to include in the Report and provided a description of the requirements for 3
important Use Cases for the 3 interactive Phishing Games. Additionally in the Report, | provided
visual representations of how the interactive games are planned to look once the application is
functioning as intended. For the Prototype, | managed to design a working Homepage and 2
additional pages for a Phishing Guidebook and Recommended Reading when the application is
running on the Browser, after creating a virtual environment for it using the Python framework
Django. | pasted the links to the video and the prototype code to a txt file and placed it as well as
the Report and PowerPoint slides into a zipped folder before submitting it to Moodle. | speak with
my supervisor once a week to discuss any issues arising and to work on feedback received at these
meetings.

So What?

e There are still some elements of gamification within my application, i.e. a score, but it
serves the purpose of reflecting the user’s performance, therefore | feel it is justified to
include it.

e | am still working on developing my project idea and having an angle that reflects some
innovation.

e The application was originally intended to cover a variety of cyber threats in addition to
Phishing, but for the sake of avoiding overcomplication, it now focuses exclusively on the
one cyber threat.

e | only had ideas for 2 Phishing Games prior to starting the Technical Report, but after
researching the various types of Phishing Attacks, | decided on 3 ideas and | believe it will
be beneficial to add at least 1 more.

e In completing the Technical Report, | gained a better understanding of what | need to
accomplish in order to successfully develop my application and what | want the application

to be.

Now What?
e | needto continue researching my topic in as much detail as possible. | need to be very clear
about existing products similar to what | am proposing.
e | will continue to work closely with my supervisor on all the details required.
e | have been given additional resource support for the project which has been very

beneficial.
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Student Signature

Supervision & Reflection Template

Student Name Sean Mc Donnell

Student Number x19490822

Course BSc Honours in Computing

Supervisor Vanessa Ayala-Rivera
Month: January

What?

| have expanded the functionality of my application since submitting the prototype with the Mid-
Point Presentation. | have added more information to the Phishing Guidebook page and added links
to the Recommendations page. These links direct the user to sites detailing the HSE 2021 and NHS
2022 attacks where Phishing was involved in the execution of both, as well as a link to a list of anti-
Phishing software to install on your devices. | have begun developing the first Phishing Game, which
involves emails and text messages, starting with implementing an image of a Phishing email. | have
made sure to get in touch with my supervisor to set up a regular meeting time for this semester.
So What?

e In Phishing Game 1, the image of the message is intended to have several toggleable
buttons that are used to identify the traits of Phishing. | have yet to successfully implement
the buttons but | have begun working on the code for it.

e | planned to include at least six questions for this first Phishing Game, but | feel that
timewise | should divide my effort between all the elements of the application’s
functionality rather than spending too much time focusing on a single section.

e | hadalso planned to have text from the Phishing Guidebook appear whilst interacting with
the application, but now | feel that this is not a priority and I'm going to work on
implementing the main functions for the application before getting to the guidebook help

feature.

Now What?

e | will continue to work closely with my supervisor on all the details required.

e | have been given additional resource support for the project which has been very
beneficial.
Student Signature
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Month: February

What?

| have continued to develop Phishing Game 1, implementing different pages for different questions
on malicious emails and text messages. | have also begun developing Phishing Games 2 and 3, the
former providing questions in the style of a multiple choice quiz and the latter asking the user to
play back the provided audio file and identify whether or not it is a Vishing (a category of phishing)
call. I originally planned for Phishing Game 1 to feature buttons placed on the email image, but after
discussing with my supervisor, | decided to change it to checkboxes. Additionally, while | have
managed to implement a link between questions/pages in Game 1, my intention is that you can
only move to the next question when you have answered the current question correctly.

So What?

e In Phishing Game 1, the intention is that the user is only able to progress to the next
guestion if they have ticked the appropriate boxes upon hitting ‘Next Page’. Currently,
clicking this button will take you to the next page even if no boxes are ticked.

e A database for my application must also be implemented to store the data saved when

interacting with the Phishing Games.

Now What?

e | will continue to work closely with my supervisor on all the details required.

e | have been given additional resource support for the project which has been very
beneficial.
Student Signature

Npan Ve MM

Supervision & Reflection Template

Student Name Sean Mc Donnell

Student Number x19490822

Course BSc Honours in Computing
Supervisor Vanessa Ayala-Rivera

Month: March

What?

| began implementing a database for my phishing application this month, creating models and forms
in Django meant to store the data processed when the user is interacting with the application, i.e.
their answers to the questions.

So What?
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e In Phishing Game 1, the submit button at the bottom of the page still takes the user to the
next question even if nothing is ticked.
e | have discussed with my supervisor that | should record my own audio samples for Phishing

Game 3 as it would be hard to find an audio file online that’s exactly what I’'m looking for.

Now What?
e | will continue to work closely with my supervisor on all the details required.
e | have been given additional resource support for the project which has been very
beneficial.
o | will research examples of Vishing calls and record my own in a way | envisioned for

Phishing Game 3.

Student Signature

Npan Ve MM

Supervision & Reflection Template

Student Name Sean Mc Donnell

Student Number x19490822

Course BSc Honours in Computing

Supervisor Vanessa Ayala-Rivera
Month: April

What?

I managed to work out the functionality for Phishing Game 1, allowing the application to only move
to the next question if the correct boxes are ticked for the current question. After discussing with
my supervisor, | decided that it isn’t necessary to set up a database to get the application working
the way | intended.

Audio files have also been incorporated into Phishing Game 3, where the user must listen to each
and determine if it is a Vishing call or not by simply clicking either the Yes or No radio buttons.

| have also begun preparing to perform Unit Testing once | am satisfied with the level of functionality
and | am filling in my final report with all the changes made since the Mid-Point submission.

So What?
e | do not believe that | will be able to get the guidebook text to appear during a Phishing
Game before the final submission.
e |planned toinclude at least one additional Phishing Game before the end if there was time,

but | must focus on developing the existing ones at this point in time.

Now What?
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e lintend to include more background images and edit the text font to make the application
appear more visually pleasing.

e | havetowork out how to get Phishing Games 2 and 3 to display the exact number of correct
answers when the user hits the submit button.

e Forthe report, | plan to redraw GUI images using online tools, i.e. Draw.io, as apposed to

drawing them out by hand.

Student Signature )
Vo e Denmill,
Neant T be7
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