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This configuration manual provides an overview of the software and hardware that are
necessary to run the code and implement the project. Python codes for data preparation,
implementing data preprocessing techniques, visualization, and training deep learning
models are written using Jupyter Notebook. Jupyter Notebook can be used by installing
Anaconda in the system or with the help of Google Colab.

Python: Version 3.7-3.9
keras vggface library 1: Latest Version
MTCNN Library2: Latest Version
OpenCV: Latest Version
scikit-learn: Latest Version
Tensorflow Library: Version 2.7.0
Nvidia Drivers: Nvidia Drivers for NVIDIA GeForce GTX 1650 Ti
Nvidia CUDA Toolkit: Version 11.2
Nvidia cuDNN: Version 8.1

1 Data Augmentation

To implement data augmentation the code in figure 1 is written in python. Run the code
on a particular dataset to apply data augmentation techniques.

Figure 1: Data Augmentation Code

1keras vggface library https://github.com/rcmalli/keras-vggface
2MTCNN Library: https://github.com/ipazc/mtcnn
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2 Image Enhancement

To implement image enhancement techniques, a code is written in figure 2. Run the code
on a particular image to apply image enhancement techniques.

Figure 2: Image Enhancement Code

3 Capture Frames from video clip

To capture frames from the test video clip, the code in figure 3 is executed.

Figure 3: Code to Capture Frames from video clip

4 Detect Faces from Capture Video Frame

To detect faces from the captured frames, a python class DetectFaces is written. The
code for the same is shown in figure 4. This class is the implementation of a face detection
block in the proposed solution. It takes the captured frame as the input and outputs all
the faces in that frame. To detect faces, first, instantiate the class DetectFaces and use
detect method to detect faces from the input image.
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Figure 4: Code to Detect Faces

5 Implementation of Custom Convolutional Neural

Network Model

To create the custom convolutional model, run the code shown in figure 5. To compile
and fit the created model to the dataset run the code in figure 6.

6 Fine-tuning ResNet-50

First, freeze the first four stages, get the output layer of the ResNet-50 and then add
a global average pooling layer and a dense layer of five neurons on top of it. Then the
model is compiled and fitted on the authorised face dataset by running the code in figure
7.
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Figure 5: Code to Build CNN Model

Figure 6: Code to Compile and Fit CNN Model

4



Figure 7: Code to Fine-tune ResNet-50 Model

7 Predict Face Embedding of the detected faces

To predict face embeddings of a particular face, a python class FaceEmbedd is written.
This class FaceEmbedd can predict faces using the ResNet-50 model pre-trained on the
VGGFace2 dataset without any fine-tuning as well the fine-tuned version. First, instanti-
ate the class FaceEmbedd with either of the two models and then use the get embeddings
method to predict face embeddings. Execute the code in Figure 8 to implement the same.

Figure 8: Code to Predict Face Embeddings
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8 Predict detected face as ‘Authorised Face’ or ‘Un-

authorised Face’

To predict the detected face as an ‘Authorised Face’ or ‘Unauthorised Face’, a python
class called DetectUnauth is written. First Instantiate this class using the authorised face
embeddings and then use detect method in it to detect face embeddings of a particular
face as ‘Authorised Face’ or ‘Unauthorised Face’. The code for the same is shown in
Figure 9

Figure 9: Code to Detect a Given Face as ’Authorised Face’ or ’Unauthorised Face’

9 Calculate precision, recall, and f1-score

Precision, recall, and f1-score are calculated using the scikit-learn library. Run the code
in figure 10 to calculate the same.

Figure 10: Code to calculate precision, recall, and f1-score
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