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1 Introduction 
 
This manual includes all the information regarding the settings, all the prerequisites for using 
the proposed model, and all the applications & libraries that were extensively utilised during 
the model creation and execution process. The setup documentation also provides details on 
how to use the methods required to construct the proposed model. 
 
 

2 System Configurations 

2.1 Device Specification  

 

2.2 Software and Tools used 
 

 
 

3 Installation  
 

Installing certain Python packages is necessary in order to perform the encryption, 
decryption, and hashing required by the suggested models. 
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4 Implementation 
 
The source code is written in Python programming language and it has been divided into 5 
different code files: 
These 5 files are in the same code folder, the naming of these files are as follows: 

1. main.py – This file is the main file which contains the calls for all other files. 
2. twoFish.py – This file contains the twofish encryption code  
3. argon_hash.py – This file contains the code for Argon2 hashing 
4. testData.py – This file contains all the test data coming from the main file. 
5. avalance_effect.py – This file is used to calculate the avalanche effect of the model.  

 
I. First, we have to run the main file titled as “main.py”. In the main.py file the imports 

which were needed to be done are shown in the figure below. 
 
 

 
 
 

II. After that we have the testData.py python file , from here we are taking the input to 
our the main program file (main.py) 
 

 
 
 
 
III. Argon2 hashing is done in the next step. The password value goes through Argon2 

Hashing and through Argon2 hashing we achieve the hashed value. The figure below 
shows the code used for the Argon2 hashing phase. 
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IV. After getting the hased value from Argon2 hashing phase, the output hashed value is 

feed as input to the Twofish encryption phase. (“passlib.hash.argon2 - Argon2 — 
Passlib v1.7.4 Documentation,” n.d.)The figure below show the code for the Twofish 
encryption:  

 

 
 
 
 
V. After encrypting the hashed value using the twofish technique the encryption time is 

calculated. The total execution time taken by encryption is converted into 
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milliseconds. (“Python Twofish Examples, twofish.Twofish Python Examples - 
HotExamples,” n.d.) The below figure shows the total execution time taken by the 
model: 

 

 
 
In order to calculate the secuirty of the model, we have written a code for avalanche 
calculation, which observe the number of bits flipped after password change and divide those 
number of bits with the total number of bits.(“Python Twofish Examples, twofish.Twofish 
Python Examples - HotExamples,” n.d.) 
VI.   
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VII. For the purpose of comparison we have written the code for AES, so that we can 

compute the values of our propsoed model (twofish encryption and arogn2 hashing) 
with the AES model (BoppreH, 2022).  

 
The figure below shows the code written for AES model: 
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