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1 Introduction 
 
This configuration manual articulates the methodology and the implementation of the proposed 
setup illustrated in the thesis by providing comprehensive information on installing the required 
software tools and dependencies and configuring the dependent hardware. The proposed model 
includes various wireless adapters and security and social engineering tools. This manual 
serves as a guide to help prepare the various adapters and provides the required commands and 
steps to initialize, install, and use the various tools. 
 
2 System Configuration 
 
The setup requires a Debian-based Linux distribution running as a virtual machine on top of 
the base host machine. The virtualization software used is Parallels Desktop 17. 
 
Host Machine M1 MacBook Pro 
Processor 8-core CPU with 4 performance cores and 4 efficiency cores 
System Architecture  ARM-64 
Operating System Ventura 13.0.1 
RAM 8 GB 

 
Virtual Machine Kali Linux 
Processor 2-core CPU 
System Architecture  ARM-64 
Operating System Kali 2022.4 
RAM 2 GB 

 
 
3 Installation and Setup 
 
3.1 Checking the Adapter compatibility: 
 

• First, issue the command sudo su to get root privileges. 
 
sudo su 
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• To check the compatibility of the wireless adapters, we must first check whether they 
are detected in Kali Linux. To check the same, we must first issue the command. 
 
iwconfig 
 

 
 

• If the adapter is not detected in iwconfig, we can check whether it is connected and 
detected by Kali Linux by issuing the command. 

 
lsusb 
 

 
 

• We can then check the various modes supported by the adapter by running the following 
command, 
 
iw list | grep "Supported interface modes" -A 8 
 

  
 

• To create an Evil-Twin access point, the Monitor and AP mode must be supported by 
the adapters. 



 

3 
 

 

• If all modes are not supported, or the adapter is not detected, then the adapter is either 
incompatible or is not running the appropriate driver. 

 
3.2 Preparing the Adapters: 
 
TP-Link TL-WN8223N: 
 

• The adapter is detected by default in Kali Linux, and the default driver supports Monitor 
and Managed modes. 

• With the default driver, the adapter cannot create an Access Point. To fix this, the driver 
must be updated to rtl8192eu-linux-driver. 

• To update the adapter's driver, issue the following commands, 
 

1. Install the required tools. 
 

sudo apt-get install git linux-headers-generic build-essential 
dkms 
 

2. Clone the repository rtl8192eu-linux-driver from Github. 
 

git clone https://github.com/Mange/rtl8192eu-linux-driver 
 

3. Change the current directory to the cloned directory  
 

cd rtl8192eu-linux-driver 
 

4. Update the Makefile by changing the following values (Note: the system used 
is an M1 MacBook Pro which is ARM-based). 

... 
CONFIG_PLATFORM_I386_PC = n 
... 
CONFIG_PLATFORM_ARM_AARCH64 = y 
 

5. To add the cloned driver to DKMS, issue the following command. 
 

sudo dkms add . 
 

6. The next step is to build and install the driver with the following command. 
 

sudo dkms install rtl8192eu/1.0 
 

7. We must blacklist the default driver to run the new one. 
 

echo "blacklist rtl8xxxu" | sudo tee 
/etc/modprobe.d/rtl8xxxu.conf 
 

8. We also must force the adapter to boot with the new driver. 
 

echo -e "8192eu\n\nloop" | sudo tee /etc/modules 
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9. To avoid any plugin issues with any of the distributions, run the following 

command 
 

echo "options 8192eu rtw_power_mgnt=0 rtw_enusbss=0" | sudo tee 
/etc/modprobe.d/8192eu.conf 
 

10. Update the changes implemented 
 

sudo update-grub; sudo update-initramfs -u 
 

11. Reboot to load the implemented changes. 
 

systemctl reboot -i 
 

12. To check whether the kernel has loaded the correct module. 
 

sudo lshw -c network 
 

13. To revert and uninstall the new driver, use the following command. 
 

sudo dkms uninstall rtl8192eu/1.0 
 

• After the driver is installed, the device will also be able to create an AP, whereas, with 
the default driver, the adapter can only retrieve the WPA handshake. 
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Alfa -AWUS036ACH adapter: 
 

• The Alfa adapter does not get detected by Kali Linux by default. (Note: this is the case 
if the adapter is a dual band). 
 

 
 

• However, it is being detected by Kali Linux under the lsusb command. 
• To fix this, the adapter's driver must be updated to rtl8812au. 
• Follow the following commands to update the driver. 

sudo apt update  
sudo apt upgrade -y  
sudo apt dist-upgrade -y  
sudo reboot now  
sudo apt update  
sudo apt install realtek-rtl88xxau-dkms  
sudo apt install dkms  
git clone https://github.com/aircrack-ng/rtl8812au  
cd rtl8812au/ 
make  
sudo make install  
lsusb  
iwconfig  
 

 
 

• After Flashing the adapter, all modes are available and can be used with tools. 
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Note: If it does not show in iwconfig, disconnect the adapter, reconnect it, and then it will 
show.  
 
Hak5 Pineapple Tetra: 
 
Steps for initial setup of Wi-Fi Pineapple Tetra: 
 

• Connect the Y-USB cable from the laptop to the ETH port of the Pineapple Tetra. 
• At the initial boot of the adapter, the orange status led can be seen, followed by the blue 

led. The blue led will remain constantly on, indicating the device is booted.  
• From the terminal issue, the following command is to see the adapter's status. 

 
$ifconfig 
 

 
 

• If the adapter does not show an IP address, manually add the ethernet adapter from the 
Kali Advance Network Setting option. Click on the '+' button from the bottom left 
corner, select ethernet, and then click on create. 
 

    
 

• Test again with the ifconfig command to see the IP address. The default IP address 
range of the Pineapple Tetra is 172.16.42.x/24. 
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• Once the IP address is seen for the ethernet adapter, open the web browser. 
• In the URL section, open http://172.16.42.1:1471 to access the GUI of the adapter. The 

default username is root, and the password is change_on_install for the initial setup. 

 
• If you cannot log in, you can reset the adapter to its default settings by pressing the reset 

button and holding it for about 10 seconds.  

 
• After the device reboots, wait until the status led shows a constant blue light.  
• Try logging into the GUI of the Pineapple Tetra, and you will be prompted to complete 

the initial setup. 
• Set a new device password and other fields. 

 

 
 
3.3 Preparing the wireless interfaces: 
 

• Open terminal and run the command,  
sudo su (to get into root environment) 
 

• Then run the following command,  
iwconfig(to check the mode of wireless interface) 
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• The wireless interface is initially in managed mode, as seen in the below screenshot. 

 

 
 

• Then run the following command to check and kill any processes that might interfere 
with the aircrack-ng suite. 

• The following command is used to confirm that the interface mode is changed, 
 
airmon-ng check 
airmon-ng check kill 
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• The command iwconfig can be used to check the wireless mode as well, 
 
Iwconfig 
 

   
 

• To revert the mode to managed mode for the interface. 
 
airmon-ng stop wlan0 
 

 
 

• To restart the stopped services. 
 
service networking restart 
service NetworkManager restart 
 

 
 
3.4 Installing and Running the Tools: 
 
Airgeddon: 

• We first need to clone the repository airgeddon from GitHub to install the tool. 
 
git clone --depth 1 https://github.com/v1s1t0r1sh3r3/airgeddon.git 

 
• First, issue the command sudo su to get root privileges. 

 
sudo su 
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• Change the current directory to the cloned directory. 
 

cd /airgeddon-master 
 

• Run airgeddon. 
 
./airgeddon.sh 

 
Fluxion: 

• We need to clone the repository fluxion from GitHub to install the tool. 
 
git clone --depth 1 https://github.com/v1s1t0r1sh3r3/airgeddon.git 

 
• First, issue the command sudo su to get root privileges. 

 
sudo su 
 

• Change the current directory to the cloned directory. 
 
cd /fluxion-master 
 

• Run fluxion. 
 
./ fluxion.sh 

 
 
Running the wireless auditing tools: 
 
Airgeddon: 
 
Choose the options from the menu as selected in the screenshots to run the tool. 
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Fluxion: 
 
Choose the options from the menu as selected in the screenshots to run the tool. 
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PineAp: 
 
Choose the options from the menu as selected in the screenshots to run the tool. 
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Detection script: 
 

• Install dependencies for the script by installing the packages required by the detection 
script. The following packages need to be installed. 

1. Scapy 2.4.5 
pip install scapy 

2. mac-vendor-lookup 0.1.12 
pip install mac-vendor-lookup 

3. macaddress 2.0.2 
pip install macaddress 

4. pandas 1.5.2 
pip install pandas 

 
Running scapy manually: 
 

• To run the scapy tool manually, first, open the terminal with root privileges. 
• Make sure to change the mode of the wireless interface to monitor mode. 
• Also, the processes we must kill the “networking” and the “NetworkManager” 

processes. 
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• Then run the command scapy to run the application. 
 

 
 

• Run the sniff() function to capture the packets by passing the name of the wireless 
interface in the iface parameter and an interval for the count parameter and saving the 
data in the pkts variable. 
 

 
 

• The nsummary() function provides the output of the various packets captured. 
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• The individual packet can be saved in the new variable “pkt.” 
 

 
 

• We can then display the contents of the individual packet. 
 

 
 

 
 

• To restart the services killed issue the following commands. 
 
service networking restart 
service NetworkManager restart 

 

 
 

To run the Detection script:  
• Navigate to the directory where the script is stored. 
• Change the wireless interface to be used to monitor mode. 
• Run the script by passing the name of the wireless interface and the interval value.  
• The script will save the output in a generated .csv file. 

 
Wireshark: 

• Install Wireshark. 
sudo apt-get install Wireshark 
 

• Open Wireshark and choose the interface to capture the packets. 
• To filter out the beacon frames captured, run the following filter. 

 
wlan.fc.type_subtype==0x08 
 

Note: The filter will only show beacon frames since the beacon frames are management frames 
and have type 0 and subtype 8. 


