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Configuration Manual

Geetesh Vaswani
X20194102

1 Introduction

This document is the configuration manual submitted as the supporting document for
blockchain based approach of electronic health records. Documentation of all the steps taken
to develop the model, the analysis and the hardware-software configuration is detailed in this
document.

2 System Configuration

2.1 Hardware configuration

The Development and testing were done on a windows laptop, with the details of the
hardware listed below.

Feature Description

Operating System Windows 10 version 22H2, November 2022
patch

System information 64-bit

Processor Intel i3 6™ gen with integrated radeon
graphics

Memory 8GB

Storage 548GB OS drive, 2 x 191GB data drive

2.2 Software configuration and requirements

The coding platform was setup on VScode (v1.73.0).
Nodejs (v18.12.1)

Ganache (v2.5 4)

Metamask chrome extension (v10.23.0)

Open Command prompt in project folder and nstall npm.

Run — “npm install —force™
Steps to run:
-Open command prompt as admin and install truffle.

Fun — “npm install -g truffle™
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Fig 1.2: Install yarn
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npm Mew version of npm available!
npm Changelog:
npm Run to update!
npm
C:\Usersivaswa»npm install -g npm

added 1 pack and audited 212 pac

11 pac are look
run fund™ for

found vulnerabilities

Figl.3: Yarn and npm install

-Create new workspace in ganache and new project and select truffle-config js 1n project
folder and save the workspace.

WORKSPACES

ehr_new (ethereum)

ehr_project (ethereum)

L(), QUICKSTART v s== NEW WORKSPACE vy
ETHEREUM = ETHEREUM

Fig 1.4: Ganache setup
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Figl.6: Migrate contracts
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list from solc-bin. Attempt #1
Attempt #1.

number:
timestamp:

20 gwel
@ ETH
8.01124744 ETH

> Total deployments: 1
» Final cost: ©.81124744 ETH

Figl.7: migrate complete
Run the development server by running the code

C:\Users\vaswa\OneDrive\Desktop\research-ehr-blockchain>yarn start
un v1.22.19
..\..\..\package.json: No license field
ng serve
Browser application bundle generation complete.

Initial Chunk Files Names
Raw Size
| vendor

4.6 MB |
| polyfills
styles

main

| runtime

| Initial Total

Lazy Chunk Files Names
Raw Size

Figl.8: yarn start

Open metamask extension and connect by inputting the same server settings as ganache:



' ? ehr_project W ©

MNetworks

Show/hide test netwarks

® Ethereum Mainnet

O Nao

ehr_new
v ehr_project
® Goerli test network

Sepolia test network

( Add network )

Need help? Contact MetaMask support

Fig 1.9: Metamask workspace

Import private key from ganache of one account to activate admin account:

ACCOUNT INFORMATION

ACCOUNT ADDRESS
0x8AD14699¢c72D170F9Fd6F544a8cBe59d469d08CE

PRIVATE KEY

a51d2ca85643¢cd00cO80751d76de7f9cd9745426523582dbe54des28baefa’Ba

Do mot use this private key on a public blockchain; use it for development purposes enly!

Figl.10: Copy private key



Add the account and start browsing the website on the local host server.

A B20

EHR-NCI

EHR Hospital

99.9453 CPAY !

Total Earnings

ETH 99.95 {ETH

Figl.11: admin has access to total number of users

Users can book appointments from home page

Fig 1.12: patient can book appointments

Patient and doctors do not have access to admin page:
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Only admin have Access to this Page....
Conncet Metamask to your Admin account

Need help? Contact MetoMask support
Retry

Fig 1.13: Access not granted

Only doctors have access to doctors page and to view shared records:

EHR Hospita

A

Only Doctors have acess to this page..

Fig 1.14: Doctors granted only

Blockchain transactions available in ganache:

TX HASH

0x0bda8288c2486b425ab8a333e20811ec9d8c99720d86128481F7b461b3ce631c

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x8AD14699C72D170FIFd6F544a8cBe59d469d08CF Migrations 42290 ]
THHASH

0x14728aab710be72558b6220a65b01d35¢c28bd9c6cbbd7cle@12a9castbeccod786

FROM ADDRESS (CREATED CONTRACT ADDRESS GAS USED VALUE
0=8AD14699c72D170FIFdEF544a8cBe59d469d08CF 0x952C439093efdae7c222e0601fD3cC47b2CFObAF 153922 e

TX HASH

0x356a7de96c72ea8027c37alcbbf49f2e733fae5dofbdes42d527356ac0b3f5ef

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x8AD14699c72D170FIFdEF544a8cBe59d469d08CF @x5cC51C976C693e6C62CF54c11586bD7987F9F280 72217 6
THHASH

Oxeec57f9e5ch24ba4de5b71fd735f7ea384cb285fd4543b18882a884664b09e8d

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x8AD14699c72D170F9Fd6F544a8cBe59d469d08CF @x16A522331Af2aDa2d502E1536F@b6CIBDOFI14CT 72217 6
THHASH

0%95%9a1cf2d05221627698559085ed891dake7d67dcdc3c65a8eaa38d88a8c6361
Fig 1.15: Transactions
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(E:) CONTRACTS  (_ =)

Contracts deployed:
ACCOUNTS 2 Ks

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
10 20000000000 6721975 MUIRGLACIER 5777 HTTP:[127.0.0.1:7545 AUTOMINING EHR_PROJECT

e

research'ehr'blockchai n C:\Users\vaswa\OneDrive\ Desktop\research-ehr-blockchain

NAME ADDRESS

TX COUNT
Contract 0xf018BO4AB83224E973F6987150C6F479FF2BOb10 G
NAME ADDRESS TX COUNT
Migrations 0x952C439093efdae7c222e0601fD3cC47b2cf5b4F 8

Fig 1.16: Conracts

Testing extensions were installed on google chrome:

Google Docs Offline 1.50 Load Testing in the Cloud from LoadFocu... 1.2.2
E . :

Details Remove . EETE Remove

MetaMask 10 i Selenium IDE 3

Details Remove . EETE Remove

B Zotero Connector 5.0

Details Remove
Fig 1.17: Chrome extensions for testing

Conclusion

The steps shown above were successfully implemented to run the EHR system based on
blockchain.



