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1 Introduction 
 

This document gives a summary of the essential requirements for the research endeavour and 

its suggested replication requirements. The object and the thesis are connected by this 

manual. The key elements of this thesis, as well as the necessary software and hardware, are 

all described here using code snippets. 

 

2 Software Requirements 
 

The entire project has been implemented using Visual Studio Code, Terraform CLI and 

Amazon Web Service CLI and Amazon Web Service Management Console.  

 

• Visual Studio Code version 1.74 

• Terraform CLI Version: 1.3.6 (AMD64) 

• Amazon Web Service CLI version 2 

• Amazon Web Service Management Console 

 

3 System Requirements 
 

• Processor - Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz   1.80 GHz 

• Memory - Installed RAM 12.0 GB (11.9 GB usable) 

• System Type - Windows 11 64-bit operating system, x64-based processor 

• Edition - Windows 11 Home Single Language 

• Version - 22H2 

• OS build - 22621.963 

 
 

4 Installation 

4.1 Terraform 
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Install Terraform CLI1 from the official website depending upon the Operating System. 

Terraform executable path is extracted and added to ENV variables. The path is permanently 

added to the $Path variable if the Terraform executable is located in a different location. 

 

 

Figure 1 Terraform Installation 

 

4.2 AWS CLI 
 

1. Create an AWS user with administrative access and programmatic access under IAM 

policy. Keep a record of the access key ID and secret access key. 

2. Run aws configure command on local machine and enter the AWS Access Key ID 

and the AWS Secret Access Key. 

3. The aws_secret_access_key and aws_access_key_id will be added to the /$USER 

HOME/.aws/credentials file using the aws configure CLI command, and they will be 

used to authenticate the creation of the Terraform infrastructure in AWS  (Gnanaguru, 

2021). 

4.3 Visual Studio Code 
 

1. Install Visual Studio Code2 

 

 
 
1 https://developer.hashicorp.com/terraform/downloads 
2 https://code.visualstudio.com/Download 
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5 Steps to Reproduce  

5.1 Policy Compliant AWS Architecture 
 

1. Extract CIS-AWS Terraform folder in appropriate directory in Visual Studio Code.  

 

 

Figure 2 CIS-AWS Terraform 

 

2. Open the command prompt in the directory where the code is located. The main.tf file 

should be present in the same location. 

 

3. Rum Terraform commands 

• Terraform init 

 

 

Figure 3 Terraform init 

 

• Terraform plan 

 

 

Figure 4 Terraform plan 
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• Terraform apply 

 

 

Figure 5 Terraform apply 

 

4. Verify it on AWS Management Console as shown below. 

 

 

Figure 6 IAM Password Policy 

 

 

Figure 7 IAM Support role 

 



5 
 

 
 

 

Figure 8 Alarms 

 

Figure 9 Cloud Trail Event Logging Enabled by Default 
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Figure 10 AWS Config Rules 

 

Figure 11 Guard Duty Enabled 
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Figure 12 Server-Side Encryption Enabled for S3 Bucket 

• Similarly, all other features can be verified on the AWS Management Console. 

 

• Terraform Destroy to destroy all the resources after scanning from Lacework. 

 

 

Figure 13 Terraform Destroy 

5.2 Policy Compliant Apache Webserver 
 

1. Extract Terraform folder in appropriate directory in Visual Studio Code. 
 

 

Figure 14 Terraform Folder 

 

2. Run the Terraform init, plan and apply commands as shown previously.  

 

3. Verify the creation of Apache Webserver by enter the IP found on AWS Management 

Console. 
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Figure 15 Ec2 Instance Creation 

 

 

Figure 16 Apache Webserver 

4. Terraform destroy after scanning from Tenable.io 
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In the month of October, the following activities were performed 
 

 Finalised the Research Topic. 

 Investigated current solutions accessible through research papers. 
 Requested for access to various labs and tools. 

 Grnated access to compute clouds, Terraform and some other compute resources 
(notably security tools related ones) for the initial exploration phase.

11/17/2022
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In the month of November, the following activities were performed 
 

 Completed lab setup for AWS. 

 Learnt about the implementation of Infrastructure-as-a-Code tool 
(Terraform). 

 Learnt about Industry standards and Benchmarks and how can they be 
implemented as Policy-as-a-code for automation. 

 Completed and tested the code on a Cloud Service Provider (AWS). 

 Ran a complete policy scan report on the Ec2 instance to identify the 
missing controls. 

 

 

 6-Dec-2022

Since the intention is to evaluate the overall usefulness of Terraform on the 
compliance of a multi-cloud setup - this is very much the initial stages. since 
this work is done, Ayushi has moved on to start with GCP and we will get some 
compare / contrast with that.
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In the month of December, the following activities were performed 
 

 Completed all activities required for creating AWS infrastructure compliant 
with CIS Amazon Web Services Foundations v1.4.0 and AWS Foundational 

Security Best Practices v1.0.0 

 Scanned the account using Lacework for security misconfigurations and 
missing controls 

 Completed the recommendations and technical controls which have been 
implemented for Ubuntu Linux 20.04 LTS in order to get the Apache 
webserver compliant as per CIS Ubuntu Linux 20.04 LTS Benchmark 

 Recorded the demo video 
 

Ayushi was very diligent to the security aspects of this – making sure that all her colleagues 
understood the implications of what she was doing, and the documentation she needed for 

the project. We also had a good illustration of the effectiveness of this technique when a 
user complained about losing access to a resource and then we realized because they were 

provisioned in the Lab environment that was part of the test. This was a good finding. 


