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Ayushi Tripathi
Student ID: x21120935

1 Introduction

This document gives a summary of the essential requirements for the research endeavour and
its suggested replication requirements. The object and the thesis are connected by this
manual. The key elements of this thesis, as well as the necessary software and hardware, are
all described here using code snippets.

2 Software Requirements

The entire project has been implemented using Visual Studio Code, Terraform CLI and
Amazon Web Service CLI and Amazon Web Service Management Console.

e Visual Studio Code version 1.74

e Terraform CLI Version: 1.3.6 (AMDG64)

e Amazon Web Service CLI version 2

e Amazon Web Service Management Console

3 System Requirements

Processor - Intel(R) Core(TM) i5-8265U CPU @ 1.60GHz 1.80 GHz
Memory - Installed RAM 12.0 GB (11.9 GB usable)

System Type - Windows 11 64-bit operating system, x64-based processor
Edition- Windows 11 Home Single Language

Version - 22H2

OS build - 22621.963

4 Installation

4.1 Terraform



Install Terraform CLI* from the official website depending upon the Operating System.
Terraform executable path is extracted and added to ENV variables. The path is permanently
added to the $Path variable if the Terraform executable is located in a different location.

The available commands for execution are listed below.
The primary workflow commands are given first, followed by
less common or more advanced commands.

Main commands:
init Prepare your working directory for other commands
validate Check whether the configuration is valid
plan Show changes required by the current configuration
apply Create or update infrastructure
destroy Destroy previously-created infrastructure

All other commands:
console Try Terraform expressions at an interactive command prompt
fmt Reformat your configuration in the standard style
force-unlock Release a stuck lock on the current workspace
get Install or upgrade remote Terraform modules
graph Generate a Graphviz graph of the steps in an operation
import Associate existing infrastructure with a Terraform resource
login Obtain and save credentials for a remote host
logout Remove locally-stored credentials for a remote host
output Show output values from your root module
providers Show the providers required for this configuration
refresh Update the state to match remote systems
show Show the current state or a saved plan
state Advanced state management

Figure 1 Terraform Installation

4.2 AWSCLI

1. Create an AWS user with administrative access and programmatic access under 1AM
policy. Keep a record of the access key ID and secret access key.

2. Run aws configure command on local machine and enter the AWS Access Key ID
and the AWS Secret Access Key.

3. The aws_secret_access _key and aws_access_key id will be added to the /$USER
HOME/.aws/credentials file using the aws configure CLI command, and they will be
used to authenticate the creation of the Terraform infrastructure in AWS (Gnanaguru,
2021).

4.3 Visual Studio Code

1. Install Visual Studio Code?

L https://developer.hashicorp.com/terraform/downloads
2 https://code.visualstudio.com/Download
2



5 Steps to Reproduce
5.1 Policy Compliant AWS Architecture

1. Extract CIS-AWS Terraform folder in appropriate directory in Visual Studio Code.

v CODE
v~ CIS-AWS Terraform

> .terraform X
arn : ns_topic.alarms.arn

~ modules . n - . q q
policy = data.aws iam policy document.alarms-sns-policy.json

alarm-baseline
analyzer-baseline

cloudtrail-baseline da i policy ment™ "alarms-sns-polic

actions =

ebs-baseline > A
resources 5 topic.alarms.arn

>
>
»
> config-baseline
>
>
>

principals
type
identifiers

> v
= .terraform.Jock.hcl el dom
test
variable
values ch:${data.aws_region.current.name}:

er_baselines.tf

main.tf .
rc oudv _metric_f

migrations.tf - - -
9 count .unauthorized api calls enabl

outputs.tf

ons.tf name
securityhub_baselines.tf pattern
terraform.tfstate log_group_name
terraform.tfstate.backup
. metric_tra
terraform.tfvars =
name
namespace ar.alarm_namespace

vpc_baselines.tf value Tk

> OUTLINE 1

variables.tf

Figure 2 CIS-AWS Terraform

2. Open the command prompt in the directory where the code is located. The main.tf file
should be present in the same location.

. Rum Terraform commands
e Terraform init

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code> cd

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code\CIS-AWS Terraform> terraform init

Figure 3 Terraform init

e Terraform plan

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code> cd

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code\CIS-AWS Terraform> terraform plan

Figure 4 Terraform plan



e Terraform apply

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code> cd

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code\CIS-AWS Terraform> terraform apply
s

Figure 5 Terraform apply

4. Verify it on AWS Management Console as shown below.

Identity and Access x 1AM
Management (IAM)

Account settings .

Password policy o

Configure the password requirements for the LAM usess.

Edit

Dashbo:

¥ Access management
User g . . .
This AWS account uses the following custom password policy:
Users
Password minimum length Other requirements
Roles 14 charscters + Password expires In 3 dayls)
Policies

* Allow users to change their own password
Password strength

+ Prevent password reuse from the past 24 changes
« Require at least one uppercase letter from the Latin alphabet (A-2)

« Must not be identical to your IAM username, AWS account name or email address
= Require at least ane lowercase letter from the Latin alphabet (a-2)

¥ Access reports * Require at least one number

* Require at least one non-alphanumeric character (1@ # 8§ % ~&* () _+-=[10]"]

Archive rules

Analyzers
Settings Security Token Service (STS) info

Credential report STS Is used to create and provide tr

tar security cradentials

Organization activity

Service control policies (SCPs)
Session Tokens from the STS endpoints

AWS recommends using regional 5TS endpaints ta reduce latency. Session tokens from regional STS endpoints are valid in all AWS Regions. If you use regional STS endpeints, no action is required. Session
takens from the global STS endpoint (https://sts.amazonaws.com) are valid only in AWS Regions that are enabled by default. If you intend to enable a new Region for your account, you can use sessian tokens
1AM identity Center (2 () from reglonal STS endpoints o activate the global STS endpoint to issue session tokens that are valid In all AWS Regions.

Global endpoint

Valld enly In AWS Regions enabled by default | Chi

Identity and Access © New! Secursly access AWS services from your data center with IAM Roles Anywhere. Learn more
Management (IAM)

1AM

Dashboard

¥ Access management

1AM-Support X | 1 maten 1 ®
User groups
Users Role name Description Creation ti
Role

AM-Suspy 8 days ago
Policies
dentity providers
Account settings

Roles Anywhere e Manage

thenticate your non AWS workloads and securely provide access ta
¥ Accass reports Lo achil ; pake st

Access analyzer

Archive rules T

Analyzers ¢

Settings Access AWS from your non AWS workloads X.509 Standard Temporary credentials
P Operate your non AWS workloads using the same authentication Use your own existing PK| infrastructure or use AWS Certificate Use temporary credentials with ease and benefit from the
it and authorization strategy that you use within AWS. Manage ste Autharity [4 to authenticate enhanced security they provide.

Organization activity identities,

Service control polic

e identity Center €2 (D)

Figure 7 IAM Support role



>

»

»

CloudWatch X
Favorites and »
Alarms A2013 0

Logs New
Metrics
X-Ray traces
Events

Application monitoring

Insights

@© Introducing CloudTrail Lake

CloudTrail

Trails > a

CloudTrail Lake lets you query multiple event fields in your logs, across all regions, for auditing and analysis. Leam more [2

awatch > Alarms
Alarms (15) Hide Auto Scaling atarms c m
Q oK v Anytype ¥ | Anyactions.. ¥ 1 @
Name v | State v | laststteupdste v | Conditions Actions B
- Qox 2022-12-231307:00 N hmvgene or.) Sllapciisntitins © Actions enabled Warning
@ox 20221219 201951 g = Yy L e 3 © Actions ena
v 9 ©ox 2022-12-19 14.03:45 i b r=1 e 1 (] ena
Qox 20221219 140321 PN > 1-for ¥ datapclens
. ange © ox 2022-12-19 14:03:04 S Y ) e 9
®‘ x 20221219 14:03:02 :T(”‘s‘:"w)=”°"°auwm’m"ms @,_4 -l
o T L e NACLChanges >= 1 for 1 datapoints within 5 .
minutes
3 Qox 2022-12-13 19:49.07 2%‘:3;’:‘”’“’ 1 for 1 datapoints © Actions enabled W
cleteCMK ©ox 2022-12-13 19.4859 AT e Gliapadits o abled
figChang Qox 20221213 19:48:50 s anolhangis =1 15 1 daiapeis O Act st
hang @ ox 20221213 19:48:41 g’?r::"s',‘v"m:"""’ »=1for 1 datapolnts © Actions enat
fgChange ©ox 20221213 19.48:33 I > for T eyt © Actions enable
esigninFailure ©ox 20221213 1948:32 s Y L ot @At 9

Figure 8 Alarms

B 4 @ cemalv  SystemAdministatorLab/syushit@aristacom ¥

Edit arn:aws:cloudtrai
1:600469267448:trail/cloudtrail-multi-region

Events info

Record AP activity for individual resources, or for all current and future resour

Event type
cho
Insights events

ntify unus:

et

ype of eve

Insights events s

Additional charges apply (2

Choose Insights types

Insights measure unusual activity agains en-day baseline.
API call rate

A measureme nt of write-only management API calls that occur per minute t a baseline API call volume

API error rate

A measurement of management API call in error codes. The error is show stul

Feedback

Edit

a-central-

AWS account. Additional charges apply [2

Identify unusual activity, errors, or user behavior in your account

Cancel

Web Services, Inc. or Privacy

Settings [4

Figure 9 Cloud Trail Event Logging Enabled by Default



group. o0 x

AWS Config x AWS Config > Rules

Rules

Conformance packs Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the compliance results.
Rules

Resources

v Aggregators

Conformance packs Compliant v 1 @
Rules
Resources Name Remediation action Type Compliance
Authorizations IAMAccountMFAEnabled Not set AWS managed @ Compliant
Advanced queries
securityhub-s3-bucket-level-public-access-prohibited-54330185 Mot set AWS managed @ Compliant
BBt tings
securityhub-s3-bucket-server-side-encryption-enabled-cas1eb7e Mot set AWS managed © compliant
What's new [2 securityhub-s3-bucket-ssl-requests-only-3087fbf3 Not set AWS managed @ compliant
Documentation [5 securityhub-s3-bucket-acl-prohibited-129f207 Not set AWS managed @ Compliant
Partners [4
securityhub-s3-bucket-public-write-prohibited-41fbf0f1 Not set AWS managed @ compliant
FAQs B
Pricing [ securityhub-s3-bucket-blacklisted-actions-prohibited-dd 18211 Mot set AWS managed @ Compliant
Share feedback [4 securityhub-s3-bucket-public-read-prohibited-2173fbda Not set AWS managed @ compliant
securityhub-root-account-mfa-enabled-af 254b0b Not set AWS managed © compliant
urityhub-s3 level-publ block dic-56e55691 Mot set AWS managed @ compliant
securityhub-iam-roat-access-key-check-6f1c3d35 Not set AWS managed © compliant
securityhub-multi-region-cloud-trail-enabled-227d2a37 Mot set AWS managed © Compliant
securityhub-mf; bled-ft 1 40eb15 Not set AWS managed @ Compliant

s Profiles S Q & Fi23Dec 1502

Chrome File Edit View History Bool

» oSt | @ s | @ cs |\ tace |1 Repo | \J oo | () Loce | [ Cont | €D Gitkt | €) Gtk | € terrs | € terrs

les/details?configRuleName=securityhub-guardduty-enabled-centralized-1b184 369

Unti | €) Gitk | [ Untit | 4% How | BB Lab < | @ Onel | 1 A

e > C (e I-1.console.aws.amazon. £l 5C-CUStsat-override=pr 2=truedregion=ca-central-14/

How would you rate your experience with this service console? ¢ ¥ ¥ 2 ¥

P QR R —

=/ This is a service-linked AWS Canfig rule (SLR) and it's a unique type of managed config rule that supports other AWS services to create AWS Config rules in your account. You cannot edit or delete these rules if you
are subscribed to AWS services that these rules are linked to. Read mare about Service-Linked AWS Config Rules. [3
Dashboard

Conformance packs
fules securityhub-guardduty-enabled-centralized-1b184369 [ acions = |
Resources

¥ Aggregators

¥ Rule details
Conformance packs

Fules Description Trigger type Last successtul evaluation

Resources This AWS control checks whether Amazon GuardDuty is enabled in Periodic: 12 hours (© December 23, 2022 5:35 AM

Authorizations your AWS account and region.

Scape of changes
Advanced queries Config rule ARN Resources
Settings 1160046 gl vice-
What's new [ Parameters
Documentation [
Partners [ Key Type Value Description
A
FAQs (3 CentralMonitoringAccount String - Comma separated list of AWS Accounts (12-digit) where Amazon GuardDuty results are allowed to be centralized.
Pricing [4
Share feedback [
* Resources in scope
Noncompliant A 1 @
D Type Status Annotation Compliance

No evaluation results

Feedback Lo Unified Sattings [2 Armzon Wob Services nc.or ks affiiates.  Privacy  Tarms  Goakie prefere

Ee=2800" @@ - 7 ¢ -0 0 00 oflmm RN =mamm=PRPRRO
Figure 11 Guard Duty Enabled



SystemAdministrator-Lab/ayushit@arista.com v

s been created by securityhul
ice-linked AWS Config rule (S|
you are subscribed to AWS services that these

:ate AWS Config rules in your account. You cannot edit or delete these rules if

inique type of managed config rule that supports other AWS services to cre:
are linked to. Read more about Service-Linked AWS Config Rules. [3

securityhub-s3-bucket-server-side-encryption-enabled-ca51eb7e Actions ¥
ul
¥ Rule details
Chec n S3 default
encr denies
pu s without server side encryption,
Scope of change
config:ca-central-1:600469267448:config-rule/aws-service. oo
Da amazonaws. fri8: Fo—
fosner $3 Bucket
FAQs (4
Pricng (2
R ¥ Resources in scope c
All v 1 ®
m Type stat Annotat Compli
ucket §3 Bucket ©
bucket-access-log: 53 Bucket © comy

© 2022, Amazon Web Services, Inc. or s affiliates

Figure 12 Server-Side Encryption Enabled for S3 Bucket
Similarly, all other features can be verified on the AWS Management Console.

e Terraform Destroy to destroy all the resources after scanning from Lacework.

PS C:\Users\ayush\OneDrive\NCI 2822-2023\Industry Internship\Code> ed

PS C:\Users\ayush\OneDrive\NCI 2022-2023\Industry Internship\Code\CIS-AWS Terraform> terraform destroy

ars

Figure 13 Terraform Destroy
5.2 Policy Compliant Apache Webserver

1. Extract Terraform folder in appropriate directory in Visual Studio Code.

“app. vpe
.vpc_cidr
> .terraform
= .terraform.lock.hcl
n report.xlsx

Scn report.csv

oject.pem
main.tf

output.tf
tags = {

sg.tf
Name =

$ startupsh
{} terraform.tfstate

= terraform.tfstate.backup

is_subnet” "public_subnet" {
7 _vpc.app_vpc.id
cidr_block = var.public_subnet cidr

< test
> OUTLINE
> TIMELINE

Figure 14 Terraform Folder

2. Run the Terraform init, plan and apply commands as shown previously.

3. Verify the creation of Apache Webserver by enter the IP found on AWS Management
Console.



Serviees | Q B 4 @ cewalv  SystemAdminitrator-Lab/ayushit@arista.

Intances (1) [G] TR ot s | v |

Q. Find instance by ottribute o tag (case-sensitive) 1 @
[ X Clear filters
Name v | Instance D | Instancestaste ¥ | Instancetype ¥ | Statuscheck Alarm status Availability Zone ¥ | Public IPv4 DNS v | PubliclPvd.. ¥ | ElasticIP v | IPv6IPs
web_instance -07ea32¢7h3497970¢ @ruming @Q  t2micro @ 2/2checkspassed Noalarms +  ca-central-1a - 15,182.58.82 151825882 -

Figure 15 Ec2 Instance Creation

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It Is based on the equivalent page on Deblan, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server Installed
at this site is working properly. You should replace this file (located at /var /www/htn1/index.htm1)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration Is different from the upstream default configuration, and split
into several files optimized for Interaction with Ubuntu tools, The configuration system is fully

n /usr/ /doc/ bi Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual If the
apache2-doc package was Installed on this server,

The configuration layout for an Apache2 web server Installation on Ubuntu systems Is as follows:

/etc/apache2/

[== apache2.cont
ports.conf

abled

*.conf

«  apachez.cont Is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

+  ports.cont is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

.« C files in the , cont and sit; contain
particular configuration snippets which manage modules, global configuration fragments, or
virtual host configurations, respectively.

«  They are activated by avallable files from their *-avallabl
counterparts. These should be managed by using our helpers azenmod, a2dismod, a2ensite,
a2dissite, and azenconf, a2discont . See their respective man pages for detailed
Information.

« The binary Is called apache2. Due to the use of environment variables, in the default
configuration, apache2 needs to be started/stopped with /etc/init.d/apache2 or apachezctl,
Calling /usc/bin/apache2 directly will not work with the default configuration,

Figure 16 Apache Webserver
4. Terraform destroy after scanning from Tenable.io

6 References
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19. Appendix H — Monthly Internship Activity Report
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name:  Ayushi Tripathi Student number: x21120935

Company: Arista Networks Month Commencing: October 2022

In the month of October, the following activities were performed

e Finalised the Research Topic.
e Investigated current solutions accessible through research papers.

e Requested for access to various labs and tools.

Employer comments

Grnated access to compute clouds, Terraform and some other compute resources
(notably security tools related ones) for the initial exploration phase.

Student Signature: Ayushi Tripathi Date: _15/11/2022

DocuSigned by:
Industry Supervisor Signature: [an ﬂ-'ﬁl’iw\, Date: 11/17/2022

05C45D10A947471....
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19. Appendix H — Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name:  Ayushi Tripathi Student number: x21120935

Company: Arista Networks Month Commencing: November 2022

In the month of November, the following activities were performed

e Completed lab setup for AWS.

e Learnt about the implementation of Infrastructure-as-a-Code tool
(Terraform).

e Learnt about Industry standards and Benchmarks and how can they be
implemented as Policy-as-a-code for automation.

e Completed and tested the code on a Cloud Service Provider (AWS).

e Ran a complete policy scan report on the Ec2 instance to identify the
missing controls.

Employer comments

Since the intention is to evaluate the overall usefulness of Terraform on the
compliance of a multi-cloud setup - this 1is very much the initial stages. since
this work is done, Ayushi has moved on to start with GCP and we will get some
compare / contrast with that.

Student Signature: Ayushi Tripathi Date: _01//2022
DocuSigned by:
Industry Supervisor Signature: mm &' B Date: _ 6-Dec-2022
L05C45D10A947471...

MSc Internship Handbook, School of Computing, National College of Ireland. Page 53




19. Appendix H — Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name:  Ayushi Tripathi Student number: x21120935

Company: Arista Networks Month Commencing: December 2022

In the month of December, the following activities were performed

e Completed all activities required for creating AWS infrastructure compliant
with CIS Amazon Web Services Foundations v1.4.0 and AWS Foundational
Security Best Practices v1.0.0

e Scanned the account using Lacework for security misconfigurations and
missing controls

e Completed the recommendations and technical controls which have been
implemented for Ubuntu Linux 20.04 LTS in order to get the Apache
webserver compliant as per CIS Ubuntu Linux 20.04 LTS Benchmark

e Recorded the demo video

Employer comments

Ayushi was very diligent to the security aspects of this — making sure that all her colleagues
understood the implications of what she was doing, and the documentation she needed for
the project. We also had a good illustration of the effectiveness of this technique when a
user complained about losing access to a resource and then we realized because they were
provisioned in the Lab environment that was part of the test. This was a good finding.

Student Signature: Ayushi Tripathi Date: 23rd/12/2022

Industry Supervisor Signature: Ian O'Brien Date: _03rd-Jan-2023

MSc Internship Handbook, School of Computing, National College of Ireland. Page 53



