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1 Hardware 
 

To set up a machine, you need a Pentium processor with multiple cores and hyperthreading 

turned on and at least 16 GB of RAM. 

 

2 IDE 
 

Google colab: Colab lets anyone write and run any Python code through the browser. It 

works best for machine learning, data analysis, and education. 

 

Open-Source Module 
 

NumPy- NumPy is a Python package that adds support for multidimensional arrays and 

matrices, coupled with high-level mathematical operations. 

 

Pillow- Python Imaging Library adds functionality for accessing, manipulating, and saving 

numerous image file formats to the Python programming language. Windows, Mac OS X, 

and Linux are supported. 

 

PyTorch- PyTorch is a Torch-based machine learning framework used for computer vision 

and NLP. 

 

Imageio- Python's Imageio package makes it simple to read and write many different types of 

image data, such as those used in animations, 3D models, and scientific formats. 

 
 

3 Implementation 
 

We can divide the solution into several module types to initiate the implementation process. 

The collection of datasets is based on downloading the dataset from relevant links. The 

following image can be seen as follows. 
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Fig 6 Dataset Download 

After downloading the dataset, the fundamental deep learning steganography algorithm 

development is used for training. The training method includes 100 encoding, decoding, and 

picture verification epochs. The calculation of several metrics, such as accuracy, SSIM, loss, 

and PSNR, is depicted in the graph below. 

After training with the fundamental algorithm, a file was prepared for encoding and decoding 

the output. 
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Fig 7 Basic Algorithm Output 

This method development appears to attain a maximum of 0.004 bits per pixel, which is 

insufficient for application. 

A better algorithm model is created and trained, with the training outcomes for this model 

displayed in the figure below. 
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Fig 8 Enhanced Algorithm Output 

The diagram above shows that the model file is generated following the training, and 

parameters are also obtained. The project's objective of getting over 3 bits per pixel has been 

fully achieved, and the findings show that we received 4.884 bits per pixel, which is feasible 

in real time. 

Now that training is complete, and the files have been developed, the model files are 

evaluated for their ability to encode and decode picture data. 

First, the model file is loaded, and an image file is given to conceal the text input, as shown 

below. 

 

Fig 9 Loading of Model 
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Following the conversion of the data into the ciphertext, it is concealed inside the source 

image so that the output can be seen 

below.

 

Fig 10  Encrypting And Encoding Data 

The figure below shows the decoded output image file. 

 

Fig 11 Failed Decoding of Data  
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No data were identified when an image file was inspected to hide data. The low number of 

bits per pixel prevented proper data encoding. 

The generated model file is loaded for encoding the data, which can be seen below. 

 

Fig 12 Loading of the Enhanced Model File  

After the data encoding procedure, the information is turned to cypher text, as illustrated 

below. 

 

Fig 13 Encrypting And Encoding  
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Information Decoding recovers data from an image file, as shown below. 

 

Fig 14 Successful Decrypting And Decoding  
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