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1 Introduction 
 

The purpose of this manual is to provide an overview of the workflow for the Nuclei 

Automation in Infrastructure research project. In addition, it provides procedures for setting 

up the environment and integrating the YAML template into Nuclei GitHub.  

 

In order to be successful, the project must be downloaded, installed, and configured properly. 

The stages below describe the installation and integration process. 

 

2 Environmental Setup 
 

Configurations Version 

Kali Linux (Linux Operating System)1 2022.3 

Golang (Go Programming Language)2 go1.19.4 linux/amd64 

Table 1: Environmental Setup 

 

 

Figure 1: Installed latest version of Linux 

 

3 Nuclei Automation Installation Guide & Usage in Linux 
 

• Golang: It is necessary to install the latest GO version in order for Nuclei to work 

properly. 

- Golang installation command: sudo apt-get install -y golang 

 

 
 
1 https://www.kali.org/docs/installation/hard-disk-install/ 
2 https://go.dev/doc/install 
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Figure 2: Installing Golang in Linux 

 

 

Figure 3: Installed latest version of Golang 

 

• Nuclei Automation Tool Installation Command: 

- go install -v github.com/projectdiscovery/nuclei/v2/cmd/nuclei@latest 

 

 

Figure 4: Nuclei Installation 

 

mailto:github.com/projectdiscovery/nuclei/v2/cmd/nuclei@latest
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Figure 5: Nuclei Tool latest version 

 

• Nuclei Automation Tool Usage: 

 

- Following exhibits shows the Nuclei Automation tool usage with all respective 

listed commands: 
 

 

Figure 6: Nuclei Command Usage 
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Figure 6.1: Nuclei Command Usage 

 

Figure 6.2: Nuclei Command Usage 

 

Figure 6.3: Nuclei Command Usage 
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Figure 6.4: Nuclei Command Usage 

 

4 Implementation - Integrating a custom YAML template 

into Nuclei’s GitHub main repository (Publicly) 
 

This section illustrates how YAML have been merged into Nuclei's GitHub main repository 

(Production/Publicly) using a “Git Pull Request”3. 

 

Step 1: Nuclei Maintainers Team (Project Discovery Parent Company) has its own GitHub 

main repository, as shown in the exhibit below. 

 

 

Figure 7: Project Discovery Parent Company of Nuclei Tool 

 

 
 
3 https://github.com/projectdiscovery/nuclei-templates 
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Step 2: Click "Fork" and fork into Authors' (HardikSolanki96) GitHub account from Nuclei 

GitHub main repository, which is from "https://github.com/projectdiscovery/nuclei-

templates", as shown in the exhibit below. 

 

Figure 7.1: Fork the repository 

The Nuclei GitHub repository has been forked in the author's GitHub account 

(HardikSolanki96), from where the author can create a Git Pull request in the Nuclei Main 

GitHub repository to submit the created custom YAML templates. This is shown in the 

exhibit below. 

 

 

Figure 7.2: Nuclei Repository Forked 
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Step 3: To submit the created custom YAML Template, navigate to the forked repository in 

“Authors” account, which is “HardikSolanki96/nuclei-templates” and click on “Add file -> 

Create new file”, as shown in the below exhibit. 

 

 

Figure 7.3: Create YAML template 

 

Now, create or paste the custom YAML template which was developed in this research, and 

name it "mpftvc-admin-panel.yaml" and click on "Propose new file" to create a Git Pull 

Request in the Nuclei’s Main GitHub Repository. These are shown below in the exhibits. 
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Figure 7.4: Created YAML template 

 

 

 

Figure 7.5: Propose YAML template 

 

Step 4: Navigate to the actual Nuclei GitHub main repository i.e., "project discovery/nuclei-

templates" from where the YAML template author can access the "Compare & pull request" 

pop-up to pull the request from Authors forked Nuclei GitHub repository to actual Nuclei 

GitHub repository by "project discovery" as shown in exhibit below. 
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Figure 7.6: Compare pull request from main nuclei repository 

 

After that, name the YAML template or rename/change the name of the template according 

to the YAML template, then click on “Create pull request”. 

 

Figure 7.7: Create Pull Request 

In conclusion, the following exhibits show that the Git Pull request was successfully created 

and the Pull request number is "6455" and that the custom YAML template designed for this 

project has been submitted to Nuclei's main GitHub repository for review, verification, and 

validation by Nuclei Maintainers. 
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Figure 7.8: Pull Request created and submitted to Nuclei Maintainer team 

 

 

Figure 7.9: Created Pull request 

 

Step 5: At this time, the Custom YAML templates can be reviewed by 2 reviewers from 

Nuclei Maintainers Team. 
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The 1st reviewer will be to check for duplicate YAML templates or if additional information 

is needed related to the submitted YAML template from the author (Hardik-Solanki). Once 

the YAML template is updated and correct as sent to the Nuclei team in first review, it will 

be passed on to the second reviewer. This is because they will re-check, verify and validate 

the submitted YAML template before it can merge into Nuclei’s main GitHub repository 

(Publicly).  

 

Now, according to the following exhibit, the first review has been completed successfully by 

reviewer "DhiyaneshGeek" from the nuclei maintainers team (No duplicates & no additional 

information was required from the Author for the first review) and the second request has 

been forwarded to reviewer "pussycat0x". 

 

 

Figure 7.10: 1st review done by “DhiyaneshGeek” 

 

 

Figure 7.11: Email Notification after 1st review has been done by Nuclei Maintainers team 

 

Since the status shown in the above figure is still OPEN, it means that the submitted YAML 

template has not yet been merged and implemented into the Nuclei GitHub repository 

(Production/Publicly). This is also shown in the below figure, where no such “mpftvc-admin-

panel” YAML template has been merged and implemented publicly under author (hardik-

solanki). 
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Figure 7.12: custom YAML template is not yet publicly released 

 

When the 2nd reviewer confirms everything is fine without requiring any additional 

information from the YAML template author, it will successfully change the status from 

"Open" to "Merged" by Nuclei’s Maintainers Team. 
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Figure 7.13: 2nd review done by “pussycat0x” 

 

 

Figure 7.14: Email notification from 2nd reviewer “pussycat0x” 

 

Thus, this status indicates that the created custom YAML Template in this research has been 

successfully merged and implemented into the Nuclei Main GitHub repository and is now 

ready for public use (Production Environment). 
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Figure 7.15: "mpftvc-admin-panel" has merged and implemented publicly 

 

 

Figure 7.16: Successfully merged and publicly available now. 

 

5 Evaluation 
 

A key objective of this research project was to automate the Vulnerability Assessment 

process using Nuclei Automation, based on developed custom YAML templates, and manage 
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the attack surface of the infrastructure applications. This research project was successfully 

implemented after creating a custom YAML template and implementing into Nuclei's main 

GitHub repository (publicly). 

 

In the below exhibit 8, demonstrated how to run the custom created and implemented YAML 

into Organizations Infrastructure with a YAML template "mpftvc-admin-panel.yaml" 

followed by a list of Infrastructure domains: 

 

Command usage has been listed in above section 3 from exhibit 6 to 6.4. 

 

 

Figure 8: Verify vulnerable domains using "mpftvc-admin-panel" YAML template 

 

Followed by the "Infrastructure domains" list and YAML template, "mpftvc-admin-panel". It 

was observed that, out of 69 Infrastructure targets, 2 were vulnerable and exposes the Internal 

“MPFTVC Admin Login Panel” publicly whose severity is “info”. As shown in the below 

exhibit 8.1. 

 

 

Figure 8.1: "mpftvc-admin-panel" vulnerable internal domain 

 

6 Monthly Internship Activity Report 
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Figure 9: Activity report for October 2022 
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Figure 9.1: Activity report for November 2022 
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Figure 9.2: Activity report for December 2022 

 

 

 


