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1 Introduction

The developed plugin "Browser Fingerprint Defender" is specially designed for the Google
Chrome browser, and it is used to protect the privacy of the user while surfing the internet.
Many websites track users with the help of their system configuration [1] So our extension
helps avoid this kind of tracking. We have used Microsoft Visual Studio to develop this
extension, and you can also download the plugin from
https://github.com/PremShingote/Browser-Fingerprint-Defender [2].

2 Environmental Setup

The Browser Fingerprint Defender extension tested for work on below configurations. For
better experience of extension kindly use similar or higher configuration components.

2.1 Operating Systems (x32/x64)
e Windows 11
e Windows 10

2.2 Hardware
e CPU: Qualcomm, Snapdragon 850
e RAM: 4GB
e Hard Disk: 100 GB

2.3 Browser Details
e Browser Name: Google Chrome
e Minimum Version: 100. 0.4896

3 Installation

The following steps have to follow when you have to install “Browser Fingerprint Defender”
on Google Chrome browser

1. Open Google Chrome browser.
2. Input chrome://extensions/ in URL bar and hit “Enter” button on keyboard.
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3. Turn on the Developer mode from top of the page.
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4. Then click on Load unpacked button to select the extension from folder.
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5. Then select the specific folder to select the extension file.
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6. We have successfully added extension into browser.
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7. Open the https://www.deviceinfo.me/ [3] to check the current browser fingerprint.
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A web browser security testing, privacy testing, and troubleshooting tool.

Detect All Reload Page

Device Type / Model:
orinting
- Desktop or laptop
Operating System:

Windows 11 (64-bit), or Windows Server 2022 (64-bit)

True Operating System Core:

Unknown. Detection not supported or is blocked by
browser setting(s)/extension(s).

Browser:

Chrome version 108.0.0.0 (64-bit) (Engine: Blink)

True Browser Core:
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8. Now click on the extension to enable it and select any type of device whose
fingerprint you want. as we selected a mobile device and Firefox as a browser. The
user agent is also generated on the top side of the


https://www.deviceinfo.me/

extension.
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Tablet @ Pause Browser Fingerprint Defender
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Android version 10

True Operating System Core:

Linux armv8|

Browser:

Firefox version 122.0 (Engine: Gecko)

True Browser Core:

Unknown. Detection not supported or is blocked by
browser setting(s)/extension(s).

9. Here are some features of our extension.

1

2.
3.
4.

Open Setting: It give extra options to configure the extension.

Get New Agent: Generate the new identity.

Device Selection: We can select agent device as per our choice.

Start / Pause extension: We can simply enable or disable the extension according
to our need.
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10. After clicking on "open settings,” the general settings page opens, where we can
enable some extra features of the extension.

& ® Browser Fingerprint Defender | chrome-extension;//dimhmphobjlanngohjlonhmmigm... @ & z L » 0O °

General settings General settings

) Change the behavior of the switcher to best fit your needs:
Generator settings

Enable Browser Fingerprint Defender

Automatically change the User-Agent after specified period of time

Time (in seconds) to automatically update the User-Agent (e.g. 1 hour = 3600):

Change User-Agent on browser startup

Protect against detection by JavaScript

11. As we click on "Generator Setting," we can use the user agent from the given list.
This option is similar to the selection option we saw in point no. 8.
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Here you can change the agent switching behavior:
Generator settings Y ¢ ¢ ¢

m edge_win m chrome_android m opera_win
B3 <dge_mac B3 firefox_win B3 opera_mac
3 m chrome_win m firefox_mac m safari_iphone
m chrome_mac m firefox_linux m safari_mac
B3 chrome linux firefox_android
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