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1 Environment Setup 
 
Technology Prerequisite: 

 

- Python3 

- NodeJS along with npm 

- Solidity  

- Javascript 

 

Static Analysis: 

 
npm install -g solc 
 
pip3 install solc-select 
 
solc-select install 0.8.4 
 
solc-select use 0.8.4 
 

 
pip3 install slither-analyzer 

 

Manual Analysis: 

 
npm install --save-dev hardhat 

 

npx hardhat 
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2 Script1 Setup 
 

1. Download the shared Zip/artifact. 

 

2. Open CMD/WSL/ Powershell inside Detect_Reentrancy Folder 

 

 
 

3. Install Dependencies: 

 
npm install 

 

 
 

4. Open the contracts folder found inside the Detect_Reentrancy folder. 
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5. Take a path of any static test contract which needs to be tested, an update in the file autoredetect.py. 

 

 
 

Note - For manual unit testing manual test1 contracts would be utilized by default as shown in step 4. As 

those smart contracts are custom created for the testing and APT.sol is the attacker contract which will 

utilize via hardhat network.  

 

6. Open the python file and update the smart contract file and save it. 

 

 
 

Note – Please add \\ in place of single \ and it should look as in the above screenshot. 

 

7. From the terminal run the python script (Should be run via Python 3.x only) 

 
Python3 autoredetect.py or Python autoredetect.py 

 

 
 
8. Type either manual/m or static/s. 

 

Test case 1: manual/m testing 

 

 
 

 

1https://github.com/dappuniversity/Reentrancy-attack-Smart-Contract-Security 
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Test case 2: static/s testing 
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