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Mayank Sharma
Student ID: X21156913

1 Environment Setup

Technology Prerequisite:

- Python3

- NodeJS along with npm

- Solidity

- Javascript

Static Analysis:

npm install -g solc

pip3 install solc-select

solc-select install 0.8.4

solc-select use 0.8.4

pip3 install slither-analyzer
Manual Analysis:

npm install --save-dev hardhat

npx hardhat



2 Script! Setup

1. Download the shared Zip/artifact.

2. Open CMD/WSL/ Powershell inside Detect_Reentrancy Folder

Bl > ThisPC > Windows (C) > DiskSpace >| Detect Reentrancy 3|

Name

M artifacts

M cache

Date modified

03/01/2023 11:22 am

03/01/2023 11:22 am

Type
File folder

File folder

M contracts oo mmmnnn s on oot
View

M scripts

Sort b
I test v

Group b
E PRy source File 1KB

B autoredetect 2 Undo Copy Ctrl+Z  irceFile 2 KB

] hardhat.config C New > source File 1KB

[ ] package Properties Alt+Enter ze File 1KB

. package-lock ze File 1,134 KB

Open in Terminal
% README 1KB
Show more options Shift+F10

3. Install Dependencies:

npm install

% npm install X ar
© Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\DiskSpace\Detect_Reentrancy> npm install

[ ] \ idealTree:Detect_Reentrancy: Completed in 1lms

4. Open the contracts folder found inside the Detect_Reentrancy folder.

> This PC » Windows (C}) » DiskSpace »|Detect Reentrancy » contracts

Name h Date modified Type

B AT

. GasWallet

Manual Test 02/01/2023 2:21 am SOL File

Contracts 02/01/2023 1:56 pm SOL File

. vulnContract1 02/01/2023 2:11 am SOL File

Static Test
Contracts

B wuinContract2 28/12/2022 12:12 pm SOL File

. wvulnContract3 02/01/2023 2:10 am SOL File



https://studentncirl-my.sharepoint.com/:u:/g/personal/x21156913_student_ncirl_ie/EZCfUm3mXdxBpWPA6TA24K8Bas6pFwhzJMxbQmjP6si7qg

5. Take a path of any static test contract which needs to be tested, an update in the file autoredetect.py.

skSpace\Detect_Reentrancy\contracts\vulnContract1.sol

Name Date modified Type

. APT 02/01/2023 2:21 am SOL File

. GasWallet 02/01/2023 1:56 pm SOL File
. vulnContract1 02/01/2023 2:11 am SOL File

. wulnContract2 28/12/2022 12:12 pm SOL File

. vulnContract3 02/01/2023 2:10 am SOL File

Note - For manual unit testing manual test* contracts would be utilized by default as shown in step 4. As
those smart contracts are custom created for the testing and APT.sol is the attacker contract which will
utilize via hardhat network.

6. Open the python file and update the smart contract file and save it.

autoredetect.py > ...
import subprocess

contract ="C:\\DiskSpace\\Detect_Reentrancy\\contracts\\vulnContractl.sol"

Note — Please add \\ in place of single \ and it should look as in the above screenshot.
7. From the terminal run the python script (Should be run via Python 3.x only)

Python3 autoredetect.py or Python autoredetect.py

2 Windows PowerShell X + v
©® Windows Terminal can be set as the default terminal application in your settings. Open Settings

PS C:\DiskSpace\Detect_Reentrancy> python .\autoredetect.py
Enter 'manual/m' to run the manual reentrancy scan or 'static/s' to run the static reentrancy scan or both/b:

8. Type either manual/m or static/s.

Test case 1: manual/m testing

Enter 'manual/m' to run the manual reentrancy scan or 'static/s' to run the static reentrancy scan or both/b:|m

Compile and Deploy Smart contracts
Check for deposit/withdraw functions
(55ms)
(52ms)
Attack Started----!
GAS Balance: 190.0

Attacker's GAS Amount: 9999.9977697988691665
Amount transferred to APT—--!

GAS Balance: 0.0

Attackers's GAS Amount: 10189.9973471356937891u5

1https://github.com/dappuniversity/Reentrancy-attack-Smart-Contract-Security
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Test case 2: static/s testing

PS C:\DiskSpace\Detect_Reentrancy>| python .\autoredetect.py
Enter 'manual/m' to run the manual reentrancy scan or 'static/s' to run the static reentrancy scan or both/b: |static

Summary
- [reentrancy-eth](#ireentrancy-eth) (1 results) (High)

3 References

Feist, J., Grieco, G. & Groce, A., 2019. Slither: A Static Analysis Framework for Smart Contracts. 2019 IEEE/ACM
2nd International Workshop on Emerging Trends in Software Engineering for Blockchain (WETSEB), Issue
10.1109/WETSEB.2019.00008, pp. 8-15.



Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name: Mayank Sharma Student number: X21156913

Company: TheSecOps Group Month Commencing:  Sep

Performed PT on WEB

Researched Blockchain Attacks and vulnerabilities.

Finalized the topics for research about the reentrancy attacks in smart contracts.

Penetration testing (PT) is a security testing method that involves simulating an attack on a
computer system, network, or web application to identify vulnerabilities that could be exploited by
an attacker. PT can be performed on various types of systems, including web-based systems.
Blockchain technology is a distributed, decentralized, and secure method of recording and storing

data. It is used to create and maintain a digital ledger of transactions that cannot be altered.
However, like any technology, blockchain is not immune to attacks and vulnerabilities.

Employer comments

Mayank has completed the given tasks successfully.

Student Signature: Mayank Sharma Date: 28-DEC-2022

Industry Supervisor Signature: q/xjucl/&u' o Date: _2§ - DEC 2922




Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name: Mayank Sharma Student number: X21156913

Company: TheSecOps Group

Month Commencing: Oct

Performed PT on WEB and API.

"Read about the reentrancy vulnerabilities and their Tools Tactics and detection in smart contacts.”
This task involves learning about the characteristics and impacts of reentrancy vulnerabilities in
smart contracts, as well as techniques and tools that can be used to detect and prevent these
vulnerabilities.

"Learned fundamentals about blockchain, and Ethereum and understood the reentrancy
vulnerability in solidity smart contracts." This task involves gaining a basic understanding of
blockchain technology and the Ethereum platform, as well as how reentrancy vulnerabilities can
occur in smart contracts written in the Solidity programming language.

"Created a sample and used a few open-source tools to detect the attacks.” This task involves
creating a sample smart contract and using available tools to test for reentrancy vulnerabilities. The
tools used may be open-source, meaning they are freely available to use and modify.

"Read about the hardhat framework and worked on the implementation of the proposed solution."
This task involves learning about the Hardhat framework, which is a toolkit for developing and
testing Ethereum smart contracts, and implementing a solution to address reentrancy vulnerabilities
in smart contracts using this framework. It is not specified what the proposed solution is or how it is
being implemented.

Employer comments

Mayank has completed the given tasks successfully and provided an update
on the research he has been working on.

Student Signature: Mayénk Shérma Date: 28-DEC-2022

Industry Supervisor Signature: s -\(1/-4. YA Date: _ 2R P-C- 91 2
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Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name: Mayank Sharma Student humber: X21156913

Company: TheSecOps Group Month Commencing: Nov.

"Completed the Abstract and Literature Review." This task involves writing a summary of the
research project, known as the abstract, as well as reviewing and synthesizing relevant literature on
the topic of reentrancy vulnerabilities in smart contracts. The literature review is an important part
of the research process, as it helps to establish the context and background for the study and
identify any gaps in the existing knowledge on the topic.

"Worked on finalizing the detection approach manual followed by static analysis to detect the
reentrancy attack." This task involves developing and finalizing a method or approach for detecting
reentrancy vulnerabilities in smart contracts. The detection approach may involve both manual
techniques, such as manual code review, and automated techniques, such as static analysis, which
involves analyzing the code of a smart contract without actually executing it. The goal of this task is
to develop a reliable and effective method for detecting reentrancy vulnerabilities in smart
contracts.

Employer comments

Mayank has completed the given tasks successfully.

Student Signature: ng__ank Sharma Date: 28-DEC-2022

Industry Supervisor Signature: <-GC/LMM 9 57/\“ pate: 2R -DEC
<&




Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by your
Company and included in the configuration manual as part of the portfolio submission.

Student Name: Mayank Sharma Student number: X21156913

Company: TheSecOps Group Month Commencing: Dec

“Worked on the research methodology and implementation, evaluation, and completion of the
research along with implementing the solution completely by creating the test case to detect
reentrancy attacks in the smart contract." This task involves developing a research methodology
and plan for conducting the research on reentrancy vulnerabilities in smart contracts, implementing
the solution to address these vulnerabilities, and evaluating the effectiveness of the solution. The
task also involves creating test cases, which are specific scenarios or conditions that are used to test
the functionality and behavior of a smart contract, to detect reentrancy attacks. The goal of this
task is to complete the research and fully implement the solution for detecting and preventing
reentrancy vulnerabilities in smart contracts.

Employer comments

Mayank has completed the given tasks successfully.

Student Signature: Mayank Sharma Date: 28-DEC-2022

Industry Supervisor Signature: SG z‘-‘;_iﬂ Date: _28- Dee - 2o




