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Adaptive Cloud Access Security Broker (CASB)

Keerti Ramesha
21144362

Abstract
Cloud Security threats are exponentially increasing with individuals and

organizations moving their workloads to cloud. It is therefore necessary to monitor all
cloud activities from the user end and the application end and enforce security
mechanisms to safeguard the data on cloud. Cloud Access Security Brokers (CASB)
monitor user activity, inspect the application accesses and warn administrators about
potential threats. However, a static CASB solution can have a predefined response state
to known threats and may be easily overpowered by various intrusions, malware, and
data packets. It may not be well equipped to handle attacks in real time. The solution
developed is an adaptive CASB which includes a machine learning model that adapts to
real time scenarios as and when new data is added and responds to threats dynamically
and regulate data accesses. The research shows that the result of the use of machine
learning in CASB systems have the potential to improve the security and usability of
cloud-based systems.

1 Introduction

CASBs are becoming increasingly important as more and more organizations adopt cloud
services, as the cloud introduces new security challenges that traditional security solutions
may not be able to address. By using a CASB, organizations can leverage the benefits of the
cloud while still maintaining a high level of security and control over their data. The use of
machine learning in Cloud Access Security Brokers (CASBSs) is important as organizations
today adopt cloud services and face a growing number of security threats. Machine learning
can help CASBs improve their ability to detect and prevent security incidents, as well as to
analyse and understand the behaviour of users and devices in the cloud.

One of the main benefits of using machine learning in CASBs is its ability to analyse
large amounts of data and identify patterns that may indicate a security threat. For example, a
CASB with machine learning capabilities can analyse log data from cloud services and detect
anomalies that may indicate a cyber-attack, such as a sudden increase in failed login attempts
or unusual data access patterns. Another benefit of machine learning in CASBs is its ability
to continuously learn and adapt to new security threats as they emerge. By analysing data
from multiple sources and using algorithms to identify patterns and trends, a CASB with
machine learning capabilities can continuously improve its ability to detect and prevent
security incidents. Thus, it is lucrative to research the use of machine learning in CASBs and
understand how it can help organizations improve their security posture and better protect
their data and users in the cloud.



The aim of this research is to provide organizations with visibility into cloud usage and
activity, detecting and preventing data leaks, and providing data loss prevention (DLP)
capabilities and ensure overall security and compliance with regulatory requirements. The
major contribution of this research is an XDR (Extended Detection and Response) model
powered by machine learning that can work in hand with CASB to monitor and detect threats
dynamically. Principal component Analysis (PCA) has been used as it is an unsupervised
learning method and minimises data loss. PCA can find patterns in the user accesses to the
cloud resources and the model is trained dynamically using this data.

This presents us with the following Research questions: How can CASBs improve the
security of cloud-based systems and data? How can machine learning be used to improve the
capabilities and performance of CASBs? More specifically, how can the Principal component
Analysis (PCA) used in CASB solutions to find user access patterns and minimise anomalous
access to cloud resources?

This study describes a CASB solution powered with an unsupervised machine learning
model for identifying cloud security threats dynamically. Significant research done within
this field is detailed in Section 2. The sub-sections in this section cover the different fields of
research, such as CASB for cloud security, Machine learning for CASB. Section 3 details the
research methodology used. The design components and solution implementation are covered
in Sections 4 and 5, respectively. In Section 6, the evaluation of results is covered in more
detail. The research is concluded in Section 7, which also addresses future work.

2 Related Work

Cloud computing has become increasingly popular in recent years due to its ability to provide
on-demand access to computing resources and data storage. However, the use of cloud
computing also introduces new security challenges, as sensitive data and resources are often
stored and processed remotely(Kumar and Goyal, 2019). It is crucial for organizations to
adopt a SIEM systems which can provide capabilities including real-time monitoring, event
correlation, and reporting.(Lee et al., 2017) Access control, which is the process of granting
or denying access to resources based on predetermined security policies, is a key component
of cloud security. Artificial intelligence (Al) and machine learning techniques have the
potential to improve the effectiveness of access control systems.(Rathod, Parekh and
Dholariya, 2021) (Kumar et al., 2022) For example, Al can be used to identify and predict
security threats, such as malware or unauthorized access attempts, and automate access
control decision-making processes.(Mohammad and Pradhan, 2021).

A Cloud Access Security Broker (CASB) is a security solution that helps organizations
protect their data and users in the cloud. It acts as a intermediary between the organization's
on-premises infrastructure and the cloud, monitoring and enforcing security policies on cloud
usage and activity. CASBs offer a range of security features, including monitoring and
reporting on cloud usage, enforcing access controls, detecting and preventing data leaks, and
providing data loss prevention (DLP) capabilities.(Ahmad, Mehfuz and Beg, 2021)

2.1 Cloud Access Security Broker

A CASB is a security system that acts as a mediator between clients and cloud-based
resources, enforcing security policies and providing a secure communication channel



between the two. CASBs can be used to enforce a variety of security measures, including
access control, data loss prevention, and threat detection.(Badhwar, 2021b) In the paper (Liu
et al., 2017) the authors propose the use of a CASB to facilitate the search and sharing of
encrypted data in the cloud. Encrypting data can help to protect it from unauthorized access,
but it also makes it more difficult to search and share. The proposed CASB aims to address
this challenge by allowing users to search and share encrypted data while still maintaining the
security benefits of encryption. A CASB-based approach to encrypted data search and
sharing has the potential to improve the security and usability of cloud-based systems.
However, the use of a CASB also introduces new challenges and potential risks, such as the
potential for errors or bias in the decision-making process and concerns about the
transparency and explainability of the system. Therefore, it is important for research on
CASBs to consider and address these issues. Further research is needed to fully understand
the benefits and drawbacks of using a CASB in this context, as well as to address the
challenges and risks associated with its use.

The researchers (Fossum and Andersen, 2021) propose the use of a CASB to improve
the security of cloud-based healthcare services. They also propose a discussion framework
for evaluating the security of cloud healthcare services that considers various factors such as
the security of data in transit, the security of data at rest, the security of access control, and
the security of data sharing. The use of a CASB in the healthcare industry has the potential to
improve the security of cloud-based healthcare services.

The authors (Ahmad et al., 2022) conduct a systematic review of existing research on
CASBs. They use a methodology called RSM (Requirements Specification Method) analysis
to identify and evaluate the key features and requirements of CASBs. The authors find that
CASBs have the potential to improve the security of cloud-based systems by enforcing
security policies, detecting and mitigating threats, and providing a secure communication
channel between clients and cloud resources. The systematic literature review suggests that
CASBs have the potential to enhance the security of cloud-based systems. However, further
research is needed to fully understand the benefits and drawbacks of using a CASB, as well
as to address the challenges and risks associated with its use.

The COVID-19 pandemic has led to a significant shift in the way people work, with
many organizations implementing remote work policies in order to ensure the continuation of
business operations.(Ahmad, Mehfuz and Beg, 2020) One key aspect of securely working
from home (WFH) is the use of Cloud Access Security Broker (CASB) policies. CASB
policies provide an additional layer of security for cloud-based services, such as those used
for remote work. CASB policies can also help to prevent data breaches, as they can detect
and block suspicious activity in real-time. CASB policies can help to prevent data breaches
and protect sensitive company information. This is especially important given the increased
reliance on cloud-based services and the potential for cyber threats to increase during the
pandemic. Overall, the use of CASB policies can be an effective way to securely enable
WFH during the COVID-19 pandemic. As such, organizations should consider implementing
CASB policies as part of their remote work strategies.

There are several benefits to using CASB for secure access to cloud services. It can
provide an additional layer of security for users accessing the service. (Twum, B. and K.,
2020)This is particularly important for organizations that have a large number of users
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accessing the service, as it can help to prevent data breaches and protect sensitive company
information. CASB can help to ensure compliance with security protocols and regulations.
This can be especially important for regulated industries, such as healthcare and finance,
where compliance with data protection laws is critical.(Kemp, 2018) It is an effective pattern
for providing secure access to cloud services. It can provide an additional layer of security for
users, help to prevent data breaches, and ensure compliance with security protocols and
regulations. (Ahmad, Mehfuz and Beg, 2019)As such, organizations should consider
implementing CASB as part of their cloud security strategy.

CASBs can provide a powerful and flexible solution for securing access to cloud
services. However, there are also challenges to consider, such as the potential for CASBs to
create latency or other performance issues, and the need for robust data management and
privacy protocols.(Fernandez, Yoshioka and Washizaki, no date)

2.2 Machine learning in CASB Solutions

Machine learning algorithms can be used to identify anomalous behaviour in network traffic
or user activity, which can indicate the presence of a potential threat.(Nassif et al., 2021)
(Agarwal et al., 2021)These algorithms can also be used to classify different types of cyber
threats, such as malware or phishing attacks, and to predict the likelihood of future
attacks.(Badhwar, 2021a) By leveraging the vast amounts of data generated in cloud
environments, big data analytics can provide more accurate and comprehensive insights into
potential security threats. For example, big data analytics can be used to identify patterns and
correlations in data that may not be apparent using traditional data analysis
techniques.(Mohammad and Pradhan, 2021)

There have also been efforts to integrate machine learning and big data analytics with
other security technologies, such as security information and event management (SIEM)
systems and intrusion detection and prevention systems (IDPS).(Badhwar, 2021a) These
integrations can enhance the ability of these systems to detect and respond to cyber threats in
real-time. The researchers (Waskle, Parashar and Singh, 2020), (Meng et al., 2018) propose a
method for creating effective IDS that makes use of the random forest classification
algorithm and principal component analysis (PCA) is proposed. While the random forest will
aid in categorizationthe PCA will assist in organizing the dataset by lowering its
dimensionality. PCA is also proven to be suitable to detect abnormal behaviour in networks.
(Al-Fawa’reh et al., 2022)

In the paper by (Bhattacharya et al., 2021), the authors propose the use of a security
broker that utilizes Al to dynamically enforce access control policies in the cloud. A security
broker acts as a mediator between clients and resources, enforcing security policies and
providing a secure communication channel between the two. By using Al to dynamically
update and enforce access control policies, the proposed security broker aims to improve the
security and usability of cloud-based systems.(Feng, Feng and Dawam, 2020) However, the
use of Al in security systems also introduces new challenges and potential risks.(\Waguie and
Al-Turjman, 2022) For example, there is the potential for bias or errors in the decision-
making process, as well as concerns about the transparency and explain ability of Al-based
systems. Therefore, it is important for research on the use of Al in security systems to
consider and address these issues. Further research is needed to fully understand the benefits
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and drawbacks of using Al in access control, as well as to address the challenges and risks

associated with its use.

2.3 Research Niche

Table 1: Research Summary

Related Works

Strengths

Limitations

(Bhattacharya et al., 2021)

Dynamic CASB solution

Does not work with real time

discussed data
(Rathod, Parekh and Observe, Response, | Implementation in cloud
Dholariya, 2021) Compliance, Awareness | systems not defined

approach proposed

(Liu etal., 2017)

Framework for encrypted

data search using CASB

Performance overhead in

huge datasets

(Fernandez, Yoshioka and
Washizaki, no date)

Standard CASB framework

proposed

No practical applications

discussed

(Lee et al., 2017)

SIEM architecture for cloud

systems

Proposed model

configuration not discussed

(Ahmad, Mehfuz and Beg,
2020)

Proposes CASB policies for

remote working

Lacks clarity in terms of

implementation

(Ahmad et al., 2022)

RSM analysis on CASB is
highlighted

Cloud provider decision-

making needs work.

(Kumar et al., 2022)

Security, data protection in

cloud computing discussed

Specific ML models could

have been discussed

(Kumar and Goyal, 2019)

Outlines the criteria for cloud
security, as well as any
threats that have been found,
known weaknesses, and

suggested solutions.

It lacks clarity on tailored
solutions to specific

cybersecurity issues

(Mohammad and Pradhan,
2021)

Several machine learning
algorithms have been
discussed based on accuracy,
precision and many other

factors

Network level security

analysis is less accurate

(Nassif et al., 2021)

Provides a systematic review

Work is restricted to small




of cloud security systems number of papers
employing machine learning

(Kemp, 2018) Discusses cloud security Does not consider
from a legal perspective compliance with local
regulations
(Fossum and Andersen, Explores the merits and Poor dataset
2021) demerits of using CASB in

healthcare services

(Waskle, Parashar and Singh, | Results have high accuracy Other methods have not been
2020) and low error rate (0.21%) explored

(Badhwar, 2021b) Discusses cloud security Poor monitoring controls for
controls to be employed by data visibility

organizations

(Ahmad, Mehfuz and Beg, Describes a case study Lacks clarity in terms of
2019) solution remediation steps
(Meng et al., 2018) Deep learning for insider False alarm rate is high

threat detection

(Feng, Feng and Dawam, Al strategy for cybersecurity | Compliance issues

2020)

(Waguie and Al-Turjman, Suggests solutions to edge Lacks data security over the
2022) computing security network

(Agarwal et al., 2021) Intrusion detection using ML | Complex machine learning

approaches need to be
considered

3 Research Methodology

A significant element of this research paper is to identity user access patterns in cloud and
recognise the threats and diversions from intended behaviour. For this purpose, the technique
known as KDD, or Knowledge Discovery in Databases is used to find useful and significant
patterns in huge datasets. This process involves many steps as discussed below.
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Figure 1 Research Methodology

3.1 Data Gathering

The suggested solution identifies security issues within a tenancy by collecting raw signal
data and analysing it according to the detector criteria. Raw signal data is acquired by
executing configuration scans on the various services and resources provisioned in each
cloud tenancy and ingesting cloud audit data.

All the resources in a cloud tenancy of an organisation were monitored using the
proposed CASB solution for incoming threats. Data was gathered from audit logs enabled in
the cloud tenancy using APIs. Apart from that, the resource data, activity data was also
collected using API adapters.

3.2 Data Preprocessing

This involves cleaning and formatting the data to ensure that it is ready for analysis. The
dataset gathered from audit logs is converted to JSON format to group the data for
‘password-guessing’, ‘privilege-escalation’, ‘impossible-travel’, ‘password-spraying’ and
‘persistence’. The data was cleaned to remove stale activity data, stale cloud resource data
and stale findings data.

Each of these groups had data in attribute-value pairs. The attributes associated with each
resource data include ‘ip address’, ‘id’, ‘tenancyid’, ‘resourcename’, ‘authtype’, ‘eventTime’,
‘source’, ‘userAgent’, and ‘signalDate’.

For the scope of this paper, audit data has been used to identify anomalous accesses to
cloud resources. The dataframe consists of ‘ip_address’, ‘total_users’, ‘failed logins’,
‘successful_logins, ‘failed_logins_users’, ‘successful_login_users.

3.3 Data Transformation

This entails modifying the data in some way to make it more conducive to analysis, as by
summarizing or aggregating it. Since, it is an unsupervised model, we do not have to split
training and test data as data is identified at real time. The data received after dropping
unnecessary columns, are binary encoded. The data is then randomly shuffled to train the
PCA model.

3.4 Data Modelling

Principal Component Analysis (PCA) is an unsupervised machine learning approach that
reduces the dimensions of a dataset while maintaining as much information as necessary. To
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do this, a new set of features termed components that are hybrids of the original features and
are uncorrelated with one another are discovered. Additionally, they are limited so that the
first component explains the maximum amount of data variability, the second component the
next-highest amount, and so on.

3.5 Pattern Evaluation and Presentation

Data patterns or trends that can point to the existence of a threat can be found using PCA. In
this case, PCA is used to analyse user access data to spot any irregularities or suspicious
activities that can point to a cyberattack.
Each user activity data is analysed to calculate the risk score associated. Each of the problems
detected by the CASB solution is categorised as Critical, High, Medium, Low or Minimal
based on the problem identified.

At the same time, user accesses are also detected and associated risk score is calculated
for each user in the tenancy. Thus, the model identifies the user activity patterns for each user
and detects any deviation from the intended behaviour.

4 Design Specification

The proposed Adaptive CASB solution is composed of two components — Data pane and the
Control Pane. For this research, the solution is used to monitor resources of a cloud tenancy
in an organization.

Monitored resources:

The monitored resources are deployed in the same tenancy across the same Virtual Cloud
Network (VCN) in different subnets. These resources include Web server Compute instances
(Virtual Machines, Bare Metal instances), Load Balancer, Database System, Storage,
Networking, Audit Vault.

Control Pane:

CASB API — This allows users to configure rules for detection.

Administration API — Allows admin users to fetch specific configuration details, data

Data Pane:

Configuration Adapter - Scans all the resources in the tenancy and pushes the resource data to
the Signals API

Activity Adapter — Scans the audit logs from the tenancy and pushes the data to the Signals
API

Signals APl — Validates the resource data and activity data and pushes the valid data to the
Detectors

Findings APl — Receives the findings (events) data from the detectors and pushes it to the
Database for updation

Detector — Applies rules to the tenancy data, creates findings and pushes findings data to
Findings API

Correlation Engine — Modifies all the findings for the tenant and creates a problem or an alert
in case of a possible security event.
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Figure 2 Adaptive CASB Architecture Diagram

The machine learning model used with the Adaptive CASB solution uses a Principal
Component analysis (PCA) approach. The CASB collects information from multiple sources,
including user activity logs, audit logs and other resources. The database system houses these
logs. To eliminate duplications, fix errors, and prepare the data for analysis, the acquired data
is pre-processed. Categorical variables may be subjected to processes like normalization,
scaling, and encoding. By locating the key patterns in the data and mapping the data onto a
lower-dimensional space, PCA is used to reduce the dimensionality of the data. After the data
has been reduced, it is examined for anomalies or strange patterns that might point to security
threats. In the event of a security event such as password spraying, the CASB solution can
identify and notify about the threat.

4.1 Tools used for the project
The programming languages used in this project are Java and Python. Java is used to write
the Apache flink job that runs detections on incoming events using the trained model. It is
also used for processing incoming events from the auth layer, data aggregation and updation
to the database. Python is used for the machine learning code which is a scheduled job
responsible for training the model.

The libraries used are pyhocon, numpy, pandas and scikit-learn. Apache flink is also
used to process threat detections in real time.

5 Implementation

The Adaptive CASB Solution is deployed in between the cloud users and the applications on
cloud. It acts as a gateway which monitors all user accesses and stores data about all the
accesses. This same data in real time is used to train the machine learning model to identify
anomalous accesses.
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Figure 3 Adaptive CASB implementation in a Cloud tenancy

In the figure above, the internal network and systems of the company, including its
servers, workstations, and other hardware, are represented by the on-premises infrastructure.
The Adaptive CASB solution's main building block is the CASB gateway. It stands between
the organization's on-premises infrastructure and its cloud-based applications. The numerous
SaaS, PaaS, and laaS services that the enterprise utilizes are depicted by the cloud
applications. These could be infrastructure services, CRM tools, productivity applications or
any other internal applications.

The gateway receives data from the user access such as the location, IP-address,
timestamp, resource ID, etc. It also receives data from several APl endpoints of the cloud
resources.

The data flow diagram is shown below.

CASB Adapters ingests data from the Audit service in order to listen for events that
resulted in a change in resource status. These messages are known as Activity Signals. The
activity adapter ingests data from the audit logs and the configuration adapter ingests data
from the APIs of other cloud resources. To determine the state of the resource, the
configuration adapter ingests data utilizing client APIs made available by the services. These
signals are referred to as Configuration Signal.

By converting the ingested event and resource state data into the JSON entity, it is shared
with the Signals REST API. The validated signal is sent to the Signals Stream for the detector
engine to process. The Detector Engine receives incoming signals from the Signals Stream
and evaluates rules to determine whether there may be a problem (threat).

If there is a threat or anomalous activity identified, the Detector engine sends the finding
to the CASB API which updates the dashboard to tag it as a risk. The reporting dashboard
receives the potential issues identified by the Detector Engine. This is called Finding. The
Finding entity is forwarded Findings REST API. This is then sent to the Findings Stream and
then for the correlation engine to process.

When a new problem is created or an existing problem is linked to a new finding, the
correlation engine consumes the incoming finding from the findings stream. The Correlation
Engine publishes the problem it has created or changed to the Problems Stream. The issue
created or modified by the correlation engine is saved in the database. The Correlation
Engine shares the Problem it has created or modified with the Reporting Tenancy.
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Figure 4 Data flow diagram

In order to configure resources, view issues and associated analytics data, and view
problems, End-User interacts via API/CLI/SDK/Console/Terraform. Users interact with the
database if they are interested in data about problems, responders, analytics, and associated
entities. Thus, when end users interact with the console, they can view the risk score of the
users and resources in the cloud tenancy. They can also view and modify the detector rules
associated with the cloud tenancy.

This deployment provides visibility to all malicious activity since it can detect all
activities dynamically using machine learning model. Principal Component Analysis is an
unsupervised learning method, which helps reduce the dimensionality of the data consumed
by the CASB Adapters. This makes it suitable for identifying multiple threats including
password spraying.

6 Evaluation

This research constitutes of two parts — the CASB solution which detects and notifies the
threats and the machine learning model which uses PCA to identify anomalies dynamically
and powers the CASB solution to detect the risks dynamically. The results of each of these
components are discussed below.



6.1 Principal Component Analysis (PCA)

The data used for this CASB solution is taken in real time and has a huge number of
components or attributes. The main objective of this experiment is to use Principal
Component analysis to reduce the dimensionality of the data and create a new vector space.
Firstly, a dataframe with the suitable column (ip_address) is created which will be appended
with all the attributes. Standard scaler is used to reduce the differences between the values.
That is, by using Standard Deviation =1 and Mean =0 , the values are scaled down. The
number of components in the data is reduced to n=2 to fit the scaled data. As we can see from
the figure below, the number of dimensions is reduced and the standardized dataset is scaled
down for accurate analysis.

Traning dataset Standardized daiaset after PCA

6

4 class 0 4 A class0
class 1 class 1
class 2 class 2

=

Second Component
>
Second Component

w

N0 N5 120 125 130 135 140 145 150 —4 -2 ] 2 4
First Component First Component

Figure 5 PCA to reduce dimensionality

Data from the audit logs of the cloud resources in a cloud tenancy of an organization
is taken in real time, which consists of all the detection rules, IP addresses, Failed and
Successful logins. Based on this data, the unsupervised model was trained and the model test
accuracy is found to be 98% and the validation accuracy is 85%

10 Pp—
0.8 — W_\
/5 \ /‘f\/ Training data
/ fW
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0.4 / p/\r
0.2 /»-f
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Y,
0.0
0 20 40 60 80 100

Figure 6 Model Accuracy

6.2 CASB Findings

The objective of this experiment is to calculate the risk score associated with each resource
on the cloud tenancy including Users, applications, compute instances, etc. As we can see
below, the detector rules and risk levels are configured from the user interface. This is
accessed by the CASB solution via the Configuration adapter.
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Detector rule - Risk level Status Settings configured Conditional group

VCN deleted Medium Enabled Not allowed No
VCN created Low Enabled Not allowed No
VCN Security List ingress rules changed Medium Enabled Not allowed No
VCN Security List egress rules changed Medium Enabled Not allowed No
VCN Security List deleted Medium Enabled Not allowed No
WCN Security List created Low Enabled Not allowed No
VCN Route Table changed Medium Enabled Not allowed No
VCN Network Security Group ingress rule changed Medium Enabled Not allowed No
VCN Network Security Group egress rule changed Medium Enabled Not allowed No
VCN Network Security Group Deleted @ High Enabled Not allowed No
VCN Local Peering Gateway changed Medium Enabled Not allowed No
VCN Intemet Gateway terminated Low Enabled Not allowed No
VCN Internet Gateway created Medium Enabled Not allowed No

Figure 7 Detector Rules

Based on these detector rules, the threshold is selected by the CASB solution and it
calculates the risk score associated with each resource. The risks are classified as Critical,
High, Medium, Low or Minor based on the detector rules

Risk score v | Sightings Tactics = Resource type First detected Last detected

55.67 40 4 User Thu, Jun 2, 2022, 14:14:42 UTC Wed, Dec 28, 2022, 17:12:25 UTC
4749 8 3 User Tue, Aug 30, 2022, 03:03:13 UTC Tue, Dec 27, 2022, 09:40:49 UTC
42.34 15 2 User Fri, Sep 9, 2022, 10:14:32 UTC Tue, Dec 27, 2022, 09:40:49 UTC
40.13 13 4 User Fri, Aug 26, 2022, 09:13:59 UTC Tue, Dec 27, 2022, 09:40:49 UTC

34.4 19 5 User Fri, Jul 1, 2022, 10:22:17 UTC Tue, Dec 27, 2022, 09:40:49 UTC
30.19 11 User Tue, Dec 6, 2022, 12:15:13 UTC Tue, Dec 27, 2022, 09:40:49 UTC

237 7 2 User Wed, Aug 17, 2022, 10:24:21 UTC Tue, Dec 27, 2022, 09:40:49 UTC
23.09 2 1 User Thu, Dec 1, 2022, 14:12:59 UTC Tue, Dec 27, 2022, 09:40:49 UTC
22.87 13 2 User Wed, Jul 20, 2022, 16:27:56 UTC Tue, Dec 27, 2022, 09:40:49 UTC
21.01 6 2 User Fri, Sep 2, 2022, 12:14:10 UTC Tue, Dec 27, 2022, 09:40:49 UTC

18.6 5 2 User Mon, Sep 26, 2022, 12:25:08 UTC Tue, Dec 27, 2022, 09:40:49 UTC
12.85 2 1 User Fri, Sep 2, 2022, 14:13:57 UTC Tue, Dec 27, 2022, 09:40:49 UTC
12.34 6 4 User Sat, Aug 27, 2022, 03:03:16 UTC Tue, Dec 27, 2022, 09:40:49 UTC

Figure 8 Risk score of the resources

The total number of 507 risks are identified by the CASB solution is classified and
shown on the dashboard as shown below. The risk score of the users over a 30 day period is
also shown.

N L
507 1

Total

I Minor

Figure 9 Risk Findings
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30-day risk score trend

Risk score

Figure 10 Risk score trend of users in the tenancy

6.3 Discussion

The solution developed is an Adaptive CASB solution, which used machine learning to
detect and identify anomalous accesses to the user resources. This paper utilises principal
component analysis to minimize the dimensionality of real time data which makes the model
more accurate. It can identify the anomalous accesses by evaluating it against a threshold set
by the detector rules. The main strength of this solution is that the model can respond to
events at a real time and keeps learning as and when more data is collected. This allows the
CASB solution to detect and notify threats dynamically and introduce new rules based on the
trends observed in the collected audit logs.

7 Conclusion and Future Work

This research focuses on the importance of Cloud access security brokers in cloud
deployments and how machine learning can power the standard CASB solutions to respond
to threats dynamically at real time. The proposed solution uses principal component analysis
to identify user access patterns and detect anomalous accesses. The primary advantage of this
technique is that the model can react to events in real time and continues to learn as new data
is acquired. This enables the CASB system to dynamically identify and alert risks, as well as
propose new rules based on patterns seen in the gathered audit logs.

Some of the limitations of this research includes the lack of access to high volume
real time data which can train the model to detect anomalies more accurately. This research
was conducted on a small number of resources deployed on a cloud tenancy with restricted
access to the audit logs. The model could have been accurately assessed if there was access to
more data and the resources monitored were complex and higher in volume. Another
limitation of the solution is that it only detects the risks and notifies about the anomalous
accesses. There are no measures taken to stop or remediate the findings.

The research can be extended in future by integrating CASB with the remediation
solutions such that it completes overall security lifecycle of the cloud resources. This can
include responders which can take corrective action based on the problem events generated
by the CASB solution. It can also be further enhanced by using various other machine
learning models to improve the performance and accuracy such that they are well equipped to
handle potential risks.
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