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1 Introduction 
 

The configuration manual is a report which helps us to understand the steps used for this 

project. It includes a guide for the development, implementation, installation, and for the 

deployment of the project ” A Hybrid IDS using Machine Learning and Semantic Rules for 

Modern Power System to detect cyber-attacks” presented in this report. The main motive of 

this manual is to help and support at every stage of the process to achieve the final output and 

results, which are in this report. The manual consists of all the information about hardware, 

software, and procedures that are used to implement this project. 

 

2 System Specification 
The specification of the system is as follows, 

• AMD Ryzen 7 4800H with Radeon Graphics           @ 2.90 GHz 

• GPU; Nvidia Geforce RTX 3050 

• RAM; 24 GB 

• SSD; 1TB + 500 Gb 

• System Type: 64-bit Operating Systems 

• Operating System: Windows 11 

 

3 Software Specifications 
In this section, we will discuss the software specification used to implement this model. The 

Anaconda prompt is used for this project and python is used as a programming language. 

There are some other libraries and packages installed to get proper and systematic results. 

• Anaconda Prompt 

• Python 3.9.12 

• Sublime text 3.0 

• Pandas 

• Pickle 

• Tkinter 

• NumPy 

• Anaconda Navigator 

• Matplotlib 

• Joblib 

• Kali linux 

• Ubuntu 18.04 

• Virtual Box 

 

4 Steps for Configuration of Machine Learning 
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1. To download and install Anaconda3  (Anconda, 2022) 

2. extract the ‘ml_env.rar’ folder and paste it to the anaconda3’s envs folder  

3. Extract the  ‘HIDS_Fullcode 1’  folder  

4. Run the Anaconda Navigator 

5. Open in the anaconda3  prompt and in prompt used the command cd/d to change the 

directory to HIDS Fullcode 1. 

6. (cd) Navigate to ‘HIDS_Fullcode 1’ folder. 

7. Now run command: conda activate ml_env 

8. Run command: python output_nsl_kdd.py 

9. Run command : python output edge_iiot.py  

 

 
 

                                              Figure 1 : Anaconda Navigator 

 

 
                                                          Figure 2: ml_env 
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5 Steps for Configuration of Virtual Machines and Custom 

rules for Snort 
1. Download and Install VirtualBox (Virtual Box, 2022). 

2. Set up an environment. 

3. Download Kali Linux and install select the network as a host-only adapter. 

4. Download and install Ubuntu 18.04 and select the network as a host-only adapter 

(Ubuntu, n.d.). 

5. Here Kali Linux is attacking the machine and Ubuntu is the victim machine. 

6. Then in the Ubuntu terminal type sudo apt-get install snort -y 

7. Install the snort packages and select Ok. 

8. Then in another terminal check the interface name and Ip address of the victim 

machine using “ifconfig” 

9. Then Open snort configuration file and then type sudo nano /etc/snort/snort.conf 

10. 'ipvar HOME_NET any' change to 'ipvar HOME_NET ip address'. In this write the 

address of the victim machine. 

11. To view snort rules, use ls or cd/etc/snort/rules/ 

12. If we change any rules, we need to test the configuration file using the command. 

13. sudo snort -T -c /etc/snort/snort.conf 

14. The snort will start listening to the network packets using the command. 

15. sudo snort -A console -c /etc/snort/snort.conf 

16. Then copy the IP address of the victim machine  (Ubuntu) and the Open terminal in 

kali linux. 

17. nmap of this Ip provided in kali linux terminal to "Scan Ubuntu System”. 

18. Then type the nmap address in kali and we can see that snort will be detecting 

information leak in Ubuntu system. 

19. Then we can send ping to Ubuntu system, and we can see that snort is detecting ICMP 

ping. 

20. To perform DDOS attack use command 

21. sudo apt install hping3 -y 

22. sudo hping3 -S -p 80 --flood --rand-source 192.168.56.101 in this we can see that 

multiple botnets are used to create network traffic at the victim IP address. 

23. Now we can see that Snort is detecting DDOS attack. 

24. For FTP Brute Force attack 

25. ftp and the IP address of the victim machine. 

26. For SSH Brute Force attack. 

27. ssh and the IP address of the victim machine. 

28. For example- ssh 192.168.56.101  

 

 
 

6 Procedure for Machine Learning 
 

6.1 Pre-Processing the data 
➢ Loading the Edge-IIoT dataset and removing the unwanted columns, duplicate rows, 

null values and removing other attack categories. 

➢ Loading the NSL-KDD dataset setting up the column plus data and creating  a new 

csv file. 
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                                     Figure 3: Pre- Processing Edge-IIoT dataset  

 

 
 

                             Figure 4: Pre- Processing NSL-KDD  dataset 
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6.2 Feature selection 
 

 
 

Figure 5: Best 14 features are selected from Edge-IIoT dataset 

 

 
 

Figure 6: Best 15 features are selected from NSL-KDD dataset 

 

 
 

Figure 7: Feature selection function using the Annova classifier 
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6.3 Training and Testing of models 
 

 
 

Figure 8: Training and testing of Edge-IIoT dataset and using smote for standardization. 

 

 
 

Figure 9: Training and testing of NSL-KDD dataset and using smote for standardization. 
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6.4 Results 

 
Figure 10: MiTM attack is detected in Edge-IIoT dataset 

 

 
Figure 11: DDOS attack is detected for NSl-KDD dataset 
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7 Procedure for Virtual Box 
 
 

 
 

Figure 12: Snort configuration 
 
 

 
Figure 13: Snort rules 
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Figure 14: Custom rules for Snort 
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