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1 Introduction 
 

This document has been created to discuss the steps involved in the implementation of 

the research project – “Cyber Awareness Initiative Using Gamification”. The configuration 

manuals provide a detailed step-by-step process of how the study was conducted. The 

research aims to determine What is the effect of empowering employees via cybersecurity 

awareness? 

This implementation involves the use of a systematic process developed to monitor 

employee participation in the cyber awareness campaign conducted by an organisation by 

showing them their performance and progress. 

1.1 Data Gathering 

1.1.1 Human Resources 

The participants were a group of employees from whom the least and appropriate of 

amount of data were collected to successfully complete this project. Data for each participant 

was gathered by providing the phishing simulation team the name and email ID of the 

participants who agreed to take part in the research. 

1.1.2 Cloud Storage Resources 

Cloud services of the Google platform available in the organisation were used for the 

storage of the data, the drive was terminated which ensures that the data were purged without 

violating any ethical or privacy concerns. 

1.1.3 Process 

1. Participants within a team were contacted first to explain the experiment and 

retrieve consent for using their simulated phishing mail response and cyber 

awareness quiz results.  

2. Data protection team and phishing simulation team were contacted to explain the 

research and request the data required from them for the participants who gave 

consent to participate in the research. 

3. The phishing simulation team was provided the name and email ID of the 

participants.  

4. When the results of simulated phishing mail responses were obtained from the 

team, the following data were stored: 

• Name (Data type - General) 

• Email ID (Data type - General) 

• Location (Data type - General) 

• Date (Data type - Date) 
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• Got phished in the previous simulation (Data type - General) 

• Opened the phishing mail (Data type - General) 

• Clicked the link (Data type - General) 

• Reported the mail as a phishing mail (Data type - General) 

 

 
1 - Google sheet containing simulated phishing mail results 

5. The following data were obtained and stored when the cyber awareness quiz which 

was created using Google Forms was conducted: 

• Email ID (Data type - General) 

• Date (Data type - Date) 

• Quiz results (Data type - General) 

• Participant consent 

 

 
2 - Google sheet containing quiz results 

1.2 Phishing Mails Simulation 

1. The phishing mails were generated by a dedicated team within the organisation. 

2. The responses to the phishing mails were stored by the data protection team within 

the organisation.  

3. The responses and related data of the participants of the research were extracted and 

stored securely in a Google Sheet in the organisation’s Drive and retrieved when 

needed. 

4. Sample phishing mail shown below: 
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       3 - Simulated phishing mail 

 

1.3 Cyber Awareness Program 

1. As part of the cyber awareness program every week one article on a cyber-attack topic 

was created by the team that is responsible for running the phishing simulations. 

2. The articles were released in the internal portal for employees over the course of four 

weeks. The articles explained the following: 

a.  The type of the cyber attack 

b.  Essential tips to stay safe  

c. Steps to report to relevant teams within the organisation which would be 

applicable to all the participants of this research. 
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4 - Articles related to cyber awareness 
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1.4 Cyber Awareness Quiz 

This part of the manual talks about the creation of a questionnaire using Google Forms. 

1. The quiz was conducted at the end of publishing all articles.  

2. The questions of the quiz were simple and entirely based on the awareness 

program conducted within the organisation as shown in the images below:  
 

 

 

 

X
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1.5 Decision-Strategy Based Model 

Based on the data from the previous section, the participants were divided into categories 

of 2 types which is - Phished and Not Phished.  

1. The participants that were phished were automatically subjected to security training 

videos by the dedicated team within the organisation. 

2. Points for Phished or Not Phished:  

a. The points were +100 points for participants that reported the phishing mail. 

b. The points were +50 points for participants that did not report the phishing 

mail but also did not click the link. 

c. The points were -50 points for the phished participants.  

3. Points for Assessment: The topics for the quiz were published in the organisation’s 

internal portal over the course of 1 month and a pass percentage of 80% was set for 

the quiz.  

a. The participants who passed the cyber awareness quiz were awarded a total of 

+100 points.  

b. The participants who failed the quiz were awarded 0 points  

c. The participants who did not attempt the quiz were awarded -20 points. 
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Summary of Points 

 

 

1.6 Data Visualisation Resources 

The data from Google Sheets were loaded to the Microsoft Power BI desktop application to 

visualise them using various graphs, trend lines, tables, and pie charts. 

 

 
5 – Leader board of participants 

 

 
6 - Dashboard for management 

Phishing mail response points Quiz response points 
Clicked on link -50  Passed  +100 
Ignored mail -10  Failed  0 
Reported mail +100  Did not attempt  -20 
Neither reported nor phished +50   
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2 Conclusion 
 

This configuration manual contains the detailed steps pertaining to the process undertaken 

and is structured by the phases in sequential format of the research and ensures that it can be 

reused. 



19. Appendix H - Monthly Internship Activity Report 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and 
what you have learned during that month. The Internship Activity Report must be signed off by 
your Company and included in the configuration manual as part of the portfolio submission. 

Student Name: Sabahath Rlzwana Palappurath Showkath Student number: 21151474 

Company: PwC Month Commencing: September 

1. NIST Cybersecurity framework maturity assessment project 

1.Develop workshop notes based on the evidence documents received from clients. 

2.Prepare weekly status deck in advance of the weekly status calls with the client. 

3.Map the client's ERSA framework with NIST framework. 

2. Research internship: 

1.Talk to stakeholders and get the required approvals for starting the project. 

2.Get consent of participants for the project 

3.Talk to data protection officer and get the approvals for getting phishing results for the target participants 

4.Talk to phishing simulation team and discuss the data required for the targeted participants and the timeline. 

Employer comments 
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Industry Supervisor Signature: Date: 15-10-2022 
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19. Appendix H - Monthly Internship Activity Report 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and 
what you have learned during that month. The Internship Activity Report must be signed off by 
your Company and included in the configuration manual as part of the portfolio submission. 

Student Name: Sabahath Rlzwana Palappurath Showkath Student number: 21151474 

Company: PwC Month Commencing: October 

1. NIST Cybersecurity framework maturity assessment project 

1.Transfer workshop responses to NIST Assessment tool and categorize the current state of the clients into strengths and constraints, 

2.Prepare weekly status deck in advance of the weekly status calls with the client, 

3.Sanitize previously used report templates for the executive suinnary and detailed, reports. 

2. Research internship: 

1.Create a dashboard showing leader board and performance average of participants. 

2.Preparing the cyber awareness quiz for the participants. 

3.Retrieve the first phishing simulation results, analyse it and map points based on participants getting phished or not phished. 

4.Engage participants by showing their performance till date, 
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19. Appendix H - Monthly Internship Activity Report 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and 
what you have learned during that month. The Internship Activity Report must be signed off by 
your Company and included in the configuration manual as part of the portfolio submission. 

Student Name: Sabahath Rlzwana Palappurath Showkath Student number: 2115 1474 

Company: PwC Month Commencing: November 

1. N1ST Cybersecurity framework maturity assessment project 

1.Work with the team in preparing the executive summary report. 

2.Work with the team in preparing the detailed report. 

3.Prepare weekly status deck in advance of the weekly status calls with the client. 

2. Research internship: 

1.Design the leader board for participants 

2.Design executive summary dashboard consisting of trend he of performance, critical data for the management who make critical business 

3.Retrieve the quiz results, analyse it and map points based on participants passing, failing or ignoring the quiz. 

4.Engaging participants by showing their performance till date. 

5.Retrieve the last phishing simulation results, analyse it and map points based on participants getting phished or not phished. 

6.Reward the winners 

Employer comments 
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