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1 Research Lab

A personal PC, MacBook Pro, was used to set up the testing lab for this research, with the
following specification
e Processor — 2.6 GHz 6-core Intel Core i7
Memory — 32 GB 2400 MHz ddr4
Startup Disk — Macintosh HD
Graphics — Intel UHD Graphics 630 1536 MB
OS — macOS Monterey (Version 12.6)

2 Applications
2.1 Anaconda

Anaconda offers the easiest way to perform Python/R data science and machine learning on a
single machine. It is an open-source package and environment management system that runs
on Windows, macOS, and Linux. It quickly installs, runs, and updates packages and their
dependencies. It also easily creates, saves, loads, and switches between environments on your
local computer. It was created for Python programs, but it can package and distribute
software for any language (Anaconda, 2022).

Version Used: 2022.10 (This comes with Python 3.9 and conda v22. 9.0)
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Figure 1: Anaconda Dashboard

2.2 Jupyter Notebook

Jupyter is an open-sourced project created to support interactive data science and scientific
computing across programming languages. Jupyter offers a web-based environment for
working with notebooks containing code, data, and text. Jupyter notebooks are the standard
workspace for most data scientists (Anaconda, 2022).

Version used: 6.4.12
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Figure 2: Jupyter Notebook Dashboard

2.3 Python (Pre-installed in Anaconda)

Python is an interpreted, object-oriented, high-level programming language with dynamic
semantics. Its high-level built-in data structures, combined with dynamic typing and dynamic
binding, make it very attractive for Rapid Application Development, as well as for use as a
scripting or glue language to connect existing components together. Python's simple, easy to
learn syntax emphasizes readability and therefore reduces the cost of program maintenance.
Python supports modules and packages, which encourages program modularity and code
reuse. The Python interpreter and the extensive standard library are available in source or
binary form without charge for all major platforms and can be freely distributed (Python,
2022).

Python 3 is a newer version of the Python programming language which was released in
December 2008. This version was mainly released to fix problems that exist in Python 2. The
nature of these changes is such that Python 3 was incompatible with Python 2. It is backward
incompatible (guru99, 2022)

2.4 Conda (Pre-installed in Anaconda)

Conda is an open-source package and environment management system that runs on
Windows, macQOS, and Linux. Conda quickly installs, runs, and updates packages and their
dependencies. It also easily creates, saves, loads, and switches between environments on your
local computer. It was created for Python programs, but it can package and distribute
software for any language (Anaconda, 2022).

Version used: 22.9.0
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3 Install Guide

3.1 Anaconda (Anaconda, 2022):
1) Download the graphical macOS installer for your version of Python.
2) Double-click the downloaded file and click Continue to start the installation.
3) Answer the prompts on the Introduction, Read Me, and License screens.

4) Click Install for me only is the default (and recommended) selection. Click
Continue to return to Installation Type.

5) Click Install to install Anaconda in the opt folder in your user directory
(recommended).

6) Once the install is complete, click Continue.
7) Continue without Dataspell, click Continue.

8) A successful installation displays

3.2 Python Libraries
1) Open terminal (Mac).
2) Type ‘Pip install Brew’ and click enter (Wait to finish installing).
3) Type ‘brew install libomp’ and click enter (Wait to finish installing).
4) Type ‘Pip install wordcloud’ and click enter (Wait to finish installing).
5) Type ‘Pip install googelsearch-python’ and click enter (Wait to finish installing).

6) Type ‘Pip install tld” and click enter (Wait to finish installing).

4  Execution of Code

1) Open Anaconda.Navigator

) ANACONDA NAVIGATOR
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2) Open Jupyter Notebook
~ Jupyter E E

Files Running Clusters

Select items to perform actions on them. Upload | New~ | &
.

[ Desktop 14 minutes ago

[ Documents amonth ago

~ T3 Movies 24 days ago

OO Music amonth ago

~ Dopt amonth ago

[ Pictures amonth ago

© 3 Public a month ago

3) Click Upload

Choose Files to Upload

<|> MM~ |~ 0 Masters

' malicious_phish.csv

T malicious_phish.csv.zip
~ NCIRL_mast...191369.ipynb

Cancel Upload

4) Select Files and click upload

e NCIRL_mastersLab_x20191359
e malicious_ URL _list

Choose Files to Upload

2items
2 documents - 47.4 MB

! Information
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5) Click on NCIRL_mastersLab x20191359.ipynb

~ jupyter

Files ~ Running  Clusters
Select items to perform actions on them.
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[ Pictures
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6) Start Running code

" Jupyter NCIRL_mastersLab_x20191359 Last Checkpoint: 15 minutes ago (sutosaved)
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Edit
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In [9]: #

rto

import pandas as pds

import numpy as npy

import matplotlib.pyplot as plt
import os

import seaborn as sns

from wordcloud import WordCloud

In (15
print(data. shape)
data.head()
(651200, 2)

o w e
o brickoud.com.be  maliious
1 moSaic. com/music/inizz kaWko i benign
2 bopsecrets ong/rewrocr/T him  bengn
3 Nitpu/iwww garage-pirenne baindex pho7options.. malicious
4 NpJ/adventure-nicaragua.nevindex ppTopt... Malkious

In [16]: #counting data types
data. type.value_counts()

ut(16): benign 428112
malicious 223088
Name: type, dtype: int64

In [1 ing the data types to

data_malicious = dataldata.t
data_benign = data(data. type
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i
from sklearn.metrics import classification_report, confusion_matrix,
from sklearn.model_selection import train_test_split
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