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1 Introduction 
 

The required procedure and configuration process has been mentioned in the configuration 

Manual. Using below methodology we can implement and perform the testing of the model. 

 

2 System Specification 
 

The required configuration in system for the proposed model. 

➢ Required operation system: Windows 11 

➢ Processor: Intel i7  

➢ Hard Drive: 1.5 TB SSD 

➢ RAM: 24 GB DD4 Ram 

➢ Language used: spark and python 

 

 

3 Tools and Used software: 
 

Below required languages has been installed on the local machine. 

 

• Python is installed on the local machine and the python version is 3.10.2. 
 

 
Fig .1 Version of python 

 

 

• Java is installed and added the entries in the environment variable to run spark. 

Java has version 1.8.0 in our machine. 
 

 
Fig 2. Java Version 

 

• Pyspark  
 

The most important factor in this proposal is Apache spark.  I installed the apache spark in 

the local system which will help to process high data. 

To install the Spark, we have to setup the JAVA and Python in the local machine. Once both 

languages are installed in the machine next step is to set the environment variable path for 

JAVA, python and SPARK. 
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Fig 3. SPARK and PYSPARK path 

 

Above image display the required path for the pyspark and the python to run on the local 

machine. 

 

To confirm Pyspark is installed in the system need to run pyspark in CMD which will 

automatically run using the python. 
 

 
Fig 3. Pyspark Installed 

 

After successful installation of the spaark we can verify is the server is running or not. Below 

images shows the localhost URL which displays the SPARK computing process. 
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Fig 4. Spark localhost GUI 

 

• To write the I used the open-source platform which is Jupyter noteboon and visual 

studio code.  

 

 
Fig 5. Jupyter version 

 

 

4 Implementation model 
 

Researched the latest dataset in the online platform which could provide better accuracy of 

the system. 

Step 1: Downloaded the latest dataset from the open-source platform. 
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Fig 6. Open-source dataset 

 

 

Step 2: After downloading the dataset the next step is to install anaconda and Jupyter 

notebook on the local machine to run the code. After successfully installation of anaconda 

and Jupyter notebook we ran anaconda prompt and website is opened to write the code. 

 

Step 2: The next step is to import the libraries required for the model. Required libraries are 

the Numpy, pandas and findspark which checks the spark functionality is working or not. 

 

 
Fig 7. Imported libraries 

 

Step 3: The next stpes was to work with worker node of the spark functionality. SparkContext 

was helped to interact with the cluster and help to create the required values such as 

accumulator, broadcast and RDD variable. The below syntax help to do this job. 
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Fig 8. Imported dataset 

 

 

Above images shows the uploaded dataset using the spark and the variables which are present 

in the dataset. Printschema display the available fields in the dataset. 

 

Step 4: The next step is to preprocess the data. In this, I verfied the available features and 

removed the unwanted features from the dataset with the help of the df.drop.  
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Fig 9. Perfomred data preprocessing 

 

 

Step 5: After successful verifying the dataset, I recongised that only below features are 

essentilas and other features are not having better values. 

 

 
Fig 10. Verified and mentioned required features. 

 

 

Step 6: Requested model to display dataset information and observed the some features was 

having categorical values which needs to be convert in the numerical form. 

 
Fig 11. Displyed categorical values 
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Step 7: Converted values in numerical form to understand the machine. 

 
Fig 12. Converted values to numerical  

 

Step 8: After visualisation of dataset, I recongnzed the dataset is unbalanced and need to 

balance. To balance the dataset SMOTE library has been used and KNN which balance the 

dataset basis in closed neighbor values. 
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Fig 13. Balanced data 

 

Step 9: After transferring code to spark session performed the splitting of the data and 

performed machine algorithm on the cleaned data. Total three algorithm has been 

implemented which are decision tree, random forest and binary classification to detect the 

attack. 

 

 

 
Fig 14. Binary classification 
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Fig 15. Decision Tree 

 
Fig 16. Random Forest 
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Step 10: Socket session has been created in the server and scripted python file at the client 

will transfer the file to server using this socket. Once session receive the file it get predicted 

as per the machine learning algorithm and provides the output. 

 

 
Fig 17. Socket opened at server side 
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Step 11: Multiple client will use the python script to share the traffic to the central server to 

predict is there any attack occurred on the device or not. Below is the python script which 

help to get connected with server. 

 
Fig 18. Client python script 

 


