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1 Introduction 
 

This configuration handbook contains the fundamental setup and equipment required to do 

this project work. This thesis intends to create a model that uses machine learning and 

ensemble learning algorithms to identify an intrusion specifically a remote access trojan 

(RAT) occurring on Android devices. The configuration handbook is crucial and will include 

all the necessary software, hardware and implementation techniques to develop this project. 

 

2 Requirement of Hardware 
 

Operating System: Windows 11 

RAM: 16.0 GB 

Processor: 11th Gen Intel Core i5-11320H @ 3.20GHz   2.50 GHz   

Storage: 512 GB SSD 

System Type: 64-bit operating system, x64-based processor 

 

 

3 Requirement of Software 
 

Anaconda Navigator 

Jupyter Notebook 

Python 3.11.1 

 

Python was the programming language used in this project, while Jupyter Notebook was the 

IDE chosen for the research. Several Python libraries were utilised for analysis and 

visualisation that will be explained below. 

 

I used a comprehensive package called Anaconda Navigator that comes with Jupyter 

Notebook, and the necessary Python setup to run the code. I have installed Anaconda 64 Bit 

version on Windows 11 machine. After a successful installation, Jupyter Notebook needs to 

be launched from the navigator. Anaconda can be downloaded and installed from below 

link.(Anaconda | Anaconda Distribution, no date) 

 

https://www.anaconda.com/products/distribution 

 

 

 

 

 

https://www.anaconda.com/products/distribution
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4 Python Libraries Installed 
 

The following is a list of the Python libraries needed for the research that were installed in the 

environment using the import command: 

 

NumPy: Array manipulation is done using the Python library NumPy, which stands for 

numerical Python. 

 

Pandas: Data analysis is possible with the Python package Pandas. For working with time 

series and numerical data, it provides a wide variety of data structures and techniques. 

 

Matplotlib: A comprehensive tool for creating static, animated, and interactive visualisations 

is offered by the Matplotlib toolbox for Python. Matplotlib makes both tough problems and 

simple ones doable. 

 

Seaborn: Matplotlib serves as the basis for the graph-plotting package Seaborn. With its aid, 

random distributions can be seen. 

 

Scikit-learn or sklearn: Scikit-learn is probably the most useful Python machine learning 

library. The sklearn toolkit includes a number of efficient machine learning and statistical 

modelling methods, including classification, regression, clustering, and dimensionality 

reduction.(Libraries in Python - GeeksforGeeks, no date) 
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5 Description of Dataset and Data preprocessing 
 

Android Mischief Dataset was used to train the machine learning model in this project and 

this dataset has 8 types of remote access trojan (RAT). This dataset is created in Stratosphere 

Laboratory at the Czech Technical University in Prague and the latest version of the dataset 

can be downloaded and saved on the local system from below mentioned link.(Android 

Mischief Dataset, no date) 

 
https://mcfp.felk.cvut.cz/publicDatasets/Android-Mischief-Dataset/ 
 

Note: Please note that the dataset contains the pcap format of the file that is packet capture of 

the network which needs to be converted to .csv using the Wireshark software as Python 

does not accept the pcap format of the file for processing. 

 

Data importing and Processing 

 

 

https://mcfp.felk.cvut.cz/publicDatasets/Android-Mischief-Dataset/
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Exploratory Data analysis and One hot encoding 
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6 Model Training and Testing Summary 
 

Random Forest Classifier and Decision Tree Classifier 
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Models Accuracy Summary 
 

Random Forest 

 

 
 

Decision Tree 
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