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1 Introduction 
 

This manual contains details on the configuration as well as requirements for the proposed 

models, along with the particular libraries and needed software. Details on how to apply the 

techniques necessary to build the recommended model are also included in the configuration 

manual. 

 

 

2 System Configurations 

2.1 Device Specification  
 

 
 

2.2 Software and tools 
 

OS                          Windows 11 Home  

Python:                   Python version 3.10.9  

Code Editor            Visual Studio Code 

 

3 Installation  
 

Some of the python packages are needed to be installed in order to do encryption and 

decryption. 

 

1. Pycrypto 

pip3 install pycrypto 

 

2. Pycrptodrome 

pip3 install Pycrptodrome 

 

3. Twofish 

pip install Twofish 
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4 Implementation 
 

 

Python Code  Files: 

There are 5 files in the code folder. 

1. main.py which is the main file containing all the calls of other files. 

2. twofish.py which contains code of twofish encryption 

3. honey.py which is honey encryption and decrption file. 

4. testdata.py which contains the test data for the main file. 

5. compare.bits.py which is used to calculate the avalanche effect.  

 

I. First, we have run the main.py file. In the main.py the imports are needed to be done 

shown in the figure below. 

 

 

 
 

 

II. After that we from the testdata.py we have taken input in the main program file 
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III. Honey encryption is done in the step. The seed to password and the password to seed 

is encoded. The figure below shows the same with honeyword creation(Nguyen, 

2022). 

 

 

 
 

IV. After Creating the honeyword the password is encrypted with twofish. The figure 

below show the same (Yin et al., 2017). 
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V. After encrypting the password using twofish algorithm the encryption time is 

calculated. The time is converted into milliseconds. The figure below shows the total 

execution time(O, 2021). 

 

  
 

VI. After encrption the password, for message retrival password is entered by the user 

which is shown in figure below query is hardcoded in order to reduce the user 

dependency. 

 

 
 

 

 

 

VII. For message retrival three possiblitis are shown  

 

Correct password: True message will be print 

Password matches honeyword: Fake message will print 

Incoreect password: No message will print. 
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The figure below shows the messgae retrival code. 

 

 
 

 

VIII. For evaluation purpose Avalanche Effect is calculated.  The file compare_bits.py has 

the code for Avalanche Effect. The figure shows the same. 
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AES is also implmented for the evalution and comparsion of AES and twofish. The code of 

the same is shown below (Campos, 2021). 
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