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Configuration Manual 
 

Akshay Jadhav 

Student ID:x20224630 
 

1 Introduction 
 

In this chapter configuration manual discuss about the methodology and its 
implementation that we have proposed for research project. It deals with the installation and 
configuration steps of the different components used throughout the project and how they are 
executed to successfully evaluate the research project.  

The First step towards implementing Environmental setup for the project starts with 
selection of base machine with resource available and then implementation of VMware 
Workstation Pro to run Linux guest machine. Then deployment of Web applications on guest 
machine using XAMPP server followed by implementation of nginx server and Shadow 
Daemon WAF and its configuration. Lastly installation of OWAS ZAP, Nessus Essential and 
Arachni open-source Web Application Vulnerability Scanners required for the project. 
 

2 System Configuration 
 

System no: - 1 

Base Machine: Microsoft Windows 10 
System type: x64-based PC 

Processor: 11
th

 Gen Intel(R)Core (TM)i5-1135G7 @ 2.40GHz,2419MHz,4 core(s),8 Logical 
Processor(s) 
RAM: 8GB 

HDD: 80GB free space. 
 

System no: - 2 

Virtual Machine: UBUNTU 22.04.1 

System type: 64-bit operating system 

Processor: 4 core processor 

RAM: 4GB 

HDD: 20GB free space. 
 

3 Environmental Setup 
 

In this section I will be explaining installation and configuration of setup that I have deployed 
to evaluate my project in detail manner. 
 

3.1 Installation of VMware Workstation Pro 16 on Base Machine 
 

First Step towards installation is to install VMware Workstation Pro 16 to install various Guest. 

machines in it (Downloading and Installing VMware Workstation (2057907), n.d.). Following steps need 

to be followed to successfully install VMware.  

• Download VMware installation file  for  windows  from  VMware  Download 
Centre (Download VMware Workstation Pro - VMware Customer Connect, n.d.).  

• Create profile and complete the mandatory data required for installation. 
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• Accept the License Agreement and start with the installation.  
• Result of the installation is demonstrated in Figure 1.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 1: Installation of VMware Workstation Pro 16 on Base Machine 
 

3.2 Installation of UBUNTU Linux Machine in VMware Workstation Pro 
 

To run complex network for the research it is necessary to install the Linux machine which 
give tremendous flexibility and functionality to evaluate the project. Following steps need 
to be taken out for the installation of UBUNTU Linux machine.  

• Download Ubuntu 22.04.1 LTS installation file from (Download Ubuntu Desktop | 
Download | Ubuntu, n.d.) It will download .iso image file.  

• Click on create a New Virtual Machine option on VMware and provide all the 
mandatory requirements for the installation process and let the installation get 
completed.  

• After Installation it will start the UBUNTU Linux machine as shown in Figure 2.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Installation of UBUNTU Linux Machine 
 
 

 

2 



3.3 Installation of XAMPP to run Apache and MySQL server for Web 

Applications 
 

To run Web Applications, we need to install XAMPP (How to Install XAMPP on Your Ubuntu 22.04 LTS 

System - VITUX, n.d.) in which it runs Apache server at default port 80 and MYSQL server for 

Web Application Database Configuration. Following steps need to be consider while 
installing XAMPP.  

• Download XAMPP for Linux installation file from (XAMPP Installers and Downloads for 
Apache Friends, n.d.)  

• Once the Download is Complete open terminal and navigate to download folder.  
• Then give permission to installer file by command sudo chmod 777 xampp-linux-x64-

8.1.12-o-installer.run  
• Then run installer file with command sudo ./ xampp-linux-x64-8.1.12-o-installer.run 

It will start the installation process and will give result of installation as shown in 
Figure 3 and Figure 4 shows the User interface of XAMPP.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 3: Steps followed for XAMPP installation  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: XAMPP User Interface 
 
 

3.4 Deployment of Banking Applications using XAMPP 
 

This step of installation will show you how to deploy Banking Application on web using 
XAMPP. Following steps need to be carried out for the same. 
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• Download the source code file for Banking Application from official website 
1
. 

• Extract the file and copy the banking file from download folder to /opt/lamp/htdocs 
folder of XAMPP and give permission to file by command sudo chmod 777 
/opt/lamp/htdocs/banking shown in Figure 5.  

• Then Navigate to http://localhost/phpmyadmin page and Import Banking Application 
Database File.  

• Then start XAMPP and run Apache and MYSQL server and then Navigate to 
http://localhost/banking it will show the Banking Application login page shown in 
Figure 6.  

 
 
 
 
 
 
 
 
 
 
 

 
Figure 5: Extracted folder copied to htdocs folder of XAMPP  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6: Banking Application Login Page 
 

3.5 Deployment of DVWA Application using XAMPP  
This step of installation will show you how to deploy DVWA Application on web (GitHub - 

Meyersbs/Linux-Dvwa-Instructions: Instructions for Setting up XAMPP and DVWA on Linux Systems., n.d.).  
Following steps need to be carried out for the same.  

• Navigate to XAMPP htdocs folder in following directory /opt/lamp/htdocs and then 

extract DVWA repository form GitHub
2
 by command. 

sudo git clone https://github.com/digininja/DVWA.git.  
• Once the folder is extracted rename the folder to DVWA as shown in Figure 7.  
• Restart XAMPP and navigate to http://127.0.0.1/DVWA/setup.php and create and 

reset the database as shown in Figure 8.  
 

 
1 https://www.sourcecodester.com/php/14868/banking-system-using-php-free-source-code.html  
2 https://github.com/digininja/DVWA  
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• To create database, you need to navigate to dvwa/config/config.inc.php location and 

open the file with command sudo nano config.inc.php and then change the database 
password to blank as shown in below Figure 9.  

• Then click on create and reset database option at bottom of the page and then 
within few seconds it will navigate to DVWA login page as shown in Figure 10.  

• Default Login credentials for DVWA are user: admin password: password.  
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 7: DVWA installation file copy to htdocs directory of XAMPP  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 8: DVWA database setup page 
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Figure 9: DVWA config.inc.php file for database configuration  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 10: DVWA Login Page 
 

3.6 Deployment of Mutillidae II Application using XAMPP 
 

This step of installation will show you how to deploy Mutillidae II Application on web. 

Following steps need to be carried out for the same.  
• Navigate to XAMPP htdocs folder in following directory /opt/lamp/htdocs and then 

extract Mutillidae repository form GitHub
3
by command. 

sudo git clone https://github.com/webpwnized/mutillidae.git  
• Once the folder is extracted restart the XAMPP as shown in Figure 11.  
• Now navigate to https://127.0.0.1/mutillidae it will redirect you too the database page 

shown in Figure 12.  
• Now navigate to database configuration file of mutillidae at 

mutillidae/includes/database-config.inc and set the password to blank as shown in 
Figure 13.  

• Once done Navigate to https://127.0.0.1/mutillidae it will give you login page for 
mutillidae as shown in Figure 14.  

 
 
 
 
 
 
 
3 https://github.com/webpwnized/mutillidae 
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Figure 11: Mutillidae II installation file copied to htdocs directory of XAMPP 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12: Mutillidae database setup page 

  
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Figure 13: Mutillidae database configuration file 
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Figure 14: Mutillidae II login page 
 

3.7 Installation of NGINX server for Reverse Proxy 
 

In these steps of installation, I have installed Nginx server to set Nginx server as Proxy 

Server for Apache Server. Following steps need to follow to install Nginx server.  

• Nginx can be installed very easily on Linux system by using command. 
Sudo apt install nginx.  

• This will install Nginx server on default port 80.  
• Once done with installation for checking if Nginx has been installed navigate 

to http://localhost you will get Nginx welcome page as shown in Figure 15.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 15: Welcome page for Nginx Server after Installation 
 

3.8 Configuration for Apache and NGINX Reverse Proxy Method 
 

We have already installed Apache and Nginx Server in above steps. Since we have deployed 
our Web Applications on Apache server, we want to set Nginx server to act as proxy server 
for Web application hosted on Apache server. So, in this step I have setup reverse proxy 
between Apache and Nginx server by following steps,  

• First Step is to navigate to Apache server Configuration file located in 
/opt/lamp/etc/httpd.conf directory and make changes in configuration file and set the 
listener port of Apache on 5000 as shown in below Figure 16. 
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• Next Step is to navigate to Nginx server configuration file located in /etc/nginx/site-

available/default directory and make changes in configuration file and set listener port 
Nginx on 3000 as shown in Figure 17.  

• In next step to transfer all traffic coming to Apache server to first hit Nginx server we 
need to pass the proxy parameters of Apache server to Nginx server. To do that edit 
configuration file of Nginx /etc/nginx/site-available/default and add proxy parameter 
as shown in Table 1 and Figure 18. 

 

Table 1: Proxy parameters for Reverse Proxy 
 

 Web Application Location Proxy Parameters 

 Banking Application /banking Proxy_pass http://localhost:5000/banking; 

 DVWA Application /DVWA Proxy_pass http://127.0.0.1:5000/DVWA; 

 Mutillidae II Application /Mutillidae Proxy_pass 

   https://127.0.0.1:5000/mutillidae; 

     

     
 
 

Figure 16: Apache Listener port set to 5000  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 17: Nginx Listener port set to 3000 
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Figure 18: Proxy parameters set for web application in Nginx configuration file 
 

3.9 Installation of Shadow Daemon WAF and PHP connector 
 

In this step I have installed Shadow Daemon Open-Source Web Application  
Firewall (Shadow Daemon Open-Source Web Application Firewall, n.d.) to prevent the attacks on Web 
Applications. Following steps need to be followed to install Web Application Firewall and to 

install PHP connector to connect our Web Applications to Shadow Daemon user interface to 
track each request going through Web Applications. 

 

Stage 1: Installation of Shadow Daemon WAF user interface.  
• First step before installing Shadow Daemon WAF I have installed its prerecruitment 

software’s such as Git, Docker and Docker-Compose by using following commands: 
 

Sudo apt install git 

Sudo apt install docker 

Sudo apt install docker-compose 

 
This will Automatically install the latest version of available software’s in your system.  

• In second step clone the Shadow Daemon WAF repository for GitHub
4
and then make 

shadow daemon container up and running. Use the following commands: 
 

Sudo git clone https://github.com/zecure/shadowctl.git 

cd shadowdctl 

sudo ./shadowdctl up -d 

 
this will download the shadow daemon installation file and install it on system and 
run the shadow container (need to wait for few seconds after command is trigged).  

• Once the shadow container is up and running now in this step, we need add user account 

in database which will help to login to shadow_ui. Use following command to add user, 
 

Sudo ./shadowdctl exec web ./app/console swd:register –admin –name=admin 

 

Once this command is triggered it will ask to setup the password for the user, set the 
password. In my case I have given password as Akshay.  

 

4 https://github.com/zecure/shadowctl.git 
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• Once the user has been added navigate to http://localhost:8080 as Shadow Daemon 

user interface is default running on port 8080. User interface of shadow Daemon is 
shown in Figure 19.  

• Next step is to create the profile for our Web Application as shown in Figure 20 and 
21.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 19: Shadow Daemon User interface  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 20: Profile creation parameters  
 
 
 
 
 
 
 
 
 
 
 
 
 

 

` 
 

Figure 21: Adding privileges to user. 
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Stage 2: Installation of PHP connector for Shadow Daemon and Web Application 

Connection. 

 

• First step is to install PHP connector to connect Web Applications to Shadow Daemon 

WAF. In my cases all the Web Applications selected are PHP, so I need to install PHP 

connector. It can differ with different users with different Web Application. Following 

commands need to be followed to install PHP shadow connector,  
First extract the PHP shadow connector file and download it in your system using 
following commands, 

 

Sudo wget https://shadowd.zecure.org/files/shadowd_php-

2.2.0.tar.gz Sudo tar -xvf shadowd_php-2.2.0.tar.gz 

 
• Since we have extracted the php connector folder to successfully install it we need to 

move extracted folder to the location that is accessible by shadow daemon web server. 
Use following command to move file and give permission to file, 

 
Sudo mkdir /usr/share/shadowd  
Sudo mv shodowd_php-2.2.0 /usr/share/shadowd/php 

Sudo chown -R root:root /usr/share/shadowd/php 

Sudo chmod 777 /usr/share/shadowd/php 

 
• Next step is to copy the connector.ini file from php folder to root folder which must 

be readable by user created on shadow daemon web server, use the following 
commands for the same, 

 
Sudo mkdir /etc/shadowd  
Sudo cp /usr/share/shadowd/php/misc/examples/connectors.ini 

/etc/shadowd Sudo chown root:www-data /etc/shadowd/connectors.ini  
Sudo chmod 777 /etc/shadowd/connectors.ini 

 
• Next step is to make changes to the Apache configuration file and connector.ini file to 

successfully install connector for web application and running.  
For Apache navigate to php.ini file and add auto prepend file location as shown in 
Figure 22.  

• For connector.ini file we need to add the same parameters of the profile that we have 
created on shadow daemon user interface for Web Application as shown in Figure 23.  

• Next step is to restart the XAMPP and restart the nginx services and shadow daemon 
user interface on port 8080. This will successfully connect the Web Application to 
Shadow Daemon user interface as shown in Figure 24. to log all the request coming to 
Web Application. 
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Figure 22: php.ini file configuration  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 23: Connector.ini file configuration  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 24: Request Detected by Shadow Daemon WAF 
 
 
 

 

3.10 Installation of Scanner Tools 
 

In this step I have installed Three different open-source Web Vulnerability scanners to scan 
Web Applications they are OWASP ZAP, Nessus Essential and Arachni. Following are the 
configuration steps for each one of them. 
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Scanner No-1: OWASP ZAP 

 

In this step of installation first we need to download OWASP ZAP installation file for Linux 

which is available on its official website
5
. Then follow the following steps to install OWASP 

ZAP successfully on Ubuntu system. 

 

First Navigate to your Download folder through terminal and give permission to the file for 
Execution, 
 

Cd Downloads 

Sudo chmod 777 ZAP_2_12_0_unix.sh 

Sudo ./ ZAP_2_12_0_unix.sh 

 

These commands will install OWAS ZAP as shown in the Figure 25. and the OWASP ZAP is 
ready for Vulnerability Scanning as shown in the Figure 26.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 25:OWASP ZAP Installation  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 26: OWASP ZAP User Interface  
 
 
 

 

5 https://www.zaproxy.org/download/ 
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Scanner No-2: Nessus Essential 

 

In this step of Installation first we need to download the Linux installation file(Install Nessus 

Scanner on Ubuntu 22.04|20.04|18.04 | ComputingForGeeks, n.d.) for Nessus Essential from official  

website
6
 which will download Nessus-10.4.1-ubuntu1404_amd64.deb and use the 

following commands to successfully install Nessus Essential on system. 
 

Sudo apt update 

Sudo dpkg -I / Nessus-10.4.1-ubuntu1404_amd64.deb or sudo apt install -f / Nessus- 

10.4.1-ubuntu1404_amd64.deb 

Sudo systemctl start nessusd 

Sudo systemctl enable nessusd.service 

Sudo systemctl status nessusd.service 

 

After completing above steps, then navigate to http://localhost:8834 this will redirect to the 
user interface of Nessus Scanner where you need to create the account and then Nessus is 
ready for scanning vulnerabilities for Web Application. User interface is shown in Figure 27.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 27: Nessus User Interface 

 

Scanner No-3: Arachni 

 

In this step of installation (How to Install Arachni - Web Application Scanner in Ubuntu | LinuxHelp Tutorials, 

n.d.), we need to download the linux configuration file for Arachni from official website
7

 and 

it will download arachni-1.6.1.3-0.6.1.1-linux-x86_64.tar.gz file .Then use the following 
commands to install Arachni Web Application Scanner successfully on system. 
 

Cd Downloads  
Sudo tar -xvf arachni-1.6.1.3-0.6.1.1-linux-

x86_64.tar.gz Cd arachni-1.6.1.3-0.6.1.1-linux-

x86_64/bin/ ./arachni_web  

 

6 https://www.tenable.com/downloads/nessus?loginAttempted=true  
7 https://www.arachni-scanner.com/download/ 
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After using the above commands Arachni is successfully installed on user system and then 
navigate to http://localhost:9292 .This will open the user interface for Arachni and it is ready 
for Vulnerability scanner. User interface is shown in Figure 28 and Figure 29. 
 

This will ask for default user login credentials: 

Username: admin@admin.admin 

Password: administrator  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 28:Arachni Login Page  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 29: Arachni User Interface 
 
 
 
 
 
 
 
 
 
 
 

16 

http://localhost:9292/
mailto:admin@admin.admin


References: 
 

Download Ubuntu Desktop | Download | Ubuntu. (n.d.). Retrieved December 21, 2022, from 
https://ubuntu.com/download/desktop  

Download VMware Workstation Pro - VMware Customer Connect. (n.d.). Retrieved December 21, 2022, from 
https://customerconnect.vmware.com/en/downloads/info/slug/desktop_end_user_computing/vmwar
e _workstation_pro/16_0  

Downloading and installing VMware Workstation (2057907). (n.d.). Retrieved December 21, 2022, from 
https://kb.vmware.com/s/article/2057907  

GitHub - meyersbs/linux-dvwa-instructions: Instructions for setting up XAMPP and DVWA on Linux systems. 
(n.d.). Retrieved December 21, 2022, from https://github.com/meyersbs/linux-dvwa-instructions  

How to install Arachni - web application scanner in Ubuntu | LinuxHelp Tutorials. (n.d.). Retrieved December 
21, 2022, from https://www.linuxhelp.com/how-to-install-arachni-web-application-scanner-in-ubuntu How 

to Install XAMPP on your Ubuntu 22.04 LTS System - VITUX. (n.d.). Retrieved December 21, 2022, from  
https://vitux.com/ubuntu-xampp/  

Install Nessus Scanner on Ubuntu 22.04|20.04|18.04 | ComputingForGeeks. (n.d.). Retrieved December 
21, 2022, from https://computingforgeeks.com/how-to-install-nessus-scanner-on-ubuntu/  

Shadow Daemon Open-Source Web Application Firewall. (n.d.). Retrieved December 21, 2022, 
from https://shadowd.zecure.org/overview/introduction/  

XAMPP Installers and Downloads for Apache Friends. (n.d.). Retrieved December 21, 2022, 
from https://www.apachefriends.org/ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

17 


