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Introduction and Overview: 

The proposed system is designed for the users to perform Image, Audio, Video steganography 

with the help of a web application. The web application is implemented with a clean and simple 

UI that is very easy to understand and adapt. This configuration manual consists of a 

comprehensive guide on how the research project is implemented, executed, which involves 

the system requirements and coding requirements. The frontend includes HTML, CSS, JS and 

bootstrap. For the backend we are completely using python as they support a lot of web app 

libraries, frameworks built in and also some cryptographic libraries that can be used for simple 

cryptographic operations. 

Initial Setup: 

• Operating system: Microsoft Windows 10 21H2 

• Ram: 16GB 

• Disk space required: 1GB 

• Software used: Visual studio code 

• The prototype is tested on local host 

 

Python: 

 

Fig. 1 Python version 

The python version that we have installed in 3.10.2 from python’s official website 

Python libraries and justification: 

• APScheduler version 3.9.1 

o This library is used for checking the user’s account if it is not expired on a 

periodic basis. 

 

• Cryptography version 37.0.2 

 

• Flask version 2.0.3 

o We are using this framework to make a container to connect frontend (HTML, 

CSS, JS) to backend (Python) 



 

 

• Flask_Mail version 0.9.1 

o This library is used to send the verification code to the user’s registered email 

id. 

 

• Flask_ReCaptcha version 0.4.2 

o This library is used for the captcha implementation along with flask WTF forms. 

 

• Flask_WTF version 1.0.1 

o This library is used along with Flask_ReCaptcha library to implement the 

entirety of captcha process. 

 

• Numpy version 1.22.3 

o This library is used to manipulate images and frames from a video during 

encoding and decoding process. 

 

• opencv_python version 4.5.5.64 

o This library is used to open image files for encoding and decoding secret data. 

 

• virustotal_api version 1.1.11 

o This library is used to scan the files using virus total that is uploaded by the user. 

 

All the above mentioned libraries are listed in requirements.txt, which can be installed by using 

the following command. 

pip install -r requirements.txt 

 

VS Code: 

 

 

Fig. 2 VS Code version 



 

We are making use of the latest version of VS code that is available as on date. 

 

Database: 

We are using SQLite3 for our database needs. SQLite3 is built in to the flask environment that 

we are using. SQLite3 can be installed by using the following command. 

pip install db-sqlite3 

HeidiSQL: 

 

Fig. 3 HeidiSQL version 

We are making use of heidiSQL to visualize SQL tables and data that we are manipulating. 

 

Fig. 4 sign in / sign up page 

Fig. 4 shows the landing page of the web application that greets the user at the time of sign in 

/ sign up. 



 

 

Fig. 5 landing page 

Fig 5 shows the landing page after a successful sign in 

 

 

Fig. 6 Image steganography encryption page 

Fig. 6 shows the page that the user will use for performing image steganography.  



 

 

Fig. 7 Image decryption process 

Fig. 7 shows how the user can decrypt and decode the image to get the plain text.  

 

 

Fig. 8 hash_file.py 

Fig. 8 shows us the method hash_file() which is used to get the hex hash of the input file which 

will be used by the virus total API. 

 

Fig. 9 virus_scan.py 



 

Fig. 9 shows us the method virus_scan() that takes file hash as input and send it to virus total 

for scanning and traverse through the JSON response and returns the number of positives. 

 

 

Fig. 10 image steganography encode_image() 

Fig. 10 shows us the encode_image() method which takes the image and the encrypted secret 

message as input and initiates the encoding process. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 11 Image steganography decode_image() 



 

Fig. 11 shows us the decode_image() method which takes the image filename and the receiver’s 

email as input and checks if the receiver’s email is listed in the table for this particular file’s 

hash. If the email is present we proceed with the decoding process and the decoded encrypted 

text is sent to text decryption so that we get the plain text to present to the receiver.  

 

Fig. 12 Audio steganography encode() 

Fig. 12 shows us the encode() method in the audio steganography process where it takes the 

actual audio, the secret message and the sender_email as input, and starts the encoding process 

by converting the wav file into bits and enumerating the said bits along with the secret message. 

 

 

Fig. 13 Video steganography extract_frame() 

Fig. 13 shows us the extract_frame() method that is used for video steganography which just 

takes the filename as input, and we are using opencv to open and read the video file and 

extract each frame from the video and store it in a temp folder. Then we can make use of the 

methods that we used for image steganography to encode and decode message into each 

frame. 
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