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Introduction and Overview:

The proposed system is designed for the users to perform Image, Audio, Video steganography
with the help of a web application. The web application is implemented with a clean and simple
Ul that is very easy to understand and adapt. This configuration manual consists of a
comprehensive guide on how the research project is implemented, executed, which involves
the system requirements and coding requirements. The frontend includes HTML, CSS, JS and
bootstrap. For the backend we are completely using python as they support a lot of web app
libraries, frameworks built in and also some cryptographic libraries that can be used for simple
cryptographic operations.

Initial Setup:

e Operating system: Microsoft Windows 10 21H2
e Ram: 16GB

e Disk space required: 1GB

e Software used: Visual studio code

e The prototype is tested on local host

Python:

C:\Users\bansi>python --version

Python 3.10.2

Fig. 1 Python version
The python version that we have installed in 3.10.2 from python’s official website

Python libraries and justification:

e APScheduler version 3.9.1
o This library is used for checking the user’s account if it is not expired on a
periodic basis.

e Cryptography version 37.0.2
e Flask version 2.0.3

o We are using this framework to make a container to connect frontend (HTML,
CSS, JS) to backend (Python)
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e Flask_Mail version 0.9.1
o This library is used to send the verification code to the user’s registered email
id.

e Flask_ReCaptcha version 0.4.2
o Thislibrary is used for the captcha implementation along with flask WTF forms.

e Flask_ WTF version 1.0.1
o This library is used along with Flask_ReCaptcha library to implement the
entirety of captcha process.

e Numpy version 1.22.3
o This library is used to manipulate images and frames from a video during
encoding and decoding process.

e opencv_python version 4.5.5.64
o This library is used to open image files for encoding and decoding secret data.

e virustotal api version 1.1.11
o Thislibrary is used to scan the files using virus total that is uploaded by the user.

All the above mentioned libraries are listed in requirements.txt, which can be installed by using
the following command.

pip install -r requirements.txt

VS Code:

November 2022 (version 1.74)

Welcome to the November 2022 release of Visual Studio Code. There are many updates in this version that we hope you'll like, some of the key highlights

include:

- Decide which files scroll into view in the Explorer.
- Simplify the editor Ul by toggling state badges.
- Sounds for cell run results, added or removed lines.
- Quickly revert or reapply merge conflict actions.
- Prevent Git operations on folders not owned by you.
- Easily create CPU profiles for viewing in VS Code.
- Jump to the top of JavaScript/TypeScript functions.
- Create a connection to any machine, without needing SSH.
- Avoid stepping into Python library code.

- Request a GPU when creating a Dev Container.

If you'd like to read these release notes online, go to on

Insiders: Want to try new features as soon as possible? You can download the nightly build and try the latest updates as soon as they are

available.

Fig. 2 VS Code version
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We are making use of the latest version of VS code that is available as on date.

Database:

We are using SQL.ite3 for our database needs. SQL.ite3 is built in to the flask environment that
we are using. SQL.ite3 can be installed by using the following command.

pip install db-sqlite3
HeidiSQL :

£(ch HeidisQL
HS Version 12.1.0.6537 (64 Bit)
Compiled on: 2022-08-13 06:06:16

Environment: Windows v10.0

https.//www.heidisgl.com/
Credits

Fig. 3 HeidiSQL version

We are making use of heidiSQL to visualize SQL tables and data that we are manipulating.

Create Account

Welcome Back!

Fig. 4 sign in / sign up page

Fig. 4 shows the landing page of the web application that greets the user at the time of sign in
/ sign up.
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Home y A y cryy Stegcheck Img D / V y

Stegcheck

Data protection by Encryption

Fig. 5 landing page

Fig 5 shows the landing page after a successful sign in

Home Stegcheck

Enter your Secret message and Choose your file to Upload.

Secret message

Upload File: | Choose File |No file chosen

Receiving emails

I'm not a robot

Fig. 6 Image steganography encryption page

Fig. 6 shows the page that the user will use for performing image steganography.
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Home Stegcheck

Choose your file for decryption
Your data is: hellothisisasecretmessagethatishidden x

Upload File: = Choose File No file chosen

Secret message

hellothisisasecretmessagethatishidden

Fig. 7 Image decryption process

Fig. 7 shows how the user can decrypt and decode the image to get the plain text.

hash_file.py > @0 hash file
import hashlib

hash file(filename):
h = hashlib.shal()
with open(filename, 'rb") file:

chunk = @
while chunk # b'"':
chunk = file.read(1024)
h.update(chunk)
return h.hexdigest(()

Fig. 8 hash_file.py

Fig. 8 shows us the method hash_file() which is used to get the hex hash of the input file which
will be used by the virus total API.

\pi(API_KEY)
vt.get_file_report(file_hash)
print(“printing f s total:", response[
return|(response[ sitiy

Fig. 9 virus_scan.py
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Fig. 9 shows us the method virus_scan() that takes file hash as input and send it to virus total
for scanning and traverse through the JSON response and returns the number of positives.

encode_image(image, secret_message):
n_bytes = image.shape[@] * image.shape[1] * 3 // 8
if len(secret message) > n_bytes:
raise ValueError("tt C
secret_message += )
data_index = 0
binary_secret_msg = message_to_bin(secret_message)
data_len = len(binary_secret_msg)
for values image:
for pixel values:

in this im:

r, g, b = message_to_bin(pixel)

if data_index < data_len:

pixel[@] = int(r[:-1] + binary_secret_msg[data_index], 2)
data_index += 1
if data_index < data_len:

pixel[1] = int(g[:-1] + binary_secret_msg[data_index], 2)
data_index += 1
if data_index < data_len:

pixel[2] = int(b[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

if data index = data len:
h |<.

rn image

Fig. 10 image steganography encode_image()

Fig. 10 shows us the encode_image() method which takes the image and the encrypted secret
message as input and initiates the encoding process.

email:", email)

/" + filename)

connect('testdb.db"')

or()
" multimedia_hash = 7", (dec_img_hash,))
result = cur.fetchone()
cur.execute(” n il media_info multimedia_hash = ?", (dec_img_hash,))
receiving_emails = ¢
receiving_emails_list = (str(list(receiving_emails))[2:-2].split(";"))
flag = 0
for receiver_email receiving_emails_list:

if email receiver_email:
f 1

if resul flag = 1:
for values image:
for pixel values:
, b = message_to_bin(pixel)
y_data += r[-1]
binary_data += g[-1]
binary_data += b[-1]
all_bytes = [ binary _datal[i: i+8] for i r (e, len(binary_data),
decoded_data = ""
for byte all_bytes:
decoded_data += chr(int(
if decoded_datal[-10:] =
break

urn decoded_data[:-10]

print( "tk
con.close()

Fig. 11 Image steganography decode_image()
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Fig. 11 shows us the decode image() method which takes the image filename and the receiver’s
email as input and checks if the receiver’s email is listed in the table for this particular file’s
hash. If the email is present we proceed with the decoding process and the decoded encrypted

text is sent to text decryption so that we get the plain text to present to the receiver.

encode(audio, message, sender_email):
print(" ... E in ")
frame_bytes rray(list(audio.readframes(audio.getnframes())))
message = message + i len(frame_bytes) - (len(message)*8%8))/8) =
bits = list(map(int, '‘'.join([bin(ord(i)).lstrip('@b').rjust(8, ) for i message])))
for i, bit enumerate(bits)
frame_bytes[i] (frame_bytes[i] & 254) | bit
frame_modified = r

new audio.writeframes(frame modified)
new_audio.close()

audio.close()

aud_hash = get_hash("

con t

cur

query = "update media_info set m
data = (aud_hash, sender_email, "
cur.execute(query, data)
con.commit()

con.close()

print("

print("

Fig. 12 Audio steganography encode()

Fig. 12 shows us the encode() method in the audio steganography process where it takes the
actual audio, the secret message and the sender_email as input, and starts the encoding process
by converting the wav file into bits and enumerating the said bits along with the secret message.

extract_frame(filename):
vidcap = cv2.VideoCapture(filename)
success, image = vidcap.read()

temp_folder = "./templ/"

count=0

while
success, image = vidcap.read()
if success:

path.join(temp_folder, "{:d}.png".format(count)), image)

count += 1

Fig. 13 Video steganography extract_frame()

Fig. 13 shows us the extract_frame() method that is used for video steganography which just
takes the filename as input, and we are using opencv to open and read the video file and
extract each frame from the video and store it in a temp folder. Then we can make use of the
methods that we used for image steganography to encode and decode message into each
frame.
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