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Configuration Manual 
 

Meraz Hussain 
Student ID: x21138290 

 

1 Introduction 
The Configuration manual provides an overview and insights on the research conducted as part of 

the Academic Research Project. This study created a realistic Risk Assessment methodology to 

examine the key assets and cyber maturity of a critical infrastructure energy sector organization and 

offer changes. This handbook will provide information on the system configuration, methodology 

used during research, and project execution. The implementation part will walk through the process 

of development as well as the research findings. The internship task report is also covered in this 

guidebook. 

 

2 System Configuration 

The configuration of the system used during the research is as follows: 

 
• Operating system: Windows 11 

• Processor: Intel i5-11th gen 

• System Compatibility: 64-bit 

• Hard Disk: 512 GB SSD 

• RAM: 8GB 

  

3 Implementation 
 

This section discusses step-by-step instruction for the execution of the proposed Risk assessment 

methodology for a Landfall gas pipeline site in Lougshinny, Ireland. The Lougshinny Landfall 

facility connects the Northern Ireland Unified Gas Transport System to the Gas Network Ireland 

(GNI) Pipelines. 

 

3.1 Asset Identification and Impact Assessment 

 
• As a first stage, the assets of the site/facility under consideration are identified, followed by the 

determination of possible threat scenarios that might impair the everyday function of the gas 

pipeline operation. 

• An impact value is assigned to each asset, and those values are then used across six factors to 

determine the total effect.  

• Based on stakeholder input, organizational standards, and best practices, it is determined how 

likely it is that the threat actor would exploit the vulnerability. 

• The likelihood and impact are used to determine inherent risk. 

• Finally, organizational countermeasures are examined for each scenario and risk is re-evaluated 

to determine residual risk.  
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Following figure shows the proposed Risk matrix to be used to assess Impact on the assets: 

 

 
(Continued to the right of above figure) 

 
                          Figure 1 - Description of 6 Impact factors and corresponding Risk Matrix 
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Impact Assessment screenshots of certain assets (grouped in zones) are shown below:

 

 

 

 

 
Figure 2 - Proposed Impact Assessment Sample Template with few use cases 
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After the impact assessment, a Network Diagram is constructed for the site exhibiting essential assets with 

similar residual risk ratings in Zones. The network diagram from the impact evaluation is below: 

 

 
Figure 3 - Lougshinny Site High Level Network Diagram based on Impact Assessment 
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3.2 Detailed Risk Assessment using NIST CSF 
 

Each CSF category is given a score of 0, 0.5, or 1 depending on how well it aligns with the 

suggested goals outlined in Figure 4. This information is then used to calculate a maturity score for 

each of the 5 CSF functions. This model evaluates 108 CSF controls/subcategories for a natural gas 

production facility based on the following four objectives: 

 

a) Operational objective of the controls and cybersecurity processes  

b) Design objective of the controls and cybersecurity processes     

c) Implementation objective of controls and cybersecurity processes   

d) Review frequency of the controls  

       
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4 – Risk Assessment Proposed Objectives 

  

Below Figures shows some of the control testing that was done on few controls in the Identify 

function, since it is not feasible to include screenshots of all the controls of 5 functions:  
 

 
Figure 5 - Risk Assessment for few Identify subcategories 
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Figure 6 - Risk Assessment for few Protect subcategories 

 
        Figure 7 - Risk Assessment for few Detect subcategories 

 

 
   Figure 8 - Risk Assessment for few Respond subcategories 
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  Figure 9 - Risk Assessment for few Recover subcategories 

3.3 Evaluation of Company’s Current vs Target Cyber Maturity Level/Tier 
 

Following the scoring system developed and discussed in section 3.2, controls in each of the functions 

are assigned scores and average for each category is calculated. An example to demonstrate few 

Identify category is show below: 

 

 
 Figure 10 – Calculation of few Identify Category individual and average scores 
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Similarly, all the other functions are assessed and scores for each category is calculated as captured 

below: 

 
 Figure 11 – GNI’s Current vs Target NIST CSF Function’s scores 

The following spider diagrams illustrate the maturity levels for each function: 

 

 

 
Figure 12 – GNI’s Individual Functions NIST CSF Current Maturity vs Target scores 
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Figure 13 – GNI’s Overall NIST CSF Current Maturity vs Target scores 

 

3.4 Preparing Corrective Action Plans to meet Target Cyber Maturity level/Tier 
 

Final phase is to develop corrective action plan to fix the gaps found in the control testing of NIST controls. The 

remediation plan uses the International Electrotechnical Commission (IEC) 62443-2-1 and IEC 62443-3-3 

standards as guidance for secure control design and security criteria for each of the identified gaps. 
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                                                                         Figure 14 – Corrective Action Plan Screenshot 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



13  

Monthly Internship Activity Report 

 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and what you 

have learned during that month. The Internship Activity Report must be signed off by your Company and 
included in the configuration manual as part of the portfolio submission. 

 

Student Name: Meraz Hussain  Student number:      x21138290    
 

Company:        PFH Technologies  Month Commencing:  October-2022    
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Employer comments 

Student Signature: Meraz Hussain Date:  30/10/2022  
 

Industry Supervisor Signature: John Ballentine Date:  31/10/2022  
 

 

 

 

 

 

• Meeting with of Gas Networks Ireland (GNI) Infosec and compliance teams to discuss 

the scope sites location and relevant functions. 

• Gaining knowledge about ICS and OT cybersecurity and how is GNI keeping its sites 

safe from cyber-attacks. 

• Brainstorming session with industry supervisor on various thesis/project topic by 

understanding the scope at which the work could be done. 

• Understanding daily operation(s) as well as limitations of the site which was picked for 

the topic 

• Selecting the topic and creating research question whilst getting agreement from 

Industry Supervisor. 

Meraz is not only prompt, efficient, and has brought his past cybersecurity experience very well in 

the context of his work in overseeing our NIS directive compliance efforts but he has also followed 

the advice offered and is ready to start on his dissertation. The topic he selected would assist us in 

obtaining a framework that we want to employ to perform a Self-Assessment of our cyber security 

measures for various sites. 



14  

Monthly Internship Activity Report 

 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and what you 

have learned during that month. The Internship Activity Report must be signed off by your Company and 
included in the configuration manual as part of the portfolio submission. 

 

Student Name: Meraz Hussain  Student number:      x21138290    
 

Company:        PFH Technologies  Month Commencing:  November-2022    
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Employer comments 

Student Signature: Meraz Hussain Date:  28/11/2022  
 

Industry Supervisor Signature: John Ballentine Date:  30/11/2022  
 

 

 

 

 

 

• Discussion with supervisor on the approach for the creation of Impact factors for 

assessing site’s (under consideration) IACS cybersecurity maturity. 

• Development of the six impact factors that could impact Assets on the site and 

establishing baseline for the scores to be assigned to each asset grouped in zone. 

• Creation of the NIST CSF questionnaire based on the four-control objective mutually 

agreed with the supervisor. 

• Agreed on approach to reach out to Control Owner(s) of the controls to be assessed. 

• Carried out the Risk Assessment for the site by requesting control and policy artefacts 

as well as performing site visit. 

• Documented response received and observed for 70 NIST CSF controls as requested 

during onsite visit and request for information. 

 

Meraz has been able to take the lead of his dissertation and have proactively reached me for help at 

various checkpoints. He is always curious about different working of the ICS infrastructure at the 

Lougshinny site and have gained good amount of knowledge of the controls implemented. His way 

of coordinating with stakeholders is efficient and proactive. 
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Monthly Internship Activity Report 

 
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and what you 

have learned during that month. The Internship Activity Report must be signed off by your Company and 
included in the configuration manual as part of the portfolio submission. 

 

Student Name: Meraz Hussain  Student number:      x21138290    
 

Company:        PFH Technologies  Month Commencing:  December-2022    
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Employer comments 

Student Signature: Meraz Hussain Date:  19/12/2022  
 

Industry Supervisor Signature: John Ballentine Date:  23/12/2022  
 

 

• Obtained the response for remaining 38 controls and documented them in the 

questionnaire. 

• Assessed and analyzed the response and artefacts received for the controls and 

evaluated the scores in terms of their compliance with developed controls objectives. 

• Evaluated the maturity level for each of the 4 NIST CSF functions and compared those 

with GNI’s target maturity level (3). 

• Created Corrective action plan for the gaps in the controls identified and assessed. 

• Advised various defense in depth options to GNI board members for some of the 

controls which are not implemented or lacked sufficient security at the assessed site. 

• Report writing 

As the internship draws to a close, the last month's work has been outstanding. Meraz has even led 

the way in delivering the pilot NIST Metrics project in its whole. We think the risk assessment 

questionnaire is solid and will use it to conduct in-house cyber security audits. We are really 

grateful to Meraz for all of his hard work and invaluable contributions throughout his internship. 

He's been an absolute joy to work with. Wish him all the best for his future endeavors. 


