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1 Introduction 
 

The configuration manual contains information about all the technologies and tools used to 

implement the whole research project. Software and all the technologies used in the research 

are described in Section 2. Section 3 describes step by step procedure of implementation, 

execution, and output of the whole research project along with the source code. 

 

2 Technologies and Software  
 

Your second section. To create the static web application, HTML was used which was 

embedded with iframes.  

Python of version 3.9.5 was used for the development of machine learning and detection.   

 

 

Figure 1: Version of python 

 

Jupyter notebook is used to develop all the machine learning and iframe detection modules. 

Jupyter notebook is an open-source tool that supports both python programming languages 

and HTML components. This produces an interactive output for the user. 

 

 

Figure 2: Jupyter notebook version 

 

3 Implementation 
 

Your third section. Change the header and label to something appropriate.  

 

• Step 1: Install the Jupyter notebook into the system and launch Jupyter notebook for 

the folder having all the source code.  
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• Step 2: Initially the dataset should be pre-processed.  

• Step 3: Import the necessary libraries such as numpy, pandas, tensorflow, time, 

request, BeautifulSoup, whois and etc.   
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• Step 4: The dataset is loaded and performed the pre-processed.  

 

Figure 3: Loading dataset in pre-processing 

 

• Step 5: Once pre-processing is done, the data is normalized which removes null and 

void values present in the dataset.  

 

 
 

 

Figure 4: Data Normalization 

• Step 6: The dataset is further split into test and train datasets, where the dataset is 

divides into 40% for testing and 60% for training the model. 

 

Figure 5: Dataset split 
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• Step 7: The data is converted into images which will be trained by the CNN model.  

 

 

Figure 6: Image conversion 

 

• Step 8: The images are further trained using the activation function=’relu’  

 

Figure 7: Training the data 
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• Step 9: Once the images are trained and saved as a model file.  

 

 

Figure 8: Model file created 

• Step 10: Once all set up, the iframes are embedded in the website.  

 

 

Figure 9: Webpage with malicious iframes 

• Step 11: Once the prediction code is executed, Window is opened and highlighted 

with the malicious iframes.  

 

Figure 10: Clickjack able iframes are highlighted 
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Source Codes:  

 

• For the prediction, the following code shows the extraction of URL from the iframes 

using BeautifulSoup scrapping method.  

 

Figure 11: Web scrapping using BeautifulSoup 

 

• The feature extraction of the URLs are show in below pictures. 
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• This following code classifies the URLs from the webpage and converts the url 

feature data into a dataset.  

 

Figure 12: URL features are made into dataset. 

• Following code classifies the iframe as a malicious or legitimate one.  

 

Figure 13: Malicious iframe prediction. 

• The malicious iframe’s border is highlighted with the HTML property.  

 

Figure 14: HTML property to highlight the malicious iframes. 

 


