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Configuration Manual

Kishore Hariram
Student ID; 21115737

1 Introduction

The configuration manual contains information about all the technologies and tools used to
implement the whole research project. Software and all the technologies used in the research
are described in Section 2. Section 3 describes step by step procedure of implementation,
execution, and output of the whole research project along with the source code.

2 Technologies and Software

Your second section. To create the static web application, HTML was used which was
embedded with iframes.
Python of version 3.9.5 was used for the development of machine learning and detection.

C:\Users\Asus>python —-version
Python 3.9.5

C:\Users\Asus>

Figure 1: Version of python

Jupyter notebook is used to develop all the machine learning and iframe detection modules.
Jupyter notebook is an open-source tool that supports both python programming languages
and HTML components. This produces an interactive output for the user.

C:\Users\Asus>jupyter notebook —-version

6.4.12

Figure 2: Jupyter notebook version

3 Implementation
Your third section. Change the header and label to something appropriate.

e Step 1: Install the Jupyter notebook into the system and launch Jupyter notebook for
the folder having all the source code.



@ localhost

— Jupyter

Files Running Clusters
Select items to perform actions on them.

0o~ | =/

O

O images

[0 predimg

& Prediction dataset.ipynb
& Prediction.ipynb

& preprocessing.ipynb

& Test.ipynb

& Train CNN.ipynb

(3 clickjacking.html

O clickjacking.html.bak

(3 datat.csv

00 000C0000a0o

(3 model.h5

e Step 2: Initially the dataset should be pre-processed.
e Step 3: Import the necessary libraries such as numpy, pandas, tensorflow, time,
request, BeautifulSoup, whois and etc.

from os import listdir

import numpy as np

import pandas as pd

import tensorflow as tf

import cv2

from tensorflow.keras.models import load_model

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Dense, Dropout, Activation, Flatten
from tensorflow.keras.layers import Conv2D, MaxPooling2D,BatchNormalization
from sklearn.model_selection import train_test_split
from tensorflow.keras.utils import to_categorical
from bs4 import BeautifulSoup

import requests

import datetime

import whois

import dns.resolver

from tld import get_tld

from datetime import datetime

import imageio as im

import pyautogui

import time

import webbrowser




Step 4: The dataset is loaded and performed the pre-processed.

data = pd.read_csv('datal.csv"')
data.head()

Figure 3: Loading dataset in pre-processing

X = data.drop(['phishing'], axis = 1) X = pd.get dummies(x)
y = data['phishing'] xthasd -
X.head() -Nea ()

X.info()

Step 5: Once pre-processing is done, the data is normalized which removes null and
void values present in the dataset.

df=data.corr()

def min_max_scaling(df):
df_norm = df.copy()
for column in df_norm.columns:

df_norm[column] = (df_norm[column] - df_norm[column].min()) / (df_norm[column].max() - df_norm[column].min())
return df_norm

X_normalized = min_max_scaling(X)
X_normalized.head()

no = X_normalized.shape[@]
dummy_val = np.zeros(no)
for i in range(3):
name = ‘dummy' + str(i)
X_normalized[name] = dummy_val
X_normalized

Figure 4: Data Normalization

e Step 6: The dataset is further split into test and train datasets, where the dataset is
divides into 40% for testing and 60% for training the model.

from sklearn.model_selection import train_test_split

X_train, X_test, y_train, y_test = train_test_split(X_normalized,y,test_size=.48)
X_train

Figure 5: Dataset split



import imageio as im

def data_to_img(x,y,type_of_data):
len_of_rows = x.shape[@]
for i in range(@,len_of_rows):

temp = np.array(x.iloc[i])
temp = temp.reshape(16,10)

filename = 'images/'+type_of_data+'/'+str(y.iloc[i])+'/img_'+str(i)+

im.imwrite(filename, temp)

data_to_img(X_train,y_train, 'train')
data_to_img(X_test,y_test, "test')

model

model.
.add(MaxPooling2D(pool_size=(2, 2)))
model.

model

model. (

model. (
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model. (

model

model. (
model. (
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model
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Figure 6: Image conversion

Step 8: The images are further trained using the activation function="relu’

= Sequential()
add(Conv2D(32,(5,5), input_shape=(50,50,1), activation="relu'))

add(Dropout(©.5))

add(Conv2D(filters=32, kernel_size=(2, 2)))
add(Activation('relu'))

add(BatchNormalization())

add(Conv2D(filters=64, kernel_size=(2, 2)))
add(Activation('relu'))

add(BatchNormalization())

add
add
add
add

Conv2D(filters=64, kernel_size=(2, 2)))
Activation('relu'))
MaxPooling2D(pool_size=(2, 2)))
BatchNormalization())

P

add(Flatten())

add(Dense(units=280, activation='relu'))
add(Dropout(©.5))
(
(

.add(Dense(128, activation='relu'))
model.

add(Dense(num_classes, activation="softmax'))

Figure 7: Training the data

Step 7: The data is converted into images which will be trained by the CNN model.

.jprg

1



Step 9: Once the images are trained and saved as a model file.

history = model.fit(X_train, y_train, epochs=48, batch_size=2060, verbose=2)
model.save('model.h5")

Figure 8: Model file created
Step 10: Once all set up, the iframes are embedded in the website.

F:/Masters/Semester%203/Thesis/cnn3/cnn2/clickjacking.html

‘ < @ R » 0O «):
Clickjacking by Kishore

First name:
John

Last name:
Doe

Submit

' OCTOPUSPREDICTION = ©
o o -

YOUR BETTING PARTNER I‘L
P
LB o

Important Notice [FNeT] 6 Screen
- Reader
Qet

5

Figure 9: Webpage with malicious iframes

Step 11: Once the prediction code is executed, Window is opened and highlighted
with the malicious iframes.

/Semester%203/Thesis/cnn3/cnn2/result.html

Clickjacking by Kishore

First name:
John

Last name:
Doe

Submit
OCTOPUS PREDICTION | © =
m— YOUR BETTING PARTNEZI:;--.
- (T s [
L o) — [T Reader
Not Found

The requested URL was not found on
this server.

Apache/2.4.51 (Unix) Server at

Figure 10: Clickjack able iframes are highlighted



Source Codes:

e For the prediction, the following code shows the extraction of URL from the iframes
using BeautifulSoup scrapping method.

def parse(f):

p=BeautifulSoup(f, "html.parser")

Url=[]

for i in p.find_all("iframe"):
url = i.attrs['src']
Url.append(url)

print(Url)

return Url

Figure 11: Web scrapping using BeautifulSoup

e The feature extraction of the URLSs are show in below pictures.

def url(k): def domain(g): def Directory(h):

I=[] 1] 1]

for iink: for i in g for 10 e
i=str(i) 3=§r(i) izstr(i)
d={} 2 2
d["qty_dot_url"]=i.count(".") d["gty_dot_donain’]=1.count(".") d[iéty_dot_directory"}:i.count(‘.')
d['qty_hyphen url']=i.count("-") d[qty_hyphen_domain']=1.count("- ) ‘ d["qty_hyphen directory'J=1.count(*-')
d['qty_underline url']=i.count(" ") d["qty_underLine_donain’J=.count(" ") d['qty underline directory’ J=i.count(" ')
d['qty_slash url']=i.count('/") d[ "qty_slash_domein’]=1.count (/") d['qty slash directory']=1.count('/")
d['qty_questionmark url']=i.count('?") d["qty_questiomark donain’J=L.count("?") d['qty questionmark directory'J=i. count('?")
d['qty_equal url']=i.count('=") d["aty_equal donein’Jz1.count('=") d['qty_equal. directory'J=,count('=")
d['qty_at ur‘I']:i.count(‘@') e d qty_at diFectory']:i.count('@')
d['qty_ana url']=i.count('&") Ml o L e da qty_ana directory" ]=1.count('&")
d['qt _echamatiDnlurl‘] =i.count("!") [ "qty_exclanation donain’ J<L.count("1") d qty_exciamation directory']=1.count("!")
d 'qty_ 1' =i t | o "qty_space tonain’|=L.count(" °) da ty space director =i count(" 1) |
[.q y_space_ir ‘]-}.Coun (, ,) d["qty tilde domain']=i.count('~") qy—P - y, S
d[lqty_tllde_url‘]=%.count(lwl) d["qty_conma_domain' ]=i.count(",") i qty_tllde_d}rectoryl}-1..£0unt( )
d[lqty_comma_ur} ]fl.countg ) "oty plus donain’J=i.count('+') d["qty_conma_directory']=1, countg ) )
d['qty_plus_url']=i. count( ") d[ oty asterik donain'J=i.count("*") d['qty plus directory']=1.count('+ )*
d['gty asterik url']=i.count('*") d["qty_hashtag_domain']=i.count("#') dr qty_astemk_d}rectoryl] gt count(l ‘)
d["qty_hashtag_url"]=1 COU”t(' ) d['qty_dollar domain']=1.count('$") a qty_hashtag_dmctor)‘r ]l=1.countg f)
d["qty_dollar_url"]=1.count($") d["gty_percent domain']=i.count('%") q qty_dollar_dlrectory ]:1:count( $ )
d[ "qty_percent_url*]=i.count("%’) d["gty vowels domain']=countvowels(i) d['qty_percent_directory’]=1. count('%')
d[ 'length url']=len(i) d[ " donain length'J=len(i) d[ 'directory Tength']=len(i)
1.append(d) 1.append(d) 1. append(d)

df=pd.DataFrame(1) df=pd.DataFrame(1) df=pd. Datafrane(1)

return df return df return df



e This following code classifies the URLs from the webpage and converts the url
feature data into a dataset.

"

m="clickjacking.html
L=web(m)
D,T,P,Q,F=1is(L)
dfi=url(L)
df2=domain(D)

df3= Directory(P)
dfa=param(Q)
dfs=file(F)

dfé=url attr(L,T,Q)
df7=pd.concat([df1,df2,df3,df4,df5,df6],axis=1)
df7

Figure 12: URL features are made into dataset.
e Following code classifies the iframe as a malicious or legitimate one.

p={}

pimg=loadImages("predimg/")

data = np.array(pimg)

data = data.reshape([-1,50,58,1])
X _test = data/255

model= load model( 'model.h5")

y _pred = np.argmax(model.predict(X test),axis=1)
p[url’]=L

p[ 'phishing' ]=y pred
df11=pd.DataFrame(p)

df11

Figure 13: Malicious iframe prediction.
e The malicious iframe’s border is highlighted with the HTML property.

def sep(dfil):
="
for i,j in zip(df11["url"],df11[ 'phishing']}:
if j==1:
k="<iframe src="+str(i)+' style="border: Spx solid red;" <»</iframe> '
J=3+k
else:
k='<iframe src="+str(i)+'<></iframe> '
1=3+k
return 3

Figure 14: HTML property to highlight the malicious iframes.



