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1 Configuration requirements 
 

Install Qutip, NumPy, SciPy, and Jupyter. 

 

 
Figure 1: Shows the installation 

 

Creating a conda environment for Qutip 

 

 
 

 
Figure 2: Shows command creating conda environment 

 

Verifying the installation 
 

 
Figure 3: Shows the successful installation 
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Figure 4: Shows the successful installation 

 

Starting jupyter notebook 
 

 
Figure 5: Shows the command to start the jupyter notebook 

 

An automated new tab will open in the browser. According to the needs of the project, scripts 

are modified. All the scripts and outcomes are shown here as an example. The detection of 

EVE and the time required for it are determined by one script, and the generation of the secret 

key and the time needed for that are shown by the same script with different settings. (Set 

presence of EVE = “False”). In addition, the script uses the RC6 technique to encrypt and 

decrypt plain text. 

Following the entry of different bits—128bit, 192bit, and 256bit—with and without EVE, the 

same script was saved many times to display varied results for better understanding. 
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Figure 6: Shows the jupyter tab in the browser 

 

2 Detecting EVE  
 

Open the script and make sure “Eve presence” should be set to “True”. 
 

 
Figure 7: Setting EVE presence as True 

 

Run the first block of the script and it will ask to provide the initial input. 
 

 
Figure 8: Shows the script asking for the initial input message 

 

Provide the 128-bit input and wait till it shows the presence of EVE and calculates the 

execution time. 

Initially, the script will check whether Alice and Bob can create a secret key by executing all 

the phases.  

 

 
Figure 9: Shows the given 128-bit input message 

 

Alice and Bob define the constants for rectilinear and diagonal basis during the preparation 

stage. The script will then produce m-size random base sequences for both. 

 

 
Figure 10: Shows the calculation of m with respect to n 
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To encourage Bob's selection of polarization filters, vertical and diagonal filters are also 

defined in this phase as measurement operators. 
 

 
Figure 11: Shows the Preparation phase 

 

OUTPUT: Below figures show the random base sequences generated by Alice and Bob. 

 

 
Figure 12: Shows the random bases sequences generated by Alice 
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Figure 13: Shows the random bases sequences generated by Bob 

 
 
 
 

 
Figure 14: Shows the Hilbert vector space polarization states 
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OUTPUT: Below figure shows the quantum objects as per Hilbert vector space bases. 

In figure 16, we can see the vertically polarized photon, horizontally polarized photon, and 

diagonally polarized photons in green, orange, and blue color respectively. 

 

 
Figure 15: Shows the output of Hilbert vector space polarization states 

 

 
Figure 16: Shows the graphical representation of Hilbert vector space polarization states 
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The second step is the transmission phase, during which Bob keeps track of the photons Alice 

sent while she sent them at random polarizations as a demonstration. 

 
Figure 17: Shows the transmission phase 

 

OUTPUT: Below figure shows the transmission phase where Alice and Bob measured the 

photons sent by each other. 

 

 
Figure 18: Shows the output of the transmission phase 

 

The next step is the elimination phase, where Alice and Bob compare their random base 

sequences and eliminate any items that were measured in the wrong base. 

 

 
 

 
Figure 19: Shows the elimination phase 
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OUTPUT: Below figure shows the unmatched indices removed by Alice and Bob from 

random bit sequences in the elimination phase. 

 

 
Figure 20: Shows removed indices in the elimination phase 

 

In the following phase, known as the error-check phase, Bob makes the indices available so 

that Alice can choose the same elements from her sequence. This step required sacrificing a 

greater portion of the original sequence's bits, which is why "m" was set to be six times larger 

than "n" in the beginning. 
 
 

 
Figure 21: Shows the error check phase 

 

OUTPUT: Below figure shows all the indices which Bob measured and make public so that 

Alice picks the same elements from her sequence. 

 

 
Figure 22: Shows the indices which Bob must make public for Alice 

 

The presence of EVE can therefore be inferred if the sequences are different from one 

another.  
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The script will determine how long it will take to run to find EVE. 

 

 
Figure 23: Shows the code to compare chosen subsets 

 

OUTPUT: Below figure shows the measured indices by Alice and Bob and figures out 

whether those are identical or not. In this case, the sequences are not identical, hence the 

presence of EVE is captured and the execution time to capture the presence of EVE is 

printed. 
 

 
Figure 24: Shows the Bob measured values 

 

 
Figure 25: Shows Alice measured values 

 

 
Figure 26: Shows the output of measured sequences 

 

 
Figure 27: Shows the presence of EVE and execution time 
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3 Generating Secret key  
 

In the script, we need to set the “eavesdropper present = false” to generate the secret key. 

 
Figure 28: Setting EVE presence to false 

 

To generate the secret key and display the execution time needed to generate it, provide the 

128-bit input, wait for it to complete each phase of the BB84 protocol, and make sure that 

EVE is not present.   

 

 
Figure 29: Shows the provided initial message input 

 

Let's say that Alice and Bob need to compare their chosen subsets after going through the 

preparation phase, transmission phase, elimination phase, and error check phase as discussed 

in the above section. 

 

OUTPUT: Below figure shows the measured values by Alice and bob. 

 

 
Figure 30: Shows Bob measured values 

Figure 31: Shows the Alice measured values 
  

 

If the sequences are identical, then the key will be safely established. 

 

OUTPUT: In this case the measured values by Alice and Bob are identical. Hence key was 

safely established, and time taken to generate the secret key is printed. 

 

 
Figure 32: Shows the safely established key and execution time 
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4 Providing Plain text and secret key to RC6 for encryption 

and decryption 
 

Once the key has been created, the RC6 technique will be used to further process it so that it 

may be used to encrypt and decrypt plain text. 

The RC6 algorithm requires that we give it the plain text message to encrypt and decrypt. It 

will then retrieve the secret key and begin the RC6 algorithm procedure to encrypt and 

decrypt that plain text. The plain text can be seen in the screenshot below: “Now you can 

share the secret data on this secure channel”. 

 

 
Figure 33: Shows the plain text and secret key from bb84 provided to RC6 algorithm 

 

OUTPUT: Below figure shows the output of encrypted messages and decrypted messages 

when plain text and a secret key are provided. 

 

 

 
Figure 34: Shows the encrypted and decrypted message using RC6 algorithm 
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