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1 Introduction 
 

The ARP spoofing defence technique consist of several software integrations. This 

configuration manual provides the detailed explanation of the system requirements, the tools’ 

details, and the steps to implement the system. It explores the lab set up for enabling the 

actual experiment in a controlled environment.  

 

2 System Requirements 

2.1 Hardware Requirements 

The recommended hardware requirements for the host machine are as follows. 

  

• Processor: 11th Gen Intel(R) Core (TM) i7-1195G7 @ 2.90GHz 2.92 GHz  

• RAM:       16 GB  

• Storage:    500 GB SSD 

• OS:            Windows 11 Home 64bit 

• Graphics:   NVIDIA GeForce MX 450 

2.2 Software Requirements 

The below list of software use for the complete installation and implementation of the 

research experiment. 

 

• Oracle VM Virtual box 6.1 

• Kali Linux 

• Windows 10 

• Python 2.7.18 

• Scapy 

• Anaconda  

• SHA 256 algorithm 

• Npcap 

• Sublime Text 

 

3 Installation 

3.1 Virtual box 
 

Install Oracle VM virtual box 6.1 with Kali Linux and windows 10 as the machines 

integrated in it for the victim and attacker respectively. 
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Figure 1: Virtual Machines 

3.2 Kali Linux & Windows 10 
 

In this research project the Debian base Kali Linux is being act as the defence machine since 

it is equipped with security tools such as scapy, nmap etc. Kali Linux is an open-source 

platform for the study and research in cybersecurity field. Windows 10 is one of the stable 

windows editions from Microsoft.  

3.3 Anaconda Distribution 
 

Install anaconda distribution which is the open-source python repository for the environment 

creation (“Anaconda | Anaconda Distribution,” n.d.). This is required for our attacker 

machine (Windows 10) for the python environment creation. 

 

 

Figure 2: Anaconda 3 Installation 
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We created the environment named “network” in the anaconda repository. The commands are 

as follows, 

 

conda create -n network python=2.7.18 

3.4 Npcap 1.71 

Npcap is the packet capturing tool for Windows machines which allows to capture raw 

network traffic including wireless, local host and VPN traffic, moreover it permits to send 

raw packets. This tool can be downloaded from the below link. Npcap has installed in 

Windows 10 attacker machine. 

 

https://npcap.com 
 

 

Figure 3: Npcap editions 

3.5 Python  
 

Python is considered as one of the popular and powerful programming language in the 

modern world. We use both python 2 and python 3 languages, as python 2 helps with inbuilt 

library features whereas Python 3 helps to enhance with latest features. We used python 

2.7.18 in windows 10 for enabling the ARP attack mechanism. The python download link is 

as follows. 

https://www.python.org/downloads/release/python-2718/ 

3.6  Scapy 

Scapy is a powerful packet manipulation tool to enable the user with sniff and forge the 

network packets. It can easily do certain tasks such as traceroute, probing, network discovery. 

It can be easily do the arpspoof as well (“Introduction — Scapy 2.5.0 documentation,” n.d.). 

Scapy will be a default tool in most of the security systems such as Kali linux, hence in this 

project there is no separate installation in Kali Linux. 

 

3.7 SHA 256 Algorithm 

Secure Hash Algorithm 256 is a cryptographic algorithm which uses for data integrity 

verification. In python there is an inbuilt SHA 256 hash function which installed in the Kali 

machine.   

 

https://npcap.com/
https://www.python.org/downloads/release/python-2718/
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Figure 4: SHA library 

3.8 Sublime Text 

Sublime Text is one of the popular text editors for the python language. It has been installed 

in both Kali and Windows machines. It is lightweight fast and reliable editor for the 

application development(Schäferhoff, 2016) . 

 

 

Figure 5: Sublime Text 

 

4    ARP Attack module 
 

Since the attacking machine is Windows 10 the ARP spoofing attack is performing here. The 

command to execute this as follows, 

 

Python attack.py -t <target IP> -g <gateway IP>  

 

 

Figure 6: Code execution 

 

5 Defense Module 
Kali machine is the victim machine hence the defence system is performing here. Here we are 

using certain system which consist of certain commands and program as follows. 
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5.1 Defense python code 

Run the python program detection.py in this module for the arp spoof detection and healing 

process. Apply the below command in Kali command terminal. 

 

sudo python3 detection.py 

 

 

 

Figure 7: Execution of detection module 

 
 

5.2 List ARP table 

The command arp -a is to view the address resolution protocol table which shows the 

immediate node’s hardware address. Here it will be the address of gateway. 

 

 

Figure 8: ARP table 
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