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1 Building the WordPress vulnerability infrastructure 
 
For the WordPress vulnerability scanning service, AWS was chosen as the (CSP) Cloud 
Service Provider. Any CSP could be used to achieve the same results. AWS offers many 
services within the free tier plan which have been used to build and secure the WordPress 
vulnerability scanning service. 

The solution takes advantage of services such as EBS snapshots to take a backup of the 
EC2 Instance in its fully configured state to enable a service to restore in the event of a hardware 
failure. Leveraging Security Groups which act as an Instance level firewall, the service locks 
down access to administer the Instance over SSH on port 22 to restricted source I.P. range. This 
reduces the attack surface from malicious users. Monitoring the instance performance and 
availability was achieved using AWS CloudWatch. 

This configuration guide will detail how to build the infrastructure, in what order and the 
configuration of the packages installed. 

The following is a diagram of the infrastructure architecture on the left with the service 
workflow on the right detailing out the functional components and flow as presented in Figure 
1. 

 
Figure 1: Infrastructure Architecture and Service Workflow 
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1.1 Create an AWS account 
It is a security best practice to segment security tools, given this is a standalone service as a 
new AWS account is created, ensuring isolation from any other business applications. Each 
new AWS account comes with a free tier service for the first year. This will allow the 
WordPress scanner service to operate within the free tier service. 1 

1.2 Enable MFA 
Given an AWS account can be accessed from anywhere in the world, it is important to add 
additional security by enabling MFA on the root account.2 

1.3 Create an AWS EC2 server 
The WordPress scanner service is installed on a T2.micro instance. This service is free for the 
first year under the free tier service. This instance type was chosen as it suits the computing 
profile of WordPress scanner. The T2.micro has a burstable CPU performance profile; this 
comes in the form of CPU credits. The WordPress scanner service is scheduled to run once a 
week with a total execution time of fewer than 5 minutes.  

Using the AWS EC2 guide,3 create a single t2.micro instance from debian-11-amd64-
20221205-1220 AMI.4 The WordPress scanner service can be created on any Linux 
distribution. This guide has been written for Debian 11.  

During the instance creation, configuration restrictions to the inbound security group rule 
to the IP range the administrator will be connecting from. This reduces the attack surface of 
the instance.5 

The instance type is chosen to suit the desired workload. In this solution, I have used a 
t2.micro instance. The WordPress scanner service execution impacts the CPU which needs to 
be monitored to ensure it can execute the required API calls within the instance limits. T2 
instances have CPU credits which are monitored through CloudWatch and can trigger a 
notification when defined boundaries are met. Through deliberate monitoring, the 
infrastructure will only alert the service owner when it fails or breaches defined thresholds. 

The following is the CloudWatch CPU credit usage for the WordPress scanner service 
execution of 10 WordPress websites in sequence over 5 minutes as presented in Figure 2. 

 

 
Figure 2: CPU credit usage of WordPress scanner service execution 

 

 
 
1 https://aws.amazon.com/resources/create-account/ 
2 https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html 
3 https://aws.amazon.com/ec2/instance-types/t2/  
4 https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html 
5 https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html  
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The WordPress scanner service is CPU heavy, In its current configuration each WordPress 
website is scanned in sequence. This can be changed to parallel if required. The CPU utilization 
for the current service execution is presented in Figure 3 
 
 

 
Figure 3: CPU utilization of WordPress scanner service execution 

 
The WordPress scanner service is on a single EC2 instance. This is by design to reduce the 

cost of a non-critical security scanner. If the service owner required high availability and 
uptime a load-balanced solution could be built which would increase the cost of the service 
above the free tier range. The risk of failure is increased when operating a single instance. To 
address this risk a CloudWatch alert can be enabled to trigger an instance failure so the service 
operator can be notified immediately and manually restore the service from snapshots. The 
StatusCheckFailed_System alert is presented in Figure 4 
 

 
Figure 4: CloudWatch StatusCheckFailed_System alert. 

 



 

4 
 

 

Once the EC2 instance is fully configured and operating an EBS snapshot can be taken as 
a backup of the instance. In the event of an EC2 instance failure, a replacement EC2 instance 
can be built from the snapshot, restoring the service to its previous state and avoiding the 
repetition of the service setup. 6 

1.4 Create an email account  
To enable Email/STMP functionality, the solution uses Gmail, but any SMTP service provider 
will work. Create a Gmail account using Google’s guide.7 Once the Gmail account is created, 
2FA should be enabled as per Google’s guide.8 

1.5 Create WPScan API account 
An account on WPScan is required to enable API access to the vulnerability database to enrich 
the WordPress scanner findings. The API key will be used when setting up WPWatcher. The 
account is free to set up and the API key gives the user 75 API requests per 24 hrs. 9 

1.6 Credential and Key storage  
All sensitive credentials such as the SSH key for the EC2 instance and the Google, WPScan 
and API Key should be stored in a secure location. For the WordPress scanner service, LastPass 
was used.10 This enabled the secure sharing of such credentials to the service owner. 

1.7 Data classification and security controls consideration 
It must be noted that the data gathered as part of this WordPress scanner service is publicly 
accessible to any internet user using the same or similar vulnerability scanning tools. The 
security controls chosen have taken this into account as the balance of cost and complexity of 
security controls vs the data it protects. With this in mind, multifactor authentication has been 
applied to the AWS and Gmail accounts. The WordPress scanner service is only accessible 
from defined IP ranges as per the EC2 instance-level security groups.   
 
 
2 Configure WordPress scanner service 
 
Once the infrastructure is built out WordPress scanner service can be installed and configured. 
Connect to the EC2 instance using the assigned ssh key.11 Run updates to ensure all packages 
are on the latest releases and have current security patches. 

   
On the AMI chosen as part of the EC2 instance build will have WPScan will be installed 

by default, if this is not the case it can be installed directly from Git.12 
 
Python 3 is required and should be installed as the next step as it’s a dependency package 

for the next packages. Once installed this will give you a warning: 

 
 
6 https://aws.amazon.com/ebs/snapshots/ 
7 https://support.google.com/mail/answer/56256?hl=en 
8 https://support.google.com/accounts/answer/185839?hl=en&co=GENIE.Platform%3DDesktop 
9 https://wpscan.com/api 
10 https://www.lastpass.com/ 
11https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-connect-methods.html  
12 https://packaging.python.org/en/latest/guides/installing-using-linux-tools/ 
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“WARNING: The script wheel is installed in '/home/admin/.local/bin' which is not on 
PATH” 
 
This requires setting path variables. 
 
The default Path is: “/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games” 
 
The following command will add a new Path: “export 
PATH="/home/admin/.local/bin:$PATH" 
 
The new path will look like the following: 
/home/admin/.local/bin:/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games 
 

2.1 Install WPWatcher 
WPWatcher can be installed directly from Git or through the Debian package manager PIP 
with the following command:1314 
 
“pip install -U 'wpwatcher'” 
 

 
Figure: 5 Console output for WPWatcher installation. 

 
 
Once installed WPWatcher will be installed in the following path: 
“/home/admin/.wpwatcher” 
 
The next step is to create the default configuration files, this is done by moving into the 
.wpwatcher directory and running the following command: 
 
“wpwatcher --template_conf > ./wpwatcher.conf” as demonstrated in the following. 
  

 
Figure 6: creating wpwatcher.conf file from template. 

 
 

 
13 https://github.com/tristanlatr/WPWatcher 
14 https://wpwatcher.readthedocs.io/en/latest/ 
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The wpwatcher.conf file will contain all the configuration and default service execution 
parameters. These parameters can be overridden by the service operator when executing a 
manual execution command. The wpwatcher.conf file is presented and discussed in three 
sections, Figure x, Figure x and Figure X.  

 
The first section of the configuration file as presented in Figure 6 specifies the wpscan 

global parameters. The “--api-token” is derived from the WPScan developer account. A key 
configuration setting is the “--enumerate” parameter. This will define what WordPress options 
are scanned and to what intensity. There are 3 modes WPScan can use: 

• Passive (A light scan that does not include full plugin enumeration) 
• Aggressive (An intense scan that will execute a full plugin enumeration and take 

several hours to complete. This can have an impact the WordPress server. 
• Mixed (Provides the most results, the scan can impact the performance of the 

WordPress site due to the intensity of the scan)  

The WordPress scanner service has been configured to the missed mode with the 
following options provided as per line 13 of the wpwatcher.conf file “vp,vt,tt,cb,dbe,u,m”. 
The full parameter options are as follows: 

• vp (Vulnerable plugins) 
• ap (All plugins) 
• p (Popular plugins) 
• vt (Vulnerable themes) 
• at (All themes) 
• t (Popular themes) 
• tt (Timthumbs) 
• cb (Config backups) 
• dbe (Db exports) 
• u (User IDs range. e.g: u1-5) 
• m (Media IDs range. e.g m1-15) 

The full configuration options can be found on the WPScan and WPWatcher pages. 15 16 

 
 
15 https://wpwatcher.readthedocs.io/en/latest/ 
16 https://github.com/wpscanteam/wpscan/wiki/WPScan-User-Documentation  
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Figure 6: The first 22 lines of the wpwatcher.conf file. 

 
The second section of the configuration file as presented in Figure 7 specifies the 

WordPress sites to be scanned. These sites are added in JSON format and each entry has a 
commented line out for custom parameters. Any parameters specified here will override the 
default configuration on line 13 in Figure 6. This option is helpful to tune a scan to the 
customer's requirements or add customer-specific email notifications. 

 

 
Figure 7: Lines 22 to 65 of the wpwatcher.conf file. 
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The third section of the configuration file as presented in Figure 8 specifies the SMTP 
configuration settings. Gmail has been used as the SMTP provider in this configuration but 
any SMTP provider can be used. A dedicated Gmail account was created to handle scan 
reports. Gmail rules can be created to forward specific customer reports to specific 
individuals such as the customer account representative or other interested parties. 

 

 
Figure 8: Lines 66 to 88 of the wpwatcher.conf file. 

 

2.2 Automation of WordPress scan execution  
The wpwatcher.conf will handle the WordPress scanner input and execution parameters. Using 
the built-in Linux Cron service a simple schedule is configured to execute the on a set schedule. 
The following Cron tab entry sets the scan to be executed each day at 3 pm as defined in Figure 
8. 
 

 
Figure 8: Crontab configuration file 
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2.3 WordPress scanner output 
As per the WPWatcher command execution defined in Cron. A daily scan will be executed, 
and an email report sent on the completion of each site scan to the defined Gmail account. Each 
email will contain an  

Individual report per site with an executive summary and status of the findings. A raw 
JSON file is also attached. A copy of this scan will also be stored on the server under the 
following directory: “/home/admin/.wpwatcher/wp_reports.json” 

Each report is stored in the email server as presented in Figure 9. 

 
Figure 9: Automated email reports in Gmail. 

 
 
3 Operating the WordPress vulnerability scanning service 
 
The consumer of the vulnerability scanning service results will be the security analysts. They 
will review each of the report findings per customer against the findings in the risk management 
database. This database is used to track the customer's risks, assign severity and track 
resolution. Any new findings identified in the WordPress vulnerability results will be added to 
the risk management database to be addressed as part of the monthly customer status meeting. 
An example of this report email is presented in Figure 10. 
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Figure 10: Sample email from the WordPress vulnerability scanning service. 

 
Each vulnerability report email will come with the full report findings in JSON format. The 

file comes with additional detail such as the dates, times and links to the relevant CVE or 
wpvulndb findings. The following are some extracts of the JSON file to highlight its contents. 
In Figure 11 the file contains date timestamps, the target of the scan and the scan type. In this 
case it was “Passive Detection”.  
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Figure 11: Vulnerability report JSON file extract. 

 
In the following JSON extract in Figure 12, there is an example of a vulnerability finding 

for the “gutenberg” plugin. The location of the file and version are identified. The wpvulndb 
link is also included which provides a detailed report on the vulnerability.  
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Figure 12: An example of a Vulnerability finding 

 
At the end of each JSON report will be a summary resources used such as data transfers, 

number of requests and the api request balance. This example scan was within the 75 api 
requests per 24 hr cap as presented in Figure 13. 
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Figure 13: Summary of scan resources used. 
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