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1 Introduction

This document offers information on the proposed model's configuration and needs, such as
technical details and required software. This setup configuration also covers how to execute
the algorithms required to construct the suggested model with the different datasets.

2 Hardware

e 11th Gen Intel(R) Core (TM) i7-1165G7 @ 2.80GHz 2.80 GHz
e 16.0 GB Ram, DDR4

e Windows 11, 64-bit operating system

e 1 TB Solid State Drive

e Graphics 2GB

3 Software Specifications

The Integrated Development Environment utilized for the Research Project is anaconda
prompt, and the programming language used for the same is Python. Various other packages
and libraries are also utilized in this for better results and systematical approaches.

e Anaconda Prompt

e Python 3.9.12

e Anaconda Navigator

e Sublime Text

e NumPy

e Matplotlib

e Pandas

e Scikit-learn

e Tkinter

e SelectKbest

e XgBoost Library

e Pickle

4 Configuration Steps
1. Download and Install Anaconda3

2. MI_env.rar extraction to the anaconda’s environment folder
3



3. Extract Detection Malware (1oT)

4. Open the Anaconda Navigator

5. Start the ml_env and then open the anaconda3 prompt

6. Navigate the folder Detection Malware (1oT).

7. Use command cd /d to change the directory to the Detection Malware (10T).
8. Now python finall.py and python final2.py for GUI result of different dataset
9. Finall.py is for CICIDS-2017 dataset & Final2.py is for 10T-23 dataset.
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Figure 2 : ml_env



5 Procedure

5.1 Pre-processing of the data

e Load the data from the dataset and merge in case of CICIDS-2017 dataset
e Pre-process the 10T-23
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Figure 4 : Pre-Processing of 10T-23

5.2 Feature Selection of the datasets
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Figure 5 : Feature selection CICIDS-2017

5.3 Testing and Training
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Figure 6 : Testing and Training of 10T-23
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Figure 7 : Testing and Training of CICIDS-2017

6 Result and Prediction
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RESULT

Malware Detected

Figure 8 : Predicted Malware in CICIDS-2017



INPUT

proto : 0 missed_bytes : 1

duration : I orig_pkts : o
orig_bytes : [ orig_ip_bytes : o
resp_bytes : O resp_pkts : [
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RESULT

Malware Detected

Figure 9 : Predicted Malware in 10T-23
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