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1 Introduction

This document discusses how the AdaBoost Intrusion Detection System code should be
implemented and executed. The project has been coded in Python programming language.

2  System Requirements
Code Editor: Visual Studio Code
Python Version: version3

Operating System Windows 7 or later

Anaconda software has been downloaded and installed on the system. It can be downloaded
from the official website given below (“Anaconda | Anaconda Distribution,” n.d.),

(https://www.anaconda.com/products/individual)

At the stage given in the image below check both checkboxes

Figure 1: anaconda installation



2.1

Package details

Here in this project, Anaconda software is also used, which is a distribution for Python
programming languages for data science. It simplifies package management and deployment.
An environment, named “ml_env” is created. It consists of the necessary machine learning
python libraries that are custom installed which in turn help to run the whole code. A small
number of libraries that are present in the environment are:

Numpy: Used for array operations

Sklearn: Used for selection of features and for train-test splitting
Pandas: Used to read the dataset

Matplotlib: Is used for data visualization

3 Setting up the environment

Extract IDS_FULLCODE.zip folder given at the end of the Thesis report. If you are
downloading the artefact from moodle, make sure to download the dataset from
Kaggle and paste it in the Project_Dataset folder of IDS_FULLCODE > Machine
Learning.

Extract the ml_env.zip folder from the OneDrive link and paste it into OS(C:) > users
> user (it may vary depending on your system) > anaconda3 > envs

Open anaconda prompt or Windows Command Prompt (cmd) in the project folder

In the prompt, type command “activate ml_env” (in windows command prompt), or,
In the anaconda prompt, type “conda activate ml_env”

4 Dataset Source

Dataset used in this research project is taken from an online platform named Kaggle which
allows users to access and download various dataset samples. The dataset used has been
downloaded and added in the IDS_FULLCODE folder named Project_Dataset.

5 Code Execution

Anaconda prompt or cmd has been opened. Now, run the following commands,

e Run command: python train.py || To train the model



cAwindows\System32\ycmd.e X +

| D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning>activate ml_env

(ml_env) D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning=python train.py

DoS attacks-Slowloris 10996

DoS attacks-GoldenEye 41588

Benign 996077

Name: Label, dtype: intéd

Malicious 52498

Benign 9960877
' Name: Label, dtype: inte6d

Flow Byts/s 4921

dtype: inted

Series([], dtype: float6u)

Dst Port Protocol Flow Duration Tot Fwd Pkts ... Std Idle Max Idle Min Label

5000 80 ] 12000099 M 0.0 6994316 6994316 Malicious

5001 80 6 11999501 coo B [FEELEEY 6994337 Malicious
5002 80 6 12000U39 coo 2 6995703 6995703 Malicious
5803 88 6 11999668 PPN 0.6 6994386 6994386 Malicious
5004 ] 12001283 coo B .6 7680221 7800221 Malicious
799995 5] 17 2529 coo B : € Benign
799996 5 17 357 PPN 0.6 E E Benign
799997 53 17 us7 aoo 0.6 : B Benign
799998 3 6 26085036 J  soo B : B Benign
799999 17 370 boo 0.6 : > Benign

[795888 rows x 69 columns]
Malicious 47551
Benign 747449
Name: Label, dtype: inted

Figure 2 running train.py

e Run command: python predict.py | To predict whether the packet is Malicious or
Benign based on the trained model.
To add the data shown below and in the GUI, there is text file called Test.txt with the
values of the 20 features.

CAWindows\System32\cmd.e X T

(ml_env) D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning=>
(ml_env) D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning=>
(ml_env) D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning=>python predict.py
Enter Dst Port : ©

Enter Protocol : @

Enter Tot Fud Pkts :

Enter Tot Bwd Pkts :

Enter Bwd IAT Min

Enter Bwd IAT Mean

Enter Bwd IAT Ma

Enter Idle Max : 56321877

Enter Idle Mean 56328579

Enter Idle Min 56328081

Enter Fwd IAT Ma 56321077

Enter Flow IAT Ma 56321877

Enter Flow IAT Std : 784.27835

Enter Fwd IAT Min : 56321677

Enter Fwd IAT Mean : 56328579

Enter Bwd IAT Std : @

Enter Idle Std : 764.27835

Enter Bwd IAT Tot : @

Enter Flow Duration : 112641158

Enter Fwd IAT Tot : 112641158

e

kkkkkkkkhkkkkkRESULT*% %k ddhkkkhkk
Benign

(ml_env) D:\NCI\Research MEthods\Thesis Proj\IDS_FULLCODE\Machine Learning>

Figure 3 running predict.py



e Run command: python gui.py || To show the Graphical User Interface which takes
user input and displays the result.

' Intrusion Detection
Home Check

764325842
311046119

107005621
107005618

Figure 4: GUI 1
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Figure 5: GUI 2
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