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1 Introduction 

A detailed description of the steps and processes involved in detecting intrusions in IoT 
systems is provided in this Configuration Manual. For the replication of the experimental 
setup, this document describes all the necessary software settings and tools. 

2 System Specification 
 
The configuration of the system used in this project is:  
 

• Operating System: MacOS Ventura 13.0 
• Processor: Apple M2 
• Hard drive: 256GB 
• RAM: 8GB 

 
3 Software Tools 

This project was implemented using the following software tools: 

• Jupyter Notebook 
• Python  
• Anaconda Navigator 

3.1 Software Installation 

A detailed description of the steps taken in installing the tools is presented here. 

• Python 3.11.1 can be downloaded and installed from  
https://www.python.org/downloads/macos/  

• Visit Anaconda's website to download and install it 

4. Implementation  

In order to implement this project, the following Python libraries were used:  

• Scikit-Learn 
• Numpy 
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• Seaborn 
• Pandas 
• Matplotlib 

Implementation on the Network Intrusion Detection dataset:  

1. For all analyses, visualizations, and models in this paper, Python libraries were 
imported 

 

 

Fig 1: Importing the libraries 

2. The data was loaded on the notebook 

 

Fig 2: Importing the dataset 

 

Fig 3: Checking the Dataset columns  
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Fig 4: Checking for null values in the Dataset 
 
 
 
 

3. Visualization of the data  
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Fig 5: Data Visualization of the percentage of the anomalous packet and normal packet  
 
 
 

 
 

Fig 6: Data Visualization of the number of connection by the protocol type  
 
 
 

4. Label Encoding the categorical features in the dataset to numerical values 
 

 
Fig 7: Label Encoding 
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Fig 8: Label Encoding 

 
 

5. The following showed the use of correlation coefficient for feature Selection 

 
Fig 9: Feature Selection 

 

 
Fig 10: Removing the negative and heavy features  

 

 
Fig 11: Data is split into 70% training and 30% testing 
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6. The following show the different machine learning algorithms used in my model 

 
Fig 12: Random Forest Model 

 

 
Fig 13: Classification Report for Random Forest 
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Fig 14: XGBoost Model  

 

 
 

Fig 15: Classification Report for XGBoost  
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Fig 16: SVM Model  

 

 
Fig 17: Classification report for SVM 
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Implementation on the IoT Device Network Logs dataset:  

1. Import the libraries for all analyses, visualizations, and models in this paper, Python 
libraries were imported 

 

Fig 18: Importing libraries to be used 

2. The data was loaded on the notebook 

 

Fig 19: Importing the dataset to the notebook 

3. Data analysis and visualization 

 

Fig 20: Top 5 records of the dataset 

 

Fig 21: Checking the evenness of the target variable  
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Fig 21: Visualization of the target variable in a pie chart 

4. Label Encoding the different attacks into numerical figures 

 

Fig 22: Label Encoding  

 

Fig 23: Visual representation of the Labels Encoded  

 



 

11 
 

 

5. Using the correlation coefficient for feature Selection 

 

Fig 24: Feature Selection 

 

Fig 25: Dropping some high negative features 

 

Fig 26: The used features in the model 

 

Fig 27: Splitting the data into 70% test and 30% train 
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6. The following show the different machine learning algorithms used in my model 

 

Fig 28: Random forest model 

 

Fig 29: Classification Report of the Random Forest algorithm 
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Fig 30: XGBoost Model 

 

Fig 31: Classification Report of the XGBoost algorithm 
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Fig 32: Setting only 10% of the dataset to be used 

 

Fig 33: SVM Model 

 

Fig 34: Classification Report for the SVM algorithm 


