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1 Introduction to Configuration Manual 
 

The manual outlines the Software and tools used to implement the Project. The manual contains the steps and 

instructions used to install the required software to implement the project and the systems used to get the 

required results.  

 

2 Hardware Specification Details 

Due to the high resource need and requirements for the Machine Learning algorithm and 

process. The Hardware specification is outlined below-: 

Hardware 
Technical Environment Hardware 

Physical Device 

Device Model Dell Inspiron Build Machine 

Processor Intel(R) Core (TM) i5-3570 CPU @ 3.40GHz   3.40 

GHz 

Installed RAM 32.0 GB RAM 

System Type Windows Operating System 

HardDrive 500GB SSD Hard drive 

 

 Software Specification 
Installed Anaconda for Windows using the below steps. Anaconda was the preferred method as it came added 

with the jupyter Notebook (Troubleshooting — Anaconda documentation, no date) 
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3 Setup of the Machine learning jupyter Notebook version 6.4.8 
The project is aimed at using python programming language due to the availability of mature and well tested 

data management and machine learning libraries such as scikit, pandas, NumPy to help analyze and train the 

dataset. Python has been the preferred programming language due to the availability of these libraries and the 

ease of using the language. The main object would be to tag either the websites belonging to phishing or 

legitimate using the machine learning framework. After this, the results would be analyzed in relation to 

precision, recall, and accuracy. The result would also show the details of the program and how effectively it 

identifies the websites 

 

3.1 Feature Extraction Procedures 

Feature extraction was needed because the original raw data cannot be used for the machine learning model. 

Most of the useful information is captured as a result of the extracted features. This creates a smaller set of 

features captured from the raw data. We would extract useful information from the .csv data for the purpose of 

the machine learning classifiers to work from. 

Features Extracted as Outlined Below 

Address Bar-based Features  

Domain of URL 

IP Address in URL 

"@" Symbol in URL 

getDomainEntropy 

Length of URL 

Depth of URL 

Redirection "//" in URL 

"http/https" in Domain name 

Using URL Shortening Services “TinyURL” 

Prefix or Suffix "-" in Domain Each of these features are explained and the coded below: 

 

Domain based Features 

DNS Record 

Website Traffic 

Age of Domain 

End Period of Domain 

Each of these features are explained and the coded below: 

 

HTML & Javascript based Features 

IFrame Redirection 

Status Bar Customization 

Disabling Right Click 

Website Forwarding 
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3.1.1 Good URLs Procedures 

 

 

 

3.1.2 Bad URLs Procedures 
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3.1.3 Extracted 5000 records Randomly from both the Good URLs and Bad URLs 
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