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1 Introduction

The paper provides instructions on how to correctly recreate the project. The project is
composed of Python programming.

2 System Requirements

RAM -4 GB

0S - Window 7 to 10

Python version - 3.8 or above

AWS account - for storing the file

Mail trap account - for sending key over mail

3 Libraries Required

Following libraries were required to run the code. Some libraries are inbuilt with python
and some need to be installed.

Boto - Programmers can use Amazon Web Services (AWS Boto3’s ) Python Software
Development Kit (SDK) to connect their Python-based applications to services like
Amazon S3.

To install boto3 module following command will be used:
pip install boto3

Cryptography - is the research of widely used cryptographic techniques, such as message
digests, key derivation functions, and symmetric cyphers. It includes both low-level
interfaces for various approaches and high-level recipes. To install cryptography module
following command will be used:

pip install cryptography



4 EncryptionScript

import os

import base6a

import smtplib

from zipfile import ZipFile

# import the corresponding modules

from email import encoders

from email.mime.base import MIMEBase

from email.mime.multipart import MIMEMultipart

from email.mime.text import MIMEText

import cryptography

from cryptography.fernet import Fernet

from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.asymmetric import rsa

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
from cryptography.hazmat.primitives import serialization, hashes

from cryptography.hazmat.primitives.asymmetric import padding, rsa, utils
from cryptography.hazmat.backends import default backend

import boto3

import time

# get the start time

st = time.process_time()

port = 2525

smtp_server = "smtp.mailtrap.io”

login 2329c8a81a8c1” # paste your login generated by Mailtrap
password = "4f33af52abebb7” # paste your password generated by Mailtrap

subject ncrypted Key Received™
sender_email = "suyashtripathi.in@gmail.com”
receiver_email = "suyashtripathi.in@gmail.com”

message = MIMEMultipart()
message[” sender_email
message’ b receiver_email
message["Subject"] = subject

# Add body to email
body = "New Encryption key received”
message.attach(MIMEText(body, “"plain

# Add body to email

body = "New Encryption key received"

message.attach(MIMEText(body, “"plain™))

# Generate a private/public key pair

private_key = rsa.generate_private_key(
public_exponent=65537,
key_size=2048

)
public_key = private_key.public_key()

# Save the RSA private key to a PEM file

pem = private key.private_ bytes(
encoding=serialization.Encoding.PEM,
format=serialization.PrivateFormat.PKCS8,
encryption_algorithm=serialization.NoEncryption()

with open(“private_key.pem", "wb") as file:
file.write(pem)

# Get the file name from the user
file_name = input('Enter the file name: ')

# Read the contents of the file
with open(file_name, 'rb') as f:
file_data = f.read()

# Encrypt the file using AES
key = Fernet.generate_key()
fernet = Fernet(key)

encrypted_data = fernet.encrypt(file_data)

# Encrypt the AES key using RSA
encrypted_key = public_key.encrypt(
key,
padding.0AEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None




filename = "Keysfile.zip"

# We assume that the file is in the directory where you run your Python script from

with open(filename, "rb") as attachment:
# The content type "application/octet-stream" means that a MIME attachment is a binary file
part = MIMEBase("application"”, "octet-stream")
part.set_payload(attachment.read())

# Encode to base64
encoders.encode_base64(part)

# Add header
part.add_header(
"Content-Disposition",
f"attachment; filename= {filename}",

)

# Add attachment to your message and convert it to string
message.attach(part)
text = message.as_string()

# send your email
with smtplib.SMTP("smtp.mailtrap.io"”, 2525) as server:
server.login(login, password)
server.sendmail(
sender_email, receiver_email, text

)

print('Encrypted key sent on mail')

# Set up the S3 client
s3 = boto3.client('s3")

# Upload the encrypted file to S3
s3.upload_file(
‘encrypted_' + file_name,
‘suyashbucket ',
‘encrypted ' + file_name

)

print('File successfully uploaded to S3')

# Encrypt the AES key using RSA
encrypted key = public_key.encrypt(
key,
padding.0AEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None

)

# Save the encrypted key to a file
with open('encrypted key.txt', ‘wb') as f:
f.write(encrypted key)

# Save the encrypted file to a new file

with open('encrypted ' + file name, 'wb') as f:
f.write(encrypted data)

# get the end time

time.sleep(3)
print('File successfully encrypted and key saved to encrypted key.txt')

et = time.process_time()

# get execution time

res = et - st

print('CPU Execution time:', res, 'seconds')

with zipFile('Keysfile.zip', 'w") as zip_object:
# Adding files that need to be zipped
zip_object.write('encrypted _key.txt")
zip_object.write('private_key.pem")

filename = "Keysfile.zip"




Decryption Script

import os

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
from cryptography.hazmat.primitives import serialization, hashes

from cryptography.hazmat.primitives.asymmetric import padding, rsa, utils
from cryptography.hazmat.backends import default_backend

from cryptography.fernet import Fernet

from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.asymmetric import padding

from cryptography.hazmat.primitives.asymmetric import rsa

# Read the RSA private key from the PEM file
with open("private_key.pem", "rb") as file:
pem = file.read()
private key = serialization.load pem private key(
pem,
password=None,
backend=default_backend()

)

# Read the encrypted key from the file

With open( encrypted _key.txt,T0 ) as ¥
encrypted key = f.read()

# Decrypt the key using the RSA private key
key = private_key.decrypt(
encrypted key,
padding. OAEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
JELIE

# Decrypt the key using the RSA private key
key = private_key.decrypt(
encrypted key,
padding . OAEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None

# Decrypt the file using the decrypted AES key

fernet = Fernet(key)

encrypted data =open("encrypted plain.txt", "rb").read()
decrypted data = fernet.decrypt(encrypted data)

# Save the decrypted file to a new file
with open('decrypted data.txt', ‘wb') as f:
f.write(decrypted data)

print('File successfully decrypted')




6 Installation and Code Run Procedures

Following steps need to be followed for running the code.
Step 1 - Login to AWS account and create S3 bucket.

B 4 ® Gobhyv MSCCLOUD/x21121443@student.

1]
©

AmazonS3 > Buckets ) Create bucket

Create bucket

Buckets are containers for data stored in S3. Learn more [4

General configuration

Bucket name
suyashbbucket
ame must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming [2
AWS Region
EU (Ireland) eu-west-1 v

Copy settings from existi

Choose bucket

Object Ownership info

he use of access control lists (ACLs). Object ownership

— | 2 il
Step 2 - Open the AWS programmatic access

Copy the environment variables and paste it on the command prompt it will allow to
connect with AWS.

@ C\Windows\System32\cmd.e X ar | A% - [m] X

Microsoft Windows [Version 10.0.22621.819]
(c) Microsoft Corporation. All rights reserved.

D:\Code\Suyash\Final updated with mail>SET AWS_ACCESS_KEY_ID=ASIATUYJP7SUPEJZUQVT
D:\Code\Suyash\Final updated with mail>SET AWS_SECRET_ACCESS_KEY=aytLjQiSmzs0illBU6fxZeIgpQ1lxAZ2z2jMNIRAc

D:\Code\Suyash\Final updated with mail>SET AWS_SESSION_TOKEN=IQoJb3JpZ2LluX2ViEKr//////////WEaCXVzLWVhc3QtMSIHMEUCIFJe95V
/miVq2Kt+ipCyEUBp91hBCnfkxUgPufX9HXIEAIEAOHNOc3KoZRUNN+E/sVd6vdUHDoISsa3iMx39a0t7JasqkgQI0///////////ARADGgwyNTA3Mzg2Mzc
50TIiDABRyCUOpxAk9v1XhirmA90dymeXXOENmOYIgOLXoZolquigNLUsU5T5fnhZ/A8ZvfpHzTdQbCTuO2towt79CaeXz0PMAMrLIOPnLkYq0oK02kXZsEr
oDMgjuoVva/I3Bv+UmE8eKI7dvP5Bwih5j5UQqIcRFq5aD5urHIkS9ThMYMKF +cQauEdFukwOpqIwmBMXj2sag3oTzleL Tkid+cv7sLh3rouT7QLgn7+44063
/KkMZwgNEwZM7E8dWvGKBMxurLqz /AvOFNIDAieUxROFd3xh9U1kBHM6ZQcvOxGrwJuD1pOLRXErDOarbzKFCJ+DThOqpcZ6/fh3FBVE/CiKnUZALS jbCLNDE
fBferAjOYBTIQUTY8dqZAousOViOPUoofWZPUgvuEYnrMiN9pf6ULl1cAJ6ToaKu/eMYAOTxZ2raNAvK/mv5ZTOwgAdky sOxWFNOSo39pkkuPIEJjP8kXtqoc
0i8+NIfGYWvhEuhQu5wbwoXkAva090k@2utqzle+J5/tvb9G3dmpc5nH8Ga/OWYNBULTML2u3dFdKA7lesV13j5/iFIQFSgRUZJyB+mmiKKWLzFHHSSK1nER2
yijh5UkLaYxdBHvi+Ngc6ykX+q9iGTVilYVkVViQMrjxCbICYH3bqOTVZSmweG/ZIXrI@bq6JHDCSt0acBjqmAT+ZsocoldG6rla+DsJI704iCFVMHmcZIcGeh
GRWDtEU17gx2QiMyTLdnM68i9tIxHlvvIUiFmlhuHbU1xBhXDA+gCHs339fqWcODbhh3B970Xt 55K TINLW+Qz3ja+12hvtCOLtkIjoVUpvgwgmCKTHDOCRY
/1EtX+51WWuEVPeB0z2TdUsP19eIxD2KQSzZZWFhzQ9tjc6iVSIozDTszrd1UvRrIt7+I=

D:\Code\Suyash\Final updated with mail>

Step 3 - Setup the Mailtrap account

Signup for the mail trap account and paste the login and username in the script provided
by the Mailtrap.



Search... @9 & & &  Mylnbox

SMTP Settings Email Address Auto Forward Manual Forward Access Rights

< Email AP [ > & w
- 6 Reset Credentials O
Your inbox is empty SMIP/POP3 () Resel Crecenlia
(% Sandbox Use thase settings to send messeges directly frem your email client or mail iransfer agent.
Don't disclose your usamame or password as this may result in your inbox getting filled up with spam.
Rioes ¥ p: Y ¥ getting p p:

(3 Billing

Integrations ()
A% User Management

cURL
P APl
e on curl --ssl-regd \ \Ei
B) Account Setings --ur] “smtp://smtp.mailtrap.io:2525

--user '5bf5c56979889c :a3d2fbg3bef43g" \

--nail-from fromexanple.com \
--mail-rept tofexample.com \
- EOF

Content-Type: multipart/alternative; boundary="boundary-string"

--boundary-string
Cont text/plain; charset="utf-8"

Content-Transfer-Encoding: cuoted-pri

:\completeUpdate\Encrytion>SET AWS SECRET ACCESS_KEY=IidapugZngFriHpjnjEcPyK+qG6aGbGpN/bCZygc

:\completeUpdate\Encrytion>SET AWS SESSION TOKEN=IQolb3JpZ21uX2ViELn//////]]][wEaCXVZLWhc3QtMSIHMEUCIQC7Ihvwvl/xCxIc74
0/bpySghytHjnWeQIKt6H1aByvwIgEA67Z6F Ipuih+ZHu+9julZ1Ygt/Q/HGoKGCZ1CeGFS8qkeQI4t//////]]] /ARADGEWyNTA3Mzg2MzcS0TIiDMAB1Z
D60WADFULTWyrmAlyv1GTgDkQtdoZCzaYdBIDO2RVthaIxUQHZTH1EeUyvtpYdF /IKUIxNeHuIBM+mnKwcpeRtsI10I3g0s 2kiu/fsdmqdJiThstThfYmI3R
b11.8V3611tkp1HkQx@81qX1EB153am79heIng+VORcBrfeldnxRPoNGoimYGzMmT9amBpul8Cv57MAGdn141183g8eBdNAfI31zZQiwndeX02Ut jZQTESmO
BregxrpGiHAWpNCCmz0zD331VFOPO/J+1g71GTZ2HPgcVhDLSkpRGCOkdSuVwulz2g2p21 fAZVrGHNnWFkhiwv20h@VbACvalZvazs jh7rfcef1QqiYkRXOnS

RLesY71GeTc1CG1ISOTVFUAbYi++MbxLmpotZRYau3d2/+j6doxgbulGYyolIw9IwlASRFci4IQLow236hzXi0uVbS9IKXCoPMrIEQVYGWevFo/fsUIUiMu
AhivDmacxmnxA8gqrrekT8Bw7GFP4rqIUL/3QcVilvn3wlvpxOxVQWZ/Bvn/NHDCKTOUKOYtdY3aGYqPR1TRjCzWcCnvROS 3RKHNy 1wigSpOrHkQKhapaSe
[9¢1TwPL8H68518dQUO1Y81znbLumU6MFRYI4pTohLLbbwm+PEUPe/pf9oX0C3RTC]yemcBjqmAWHjv/GmHCdkvOgjYSMKyWbelkaES737]tthyDinAZvep/

h106P/Vj4gHGZupM+134+eQCAe1M2jGHEOSe1cNBSe+2fyMN8IXdANGHRESHdXmfbpVe2/0590Q]scX19vimb6L /AXOpG7TyhI7T/ /WRocbRIdZWZAcRt jAM
bHU55x03QTesecot+vsWASGnJHLUueeeOUew1dqRBf snS8k1A1CQzRKSI=

:\completeUpdate\Encrytion>python encryption.py
nter the file name:




Step 5 - Enter the File name with its type, The file will get uploaded to the cloud and

following message will be printed with the execution time.

C:\completeUpdate\Encrytion>SET AWS_SECRET_ACCESS_KEY=Ii4apuqZngFrNHpjnjEcPyK+qG6aGbGpN/bCZygc

C:\completeUpdate\Encrytion>SET AWS_SESSION_TOKEN=IQoJb3JpZ21uX2V3iELn//////]///wEaCXVzLWhc3QtMSIHMEUCIQC7Ihvvvl/xCxIc74
70/bpy5gMytHinkeQIKt6H1aByvwIgEA67Z6F Ipuih+ZHu+9julz]Ygt/Q/HGEKGCZ1CeGFS8qkeQI4f//////]///ARADGEWyNTA3Mzg2Mzc50TIiDMAB1Z
960WdDFUiIWyrmAlyv1GTgDkQtdoZCzaYdBIDO2RVthaIxUQHZTH1EeUyvtpYdF/IKU9xNeHuIBM+mnKwcpeRtsI1DI3g0s2kiu/fs4mqdIiThstTbfYmI3R
g1L8V3G6Iitkp1HkQx08IqX1EB153am79he9Ing+VORcBrfeLdnxRPf6NqoimYGzMmT9amBpul8Cv57MAGdn141183g8eBdN4fI31zZQiwndeX02UtjZQTESmO
8regxrpGiHAwpNCCmz0zD331VFOPO/J+1g71GTZ2HPgcVhDLSkpRGCOkdSuVwulz2g2p21fAZVrGWNnWFkiwv2QhOVbACvaWZv4zs jh7rfcefIQqiYkRXOnS
kRLesY71GeTc1CG1ISOTVFUAbYi++MbxLmpotZRYau3d2/+j6doxgbulGYyoIlw9IwlASRFci4]QLow236hzXi0uVb59IKXCoPMrIEQVYGWevFO/fsUlUiMu
X4WvDmacxmnxA8gqrrekT8Bw7GFP4rq9UL/3QcVilvn13wlvpxOxVQWZ/Bvn/NHDCKTOUKOYtdY3aGYqPR1ITRjCzWcCnvROs 3RKHNy 1wigSpOrHkQKhapaSG
T9g1TwPL8H68518dQUO1Y81znbLumUEMFRYI4pTohLLbbwm+PEUPe/pf9oXOC3RTCyemcBjqmAkHjv/GmHCdkvOgjYSMKyWbe 1kaES737JttWyDinAZvep/
a106P/VjAgHGZupM+134+eQCAe1M2jGHEOSe1cNBSe+2fyMNSIXdANGHR6SHAXmfbpVe2/0590Q]scX19vim66L /AXOpG7TyhI7T/ /WRocbRIAZWZACRE jAM
6HUS5x0jQTesecot+vsWASGnIHLUueeeOUewldqRBfsnS8k1AiCQzRKSI=

C: \completeUpdate\Encrytion>python encryption.py

Enter the file name: plain.txt

File successfully encrypted and key saved to encrypted_key.txt
CPU Execution time: 0.125 seconds

Encrypted key sent on mail

File successfully uploaded to S3

C: \completeUpdate\Encrytion>

Step 6 - Check the mail trap account for the encryption key and AWS bucket for the
encrypted file.

aws i senices | Q B 4 @ clobaly  MSCCLOUD21121443@studentncirlie

Amazon S3 X AmazonS3 ) Buckets ) suyashbucket

suyashbucket e

Access Points
Object Lambda Access Points Object: Properties Permissions Metrics Management Access Points
Multi-Region Access Points —

Batch Operations

Access analyzer for S3 Objects (1)
Obje ies stored in Amazon $3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. F 5 to
Block Public Access settings for "
Actions v Create folder
this account
v Storage Lens

Dashboards Q Find objects by prefix 1 ®
AWS Organizations settings

Name A Type Vv Last modified v Size v Storage class

[3 encrypted_plain.txt txt December 15, 2022, 00:07:23 (UTC+00:00) 84.2KB Standard

Feature spotlight o

AWS Marketplace for S3

v




Step 7: Paste the encrypted key received on email and encrypted file from the cloud in
the decryption folder for executing decryption.

Windows-SSD (C:) > completeUpdate > Decryption

Name Date modified Type
b decryption 14-12-2022 20:31 Python File

B encrypted_key 15-12-2022 00:07 Text Document

B encrypted_plain 15-12-2022 00:07 Text Document

n private_key 15-12-2022 00:05 CMS (S/MIME) File

Step 8: Open this folder in command prompt and run the decryption code for decrypting
the file.

Microsoft Windows [Version 10.0.22000.1098]
(c) Microsoft Corporation. All rights reserved.

C: \completeUpdate\Decryption>python decryption.py
File successfully decrypted

C: \completeUpdate\Decryption>

Step 9: A decrypted file will be created in the decryption folder.

indows-SSD (C:) > completeUpdate > Decryption

Name Date modified Type
. decrypted_data 15-12-2022 00:13 Text Document
ﬁ decryption 14-12-2022 20:31 Python File
B encrypted_key 15-12-2022 00:07 Text Document

B encrypted_plain 15-12-2022 00:07 Text Document

private_key 15-12-2022 00:05 CMS (S/MIME) File
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