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1 Introduction 
The paper provides instructions on how to correctly recreate the project. The project is 
composed of Python programming. 

2 System Requirements 

 
RAM – 4 GB 
OS – Window 7 to 10 
Python version – 3.8 or above 
AWS account – for storing the file 
Mail trap account – for sending key over mail 
 

3 Libraries Required 

Following libraries were required to run the code. Some libraries are inbuilt with python 
and some need to be installed. 

Boto - Programmers can use Amazon Web Services (AWS Boto3’s ) Python Software 
Development Kit (SDK) to connect their Python-based applications to services like 
Amazon S3. 

To install boto3 module following command will be used: 

pip install boto3 

Cryptography - is the research of widely used cryptographic techniques, such as message 
digests, key derivation functions, and symmetric cyphers. It includes both low-level 
interfaces for various approaches and high-level recipes. To install cryptography module 
following command will be used: 

pip install cryptography 

 



4 EncryptionScript 
 

 
 

 
 



 
 

 
 



5 Decryption Script 

 
 

 

 
 
 



6   Installation and Code Run Procedures 
Following steps need to be followed for running the code. 
Step 1 – Login to AWS account and create S3 bucket. 

 
Step 2 – Open the AWS programmatic access  
 
Copy the environment variables and paste it on the command prompt it will allow to 

connect with AWS. 
 

 
 
Step 3 – Setup the Mailtrap account 
 
Signup for the mail trap account and paste the login and username in the script provided 

by the Mailtrap. 
 



 
 
 
Step 4 – Run the script using command prompt  
 

 
 
 
 



Step 5 –  Enter the File name with its type, The file will get uploaded to the cloud and 
following message will be printed with the execution time. 
 

 
  
 
Step 6 – Check the mail trap account for the encryption key and AWS  bucket for the 
encrypted file. 

 
 



Step 7: Paste the encrypted key received on email and encrypted file from the cloud in 
the decryption folder for executing decryption. 
 

 
 
Step 8: Open this folder in command prompt and run the decryption code for decrypting 
the file. 
 

 
 
 
Step 9:  A decrypted file will be created in the decryption folder. 
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