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Using role-based access to store data on Cloud securely
Suyash Tripathi
X21121443

Abstract

The Internet of Things (IoT) is facing previously unheard-of scalability and security challenges as a
result of the volume of data created and shared by IoT platforms and devices. Many critical pieces of
information are kept in the cloud and are accessible to users. Thus, access control techniques are used
to protect this sensitive material from people who could be harmful. Some of those problems are
currently being resolved by combining blockchain technology with IoT applications.

However, the current generation of blockchain-based IoT solutions simply employs the blockchain to
record access rules, vastly underutilizing this revolutionary technology's full potential. The issue of
creating and maintaining a collection of histograms is addressed by the self-adaptive set of histograms
(SASH framework), which is presented in this paper. It combines IoT platforms with blockchain
technology to offer several benefits over the current state of the art like by combining the benefits of
RSA and AES, it increases security and enables message decryption without requiring the sender and
receiver to exchange the AES key.

1 Introduction

Access control choices may be chosen, and access control rules can be stored, using Sash. As
a result, access request auditability is made available together with exact regulatory
enforcement. They also create a "data marketplace" by utilizing blockchains' capacity to
conduct financial transactions and compensating data producers by design. Nevertheless,
given the enormous number of IoT stakeholders and possible sharing transactions among
them, previous solutions are not adequately addressing for access control challenges.
Although they still suggest that owners manage policy revisions, they advise shifting access
control policies to the blockchain, a decentralized network of trust (Bhalla, and Prasad,
2022). The magnitude of IoT systems cannot be handled by this strategy. A vast, dispersed
network of objects with actuators and sensors is what is meant by the term "Internet of
Things" (IoT). IoT devices are anticipated to generate and communicate enormous volumes
of data, leading to hitherto unseen challenges concerning scalability and security. Due to the
volume of data generated, the number of devices, the absence of confidence between
partners, and the lack of openness about data processing, current ways to secure data sharing
fall short in these particular circumstances. Blockchain technology has shown that it may be a
good solution in many distributed systems where transparency and trust are essential
components.

According to the cloud computing paradigm which is expected to become more significant in
computing, individuals will be able to easily encounter computability anywhere and at any
time by using the Internet (Bhalla, and Prasad, 2022). An increasing number of apps employ
cloud storage, which provides users with access control and information storage options that
may successfully handle the large data problems mentioned earlier. For instance, in a future
smart city transport network with IoT connectivity and cloud storage, transportation data is
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automatically acquired from automobiles and roadside traffic surveillance terminals and
saved in the cloud.

Due to the Internet of Things, traffic police officers and businesses that offer services to cars
may simply and efficiently monitor and even remotely regulate traffic flow. However, a
motorist takes privacy issues extremely seriously. Therefore, it's essential to keep some
delicate information about specific people a secret. The security of the landlord's data may be
jeopardised if a member of the inquisitive internal staff or a persistent outside attacker
succeeds in obtaining a driver's personal information without authorization (Bhalla, and
Prasad, 2022). However, the owner can agree to provide a select group of well-screened
individuals access to their data. Due to the adaptability of the access control policy,
"ciphertext-policy attribute-based encryption (CP-ABE)" is seen as a potential choice for
access control in a cloud storage system for "Internet of Things applications". If a data user
(DU) satisfies specific requirements and complies with the DO's access policy, the DU may
be granted shared access to the data that the DO has made available.

In many attribute-based encryption systems, attribute maintenance and key distribution are
often controlled by a central authority. The CP-ABE strategy has been extensively researched
for systems with a single source (Pandian, and Columbus, 2022). These techniques can't be
used right away in a cloud storage system because they were developed for a typical setting.
Consequently, the multi-authority CP-ABE approach must be implemented in order to
provide data network access in a cloud storage system. They provide distributed access
control for user attribute management and enable data sharing between such a data owner and
a select group of data users by implementing an attribute access control policy. These
methods were just not developed for cloud storage systems; thus, they can't be applied right
away. Consequently, in order to offer data network access in a cloud storage system, the
multi-authority CP-ABE technique must be implemented (Pandian, and Columbus, 2022). By
establishing an attribute access control policy, they provide distributed access control entered
by the user management and enable data sharing between such a data owner and a defined
group of data users.

1.2 Research question
e How can role-based access be used to securely store the data on the cloud?

2 Related Work

2.1 Different types of the access control scheme

To satisfy the needs of various users, a number of access control solutions have been put
forth, but the "attribute-based encryption (ABE) paradigm" has generated the most attention
for protecting cloud storage. According to Xiong et al. (2020), "Key-policy attribute-based
encryption (KP-ABE) and content-based attribute-based encryption" are the two primary
subcategories of ABE techniques (CP-ABE). When choosing an access control strategy for a
cloud storage system, there are a number of things to consider, such as compute overhead,



communication costs, storing attribute keys, and security needs. The use of CP-ABE in this
circumstance is a common tactic. Most ABE application research initially concentrates on a
single authority model. a method that uses selective group key exchange protocol and CP-
ABE for each attribute group. According to Xiong et al. (2020), efficient data control for
"multi-authority cloud storage systems (DAC-MACS)" based on CP-ABE was presented,
offloading the majority of the decryption computation to a cloud server by creating a
decryption token. An inexpensive attribute revocation method that involves less computation
and communication was also developed by them. The processing expenses and attribute
revocation expenses of the DAC-MACS system are still a hassle for an loT user with limited
resources. () assessed two approaches that entailed monitoring user-submitted secret key
changes and intercepting ciphertext updating secrets in a multi-authority cloud storage system
employing DACMACS. They suggested a brand-new, expanded DAC-MACS approach
(NEDAC-MACS) for multiauthority cloud storage systems to counteract the two threats. The
technology performs similarly to DAC-MACS but has a higher level of security.

Given the shortcomings of multi-authority access-control systems, Xiong et al. (2020)
developed a reliable, auditable, and multi-attribute authority access control system for public
cloud storage. In order to create secret keys for a designated user, it adds a central authority.
Using an auditing method, the approach may also identify the attribute authority who
knowingly carried out the validity authentication. When the security requirements serve as
the foundation for key generation, there are significant performance benefits. Access control
for safe cloud storage is the main objective. To protect cloud data storage from financial
denial of sustainability (DDoS) attacks, Zhou et al. (2018) developed a CPABE-based
technique.

2.2 A Blockchain-Based IoT System with Secure Storage

Blockchain and Internet of Things (IoT)-related technologies are now evolving swiftly in
both industry and academics. Central servers are essential to the security and efficiency of
IoT systems since they are often centralized. Users must thus have faith in the central servers,
and it is challenging to coordinate the usage of outside computer resources to enhance IoT
performance. According to Zhou et al. (2018), fortunately, the blockchain may provide high
security, a strong reputation, and decentralization. As a result, it could be required to develop
a decentralized Internet of Things (IoT) system based on blockchain technology. The number
of innovative applications is rising as a result of the Internet of Things (IoT) quick expansion.
In today's IoT networks, sensors are typically found on certain low-power, portable gadgets.
The devices are in charge of gathering data from the environment, and they may
communicate with other devices, servers, or platforms to share information. Traditional IoT
systems store the gathered data in centralized cloud systems so that it may be used during
future operations.

According to Zhou et al. (2018), users must thus have faith that the centralized servers, which
usually lack encryption, will secure their sensitive and private data. Among the popular topics
right now is blockchain-powered IoT. Four areas have received the most attention in prior
research: data storage, cloud computing, smart apps, and authentication (or access control).
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They were not aware that servers may conduct homomorphic operations on encrypted data
without first decrypting it. Additionally, earlier research either found that the data was
frequently transmitted to servers in an unencrypted state or that servers could decode the data
that was being provided to them. Confidential material may be made public since the servers
may have access to the details of the data they receive. [oT systems gathered data that might
be in unencrypted, cryptosystem, or hash values and stored it using the blockchain in Zhou et
al. (2018). To ensure that only specified miners or users who possess certain traits may
decode and authenticate encrypted data, Zhou et al. (2018) employed attribute-based
encryption in particular. However, due to the fact that attribute authorities are in charge of
determining system settings as well as attributes for customers and miners, this protocol is
only partially decentralized.

2.3 Access Control Model for Google Cloud IoT

The Internet of Things (IoT) is becoming more and more commonplace and has a bigger
impact on our everyday lives than before. Recent research on the privacy and security
consequences of [oT and cyber-physical networks has garnered a lot of interest from both
academia and business. Academic scholars have created novel access control techniques and
concepts for the Internet of Things. According to Gupta et al. (2020), to assure widespread
adoption, businesses, particularly cloud services companies like Microsoft, Amazon, and
Google, have created cloud-enabled [oT platforms. IoT access control and authorization
frameworks are powered by the cloud. For AWS, Azure, and their [oT platforms, access
control methods have been researched and implemented in the past. AWS-IoT and Azure-IoT
employ a "Policy-Based Access Control (PBAC)" mechanism, according to research on
Cloud Enabled IoT access control systems. To manage their access control needs, the Azure
cloud platform uses a special "Role-Based Access Control (RBAC)" mechanism with pre-
defined roles and organizations.

According to established security standards and laws, access control (AC) entails the
authentication and authorization of communication privileges and resource access. According
to Gupta et al. (2020), giving authorized organizations access to use resources in line with
established regulations is the process of authorizing control (AC). It is difficult to apply the
ideal access control strategy to billions of IoT devices. Although authentication and
authorization concerns have been thoroughly researched in the literature, the IoT environment
is where they are still in their development. According to Gupta et al. (2020), some of the
most popular access control techniques in IT infrastructure include the "Access Control List
(ACL)", "Role-Based Access Control (RBAC)", and "Attribute-Based Access Control
(ABAC)", but they are not entirely suitable for providing the scalable, effective, and
manageable potential application in an loT environment.

Based on their goals, models, design, and processes, Ghani et al. (2020) provided a complete
analysis of the present IoT access control solutions (OM-AM). The authors carefully
examined a taxonomy, which was also included in the study. In relation to the IoT
environment, the study examined the benefits and drawbacks of access control models and
protocols. They also introduced Fair Access for 10T, a blockchain-based decentralized access
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control system. To protect users' privacy, the framework employed a pseudonymous method.
Users may now give, receive, delegate, and revoke access based on access tokens thanks to a
brand-new type of transaction that was established by the team. Attribute-Based Access
Control serves as the foundation for this conceptually. Ghani et al. (2020) suggested a simple
architecture for employing private blockchain technology to secure IoT. The suggested
method is built on three main models: system infrastructure, overlay networks, and cloud
storage, and employs an access control list to ensure authorization. Because all IoT devices in
the smart home level are under the control of the miner, this method preserves the rules that
govern access in the policy prefix of a local blockchain and does not require a Proof of Work
(PoW) consensus to confirm blocks. They argued that the technology's overhead expenses
pale in comparison to the security advantages it provides. The suggested design is based on a
strategy that is focused on applications for smart homes rather than taking a general approach
that may not be applicable in all circumstances.

Alattab et al. (2022) proposed a framework built on a multi-agent system for identity
management in the cloud and bringing one’s own devices (BYODs) settings by addressing
several security and privacy problems related to BYODs, such as the leakage of sensitive
information and unwanted policy modifications. To address security and privacy issues, they
proposed an architecture that would subtly and securely incorporate Mandatory Access
Control rules in BYOD and cloud environments. Ghani et al. (2020) recommended building
an access control and authentication mechanism for an IoT infrastructure utilising an "ECC
(Elliptic Curve Cryptosystem)" based security key and employing an RBAC authorization
approach based on the user's role. The recommended approach is not scalable in an IoT
environment due to a large user base and RBAC's restrictions.

Alattab et al. (2022) proposed a capability-based method to overcome the difficulties in IoT
access control brought on by limited storage and processing capacity. This approach calls for
simple secure control access rules. A straightforward access control system with trust
awareness was also developed by Alattab et al. (2022) to offer an encrypted channel between
devices connected in an IoT environment. Based on the trust values discovered through
"Quality of Service (QoS)", security precautions, and reputation, they created a unique trust
model. When device identification is unknown, trust management in a based on distributed
IoT system becomes a significant problem.

Table 1. Comparison of some related papers and their findings

Articles Pros Cons Method used Findings
I\ELLELSIN This article The article In order to provide a The recommended method
et al. helped to only focused control measure, coarse- implements the standard
(2022) understand on cloud grained, and role privacy model's security and adds a
cloud computing  computing security for a cloud number of significant features,
and has assisted  and not loT. storage system, the study  such as coarse-grained access
in completing employed the privacy- control, privacy, enforceability,
the research preserving RBAC unidentifiable authentication,
effectively. mechanism to forecast the  and public compliance.
roles of the smart grid and
EV users.




Ghani

The study has

The study did

No such method used.

It turns out that despite its

et al. helped to include not provide simplicity of use and financial
(2020) different information advantages, cloud storage
information role-based technology still has a lot of
related to cloud access. drawbacks. Security and data
storage. management concerns are the
main factors obscuring the
cloud storage architecture. The
literature suggests a variety of
countermeasures to these
dangers.
Gupta The study The study did  The GCPAC model, which With this contribution, formal
et al. focused on role-  notinclude is a formal access control loT access control models and
(2020) based access IoT.  information paradigm for the Google practical Cloud-Enabled loT
Hence helped to related to Cloud Platform, is studied Platforms will be able to reach
include all the cloud and developed in this consensus.
relatable computing. work. The Google Cloud
information. Platform loT Access

Control (GCP-lIoTAC)
model is then expanded
from the GCPAC model to
include loT-specific
components.

3 Research Methodology

The research methodology used in this part to create the study will be outlined. The next part
additionally discusses the suggested method's study design. Below Figure illustrates the
typical research technique used, from evaluating current systems through demonstrating the
suggested one.

| Rewview Existing Security Schemes |

Identifying the limitations in Existing
Schemes

| Fropose Mew Hybrid approach

| Experimental Setup

Figure 1: Research approach
It is clear from the above Figure that article follows the flow of the traditional research
approach. First, research has been done on current systems in the literature. Several
shortcomings in these current methods will be discovered after research. It is discovered that
the time and computation overhead costs for present techniques are both higher. Other



limitations were discovered, but we only address a handful of the major ones with our new
hybrid technique (AES+RSA), which secures data stored in the cloud.

In addition to combining the strengths of both algorithms, using a hybrid AES+RSA
algorithm can also provide additional security benefits. Because RSA is an asymmetric
algorithm, it is much more difficult to break than a symmetric algorithm like AES. This
added security can provide an additional layer of protection for the encrypted data.
Additionally, because the keys used for AES and RSA are generated and managed separately,
it can be more difficult for an attacker to gain access to both keys and therefore to the
encrypted data. Overall, using a hybrid AES+RSA algorithm can provide enhanced security
and efficient encryption and decryption of data.

By using both algorithms together, we can take advantage of the speed and efficiency of AES
for the actual encryption of the data, while using RSA to securely exchange the AES key
between the sender and the recipient. This means that the recipient can decrypt the data
without ever having to share the AES key with the sender.

Another advantage of using a hybrid AES+RSA algorithm is that it provides additional
security. Because the AES key is encrypted using RSA, it is much more difficult for an
attacker to obtain the key and decrypt the data. This is because RSA is considered to be a
much more secure algorithm than AES, and it would require a much larger amount of
computing power to break RSA encryption.

In order to use this methodology, the sender and the recipient must both have access to the
appropriate RSA keys. The sender will need the public RSA key in order to encrypt the AES
key, while the recipient will need the private RSA key in order to decrypt the AES key and
the data.

Once the data is encrypted using this methodology, it can be uploaded to a cloud storage
service like AWS. This provides a secure and convenient way to store the data and share it
with others. Because the data is encrypted, it will be secure even if the cloud storage service
is hacked or otherwise compromised.

Overall, using a hybrid AES+RSA algorithm is an effective way to securely encrypt and
share data. By combining the strengths of both algorithms, we can achieve a high level of
security and convenience.

4 Design Specification

Hybrid encryption is a method of security that combines two or more encryption systems in
order to take advantage of the benefits of both symmetric and asymmetric encryption. This
approach allows for both security and speed, as the symmetric encryption provides security
while the asymmetric encryption provides convenience. As long as the public and private
keys are kept secure, hybrid encryption is considered a highly effective form of encryption.
By combining the strengths of both types of encryptions, a hybrid encryption technique can
provide the best of both worlds, allowing for the secure transmission of sensitive data without
sacrificing speed or convenience.



The use of numerous different cryptography approaches may provide a mechanism for the
solution of extra flaws in security cryptography, including such as:
e All security goals are met due to key cryptography administration.
e to establish a safe communications application that enables Web users to transfer
information and data.
e There should be a reliable cryptographic technique that was developed as a lot of data
has been transmitted by users.

The proposed algorithm combined the advantages of both asymmetric key encryption and
symmetric key encryption to solve the problems related to administration in AES and the
high computational costs associated with RSA due to its long key length, accordingly
(Rehman, et. al., 2021). It employs a wide range of applications to generate accurate results.
The data decryption and encryption process use the AES key technique. The RSA key
method will be employed to encrypt the encrypted message generated by the AES-Key,
guaranteeing data integrity, authenticity, and non-repudiation.

The steps of the suggested hybrid encryption process are as follows:

RSAPublic Key

Encrypt

BOROF R E R R RR R OE|E R RRERE R R

AES SecretKey |-EMENDL ol soyreFile  [UE0STOM o Cipner text 1

BOROF R E R R RR R OE|E R RRERE R R

Transform

Figure 2: Flow chart of hybrid Encryption
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Figure 3: Detailed Model of Ideal tool

The above picture outlined how the ideal tool decrypts and encrypts files using various steps
to ensure good file security. The suggested algorithm's effectiveness would've been assessed
over time. Only if it is assumed that the particular file size encoded can be properly decrypted
without losing any of it can reliability be established. When the above condition was met, the
algorithms provided the high accuracy required because of the level of security and short
process time.

The framework can be broken down into the following improvements. The sender's side,
third-party confirmation, and the recipient's side are isolated from each other. A framework is
software with many strings (Rashid, et. al., 2022). Three sub-strings are handled by the
project's primary string. To accept from the user for encryption and sending to the third party
is one of the sub-strings. The third-party sub-string is employed to validate the sender's
approach signal. The recipient sub-string next receives the document and examines for a
critical success that is set to come.
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Implementation

First, generate a secure AES key that will be used to encrypt the file. The key should
be long enough to provide sufficient security (e.g., 256 bits).

Use the AES key to encrypt the file using the AES algorithm. This will produce an
encrypted file that can only be decrypted using the original AES key.

Next, generate a secure RSA key pair (consisting of a private key and a public key).
The private key should be kept secret and should not be shared with anyone, while the
public key can be shared freely. Use the public RSA key to encrypt the AES key. This
will ensure that the AES key can only be decrypted using the corresponding private
RSA key.

Store the encrypted AES key and the encrypted file in a secure location, such as on a
cloud storage service like AWS. To decrypt the file, the recipient will need to have
access to the private RSA key. They can use this key to decrypt the AES key, and
then use the decrypted AES key to decrypt the file.

In order to ensure the security of the encrypted data, it is important to regularly rotate
the RSA key pair. This means generating a new key pair and updating the encryption
and decryption processes to use the new keys. This will help to prevent an attacker
from gaining access to the keys and decrypting the data. It is also important to use
strong passwords and other security measures to protect the private RSA key. This
key should be kept in a secure location, such as a password-protected file or a
hardware security module.

In order to share the encrypted data with others, the sender can simply provide them
with the encrypted file and the encrypted AES key. The recipient can then use their
private RSA key to decrypt the AES key and the data. To further enhance the security
of the system, the sender can use a key management service to securely store and
manage the RSA keys. This can help to ensure that the keys are always available
when needed, while also providing additional security controls and auditing
capabilities.

Finally, it is important to regularly monitor the security of the system and the
encrypted data. This can include conducting regular security audits and penetration
testing to identify potential vulnerabilities, and implementing measures to address any
issues that are discovered.

6 Evaluation

The proposed algorithm can encrypt and decrypt files of any size using AES and RSA keys.
The system requires the user to import the file from any place on the system that must be
encrypted and decrypted. The client will specify the encrypted file title with the. enc
extension after exporting the file.

The process utilizes the combined strategy for the two encryption computations and is a

protected information transmission system. The Advanced Encryption Standard (AES) and

RSA are the two techniques used in the framework. Any information file can be encoded and
decoded using the framework. It is expected that it will be utilized in a realistic programming
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role. The system produces a random AES key and performs encryption for the identified
information document. The RSA encryption scheme is then employed to encrypt the applied
AES key. The encrypted information document and the jumbled AES key are merged and
sent over to the communication media. The joined document is recognized by the recipient.
The file will be successfully decrypted using the following code if the need for decryption
occurs once it has been properly encrypted using the provided keys and stored in the project
folder (Rashid, et. al., 2022). Because it was instantly saved there to be encrypted, the file
should be chosen from the project folder. The keys should also be used. The results of files of
various sizes and formats that were encrypted using AES, RSA, and the suggested technique.
To assess the effectiveness of the suggested method, the results analysis was based on the
time parameter. The hybrid algorithm provides increased security by combining the strengths
of both AES and RSA. AES is a widely-used and secure symmetric encryption algorithm,
while RSA is a widely-used and secure public-key encryption algorithm. By using RSA to
encrypt the AES key, the hybrid algorithm adds an additional layer of encryption to the data,
making it more difficult for an attacker to access the unencrypted message.

6.1 Experiment1

E test - Notepad

File Edit View

Blockchain defined: Blockchain is a shared,

immutable ledger that facilitates the process of recording transactions and tr:

assets in a business network. An asset can be tangible (a house, car, cash,

Figure 1: Test data file

This the data file for testing. Here some content has been written the file which will be
encrypted and uploaded to the AWS.
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aws
S

5% Services | Q Search [Alt+5]

Amazon S3 » Buckets » suyashbucket

suyashbucket i

Properties Permissions Metrics Management Access Points
Obijects (0)
Obijects are the fundamental entities stored in Amazon S$3. You can use Amazon S$3 inventory E to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them |
‘ (@] | Actions w ‘ ‘ Create folder

Q. Find objects by prefix

Name a Type Last modified Size Storage class

No objects

You don't have any objects in this bucket.

Figure 2: AWS Bucket

All the encrypted data will get uploaded on the bucket.

B C\Windows\System32\cmd.e X + -~

D:\Code\Suyash\Final=>python encrypt.py

Enter the file name: test.txt

File successfully encrypted and key saved to encrypted_key.txt
File successfully uploaded to S3

File successfully decrypted

D:\Code\Suyash\Final>|

Figure 3: Encrypting the file

When the script run, it will ask for the user input to enter the file name and after providing the
file name it will start the encryption process, the key for decryption will get saved on the user
system and the encrypted file will get uploaded on the AWS bucket.
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Amazon 53 X AmazonS3 » Buckets » suyashbucket » encrypted/

encrypted/

Buckets
Access Points
Object Lambda Access Paints e it
Multi-Region Access Points

Batch Operations
Objects (1)

Objects are the fundamental entities stored in Amazon 3. You can use Amazon S3 inventory IZ, to get a list of all bjects in your bucket. For others to access your:

Access analyzer for 53

permissions. Learn more E

Block Public Access settings for Create

this account

‘ Q Find objects by prefix

v Storage Lens

Dashboards Name & Type v Last modified v Size

AWS Organizations settings
B test.txt txt December 11, 2022, 19:22:50 (UTC+05:30) 63

i -
Figure 4: Encrypted file uploaded
Amazon S3 X AmazonS3 ) Buckets » suyashbucket » encrypted/ ) test.txt
9 CopyS3 URI ‘ ‘ M Download | | Oper
— test.txt we
Access Points
Object Lambda Access Points Properties Permissions Versions
Multi-Region Access Points
Batch Operations E test()-Notepad
Access analyzer for 53 ObJECt OVEIVIEW Fls Bt Vew
Owner gAAAAAB] leCtTqfAmpNsOxbwsPKTwkQelu2qamjkaTzz1jFjxXa_4n@oT ROQONL1o@Yno2oFmLCX2ThHG
Block Public Access settings for frank.byrne
this account
AWS Region
v Storage Lens EU (Ireland) eu-west-1
Dashboards pia
Last modified
AW5 Organizations settings December 11, 2022, 19:22:50 (U1
Size
Feature snotliaht @ RIINR

Figure 5: Encrypted file

When some one downloads the datafile from the bucket it will be in encrypted form So no
can able to see the real data until it gets decrypted.
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6.2 Experiment 2

Data  Review

= p—
& aut Calibr oA A

ew Help Q Tell me what you want to do

’:-“ @ (EI. Ex@ = Auk

[ : ; E
Paste E@ 5 = o, = [l o €0 00 Conditional Formatas Cell Insert Delete Format FI"
S e e R U O A~ = erge & Center ~ -~ % W N Formatting - Table - Styles < o 5 & e
Clipboard =] Font ~ Alignment ~ Number ~ Styles Cells
Al 7
A A B Cc D E E G H | J K L M N (0] B Q R 3
1 | _|price num_bath num_bed num_parki property_s type suburb_po cash_rate property_i km_from_ distance_t distance_t distance_t distance_f distance_f distance_f distance_f distal
Z | 1 1600000 2 4 2 596 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
3| 2 1212000 1 4 1 592 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
4 | 3 1360000 2 4 2 699 House 4253 0.1 183.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
5| 4 1375000 2 4 2 625 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
6 | 5 1620000 3 5 2 667 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
7| 6 1420000 2 4 2 600 House 4253 0.1 210.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
8 | 7 1465000 2 4 2 600 House 4253 0.1 210.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
9 | 8 1430000 2 4 2 751 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
107 10 2200000 3 3 2 675 House 4253 0.1 2201 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
11_ 11 1197000 2 4 2 603 House 4253 0.1 210.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
12 12 2005000 2 5 2 648 House 4253 0.1 220.1 32.42 8.020773 2.049765 1.602068 40.36149 38.61726 31.5232 52.43559 32.
13 13 1211000 1 2 1 115 Apartment 5373 0.1 197.9 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
14 14 1985000 2 3 2 305 Townhous 5373 0.1 197.9 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
15| 15 2110000 1 3 1 508 House 5373 1.5 174.2 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
16 | 16 2580000 1 3 1 539 House 5373 1.5 174.2 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
17 17 3210000 2 4 1 348 House 5373 0.1 210.1 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
18 18 2105000 1. 2 1 516 House 5373 1.5 174.2 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
19 19 1075000 1 2 2 112 Apartment 5373 0.1 220.1 7.58 3.493026 0.274773 1.579541 15.93534 14.27969 6.663841 33.58453 7.92
20 | 21 1472000 3 4 2 600 House 3798 0.1 220.1 31.04 1.817161 0.188829 1.671411 35.16817 37.79279 30.05847 41.04181 31.0
217 22 1382000 2 3 3 593 House 3798 0.1 2201 31.04 1.817161 0.188829 1.671411 35.16817 37.79279 30.05847 41.04181 31.0
22 23 1120000 2 4 b 357 House 3798 0.1 2201 31.04 1.817161 0.188829 1.671411 35.16817 37.79279 30.05847 41.04181 31.0
. .
Figure 6: Data in CSV Format
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Figure 7: Data after Encryption
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6.3 Experiment 3

cloudpd.pdf 1 fa —  100% + B o

1.1 Introduction Historically, computing power was a scarce, costly tool. Today, with the emergence
of cloud computing, it is plentiful and inexpensive, causing a profound paradigm shift — a transition
from scarcity computing to abundance computing. This computing revolution accelerates the
commoditization of products, services and business models and disrupts current information and
communications technology (ICT) Industry .It supplied the services in the same way to water,
electricity, gas, telephony and other appliances. Cloud Computing offers on-demand computing,
storage, software and other IT services with usage-based metered payment. Cloud Computing helps
re-invent and transform technological partnerships to improve marketing, simplify and increase
security and increasing stakeholder interest and consumer experience while reducing costs. With
cloud computing, you don't have to over-provision resources to manage potential peak levels of
business operation. Then, you have the resources you really required. You can scale these resources
to expand and shrink capability instantly as the business needs evolve. This chapter offers a brief
summary of the trend of cloud computing by describing its vision, addressing its key features, and
analyzing technical advances that made it possible. The chapter also introduces some key cloud
computing technologies and some insights into cloud computing environments. 1.2 Cloud computing
at a glance The notion of computing in the "cloud" goes back to the beginnings of utility computing,
a term suggested publicly in 1961 by computer scientist John McCarthy: “If computers of the kind |
have advocated become the computers of the future, then computing may someday be organized as
a public utility just as the telephone system is a public utility... The computer utility could become
the basis of a new and important industry.” The chief scientist of the Advanced Research Projects
Agency Network (ARPANET), Leonard Kleinrock, said in 1969: “as of now, computer networks are still

Figure 8: Data in PDF format
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Figure 9: PDF after encryption

From the above experiment it can be seen that the script that has been created will work for
all types of formats.

6.4 Discussion

The hybrid encryption algorithm combining AES and RSA is a popular and widely-used
method of encrypting data. It provides increased security by combining the strengths of both
AES and RSA, and allows the recipient to decrypt the message without having to share the
AES key with the sender. This makes it a useful and convenient tool for securely transmitting
sensitive information.

However, the hybrid algorithm also has some potential disadvantages. It can be more
complex to implement than a single encryption algorithm, and may not be as efficient in
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some cases. Additionally, it requires implementations of both the AES and RSA algorithms,
as well as a way to combine and manage the encrypted data.

Despite these disadvantages, the hybrid algorithm remains a valuable tool for encrypting data.
In many cases, the increased security and convenience provided by the hybrid algorithm may
justify the additional complexity and potential loss of efficiency. However, the decision to
use the hybrid algorithm should be based on a careful evaluation of the specific needs and
requirements of the application.

Plaintext size (KB) | Plaintext size (Byte) | RSA+AES Encryption Time (seconds)
32 32710 0.009
64 65420 0.010
128 130840 0.012
256 261680 0.014
512 523360 0.016
1024 1048460 0.018
2048 2096920 0.020
4096 4193840 0.021

The above table shows the time taken by the proposed hybrid algorithm for the given size.
Let compare it with the previous algorithm presented.

Plaintext size (KB) | Plaintext size (Byte) | RSA+Blowfish Encryption Time (seconds)
32 32710 0.19
64 65420 0.22
128 130840 0.25
256 261680 0.28
512 523360 0.30
1024 1048460 0.33
2048 2096920 0.35
4096 4193840 0.38

From the above tables it can be seen that the proposed hybrid algorithm has faster time as
compared to previously created hybrid algorithms.
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7  Conclusion and Future Work

Since RSA encryption has an extremely low data cap because of the significant energy usage
while encryption and decryption, it is somewhat difficult to encrypt and decode files just
using the RSA method.. This makes it impractical to use for encrypting large amounts of
data. In order to address this problem, a hybrid encryption algorithm can be used that
combines both symmetric and asymmetric encryption. By using a symmetric algorithm like
AES for the actual encryption and decryption of the data, and an asymmetric algorithm like
RSA for securely exchanging the keys, it is possible to encrypt larger amounts of data while
still maintaining security. This approach also solves the issues with symmetric encryption's
key mobility and asymmetric encryption's excessive power use. Hybrid encryption allows for
the benefits of both types of encryptions to be utilized, providing both security and efficiency.
The research in this study has demonstrated the ability to encrypt and decrypt files of a
certain size, and has also measured the time required for each operation. However, future
studies will need to address potential problems with the current approach, such as the risk that
data manipulation and forgery may be possible if the double key is compromised. Further
research will be needed to explore potential solutions to these issues.

In future more algorithms like Blowfish, RC6 can be added to make it more secure and also
right now it’s a command line-based program in future a GUI application can be made for
easiness of the user where the user needs to enter the login details and bucket name and
upload the file. This method may also be used directly to the data coming in from IOT
devices. In order to assure total data security while it is saved in the cloud, this technique may
be used to IOT data that is directly stored there. In many cases, incoming IOT data is
immediately stored in the cloud and accessible by team members. However, since the whole
team has access to a given cloud storage, anybody may read that data. With the method
suggested in this article, only authentic users will receive the decryption key, and data stored
in the cloud will be encrypted, allowing only those members to see or use the data. Rest of
the team members will the not be able to view this data.
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