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I. Introduction 

Motivation of the document 

As per project module guide, the document covers design, implementation, and evaluation for 
ABE-Model utilising algorithms on cloud hosting platforms. This setup manual defines the 
prerequisites for a ABE-Model. 

Research Question: How could attribute-based access control become modified to safeguard 
virtual environments? 

 
Objectives: - Attribute-based encrypted access secures virtual environments to avoid VM 

escapement. The ABE algorithm encrypts the VM VPN network, and we give responsibilities and 

policies to each VM in the cluster. After inputting credentials into Putty, the remote VM's lack of 

characteristics should prevent access. 
 

 

 
 Protecting servers 

Virtualization and Security 

 Virtual machines Hypervisor services interruption security 

 Virtual machines escape and Hypervisor security against software attacks 

 Protect virtual services and vital services 

 
II. Related Work 

 

Security Implications 

 

This research found many security issues in virtual environments. The user and cloud provider are 
responsible for cloud security due to the volume of data stored. 

Attribute based Encryption 

 

In this article, I have discussed the ABE Model and provided a description of attribute-based 

encrypting, including information on how it works, as well as a research study on a digital model of a 

typical hierarchical model. 

 
III. Methodology 

 

I have provided an explanation below on the operational model of the encryption method along with 
a diagram. 



 

 

IV. Design Specification 
 

System Requirements 

 

The system requirements for the suggested native machine implementations are shown below. 

 

• Intel 

• VMWare Workstation 

• Mininet for designing virtual network 

• Ubuntu Bionic (18.04 LTS) 

• Python 3.0 - 3.8.4 for KP-ABE 

 
Microsoft Azure Infrastructure 

 

For the deployment of a virtual environment, the relevant cloud services are needed: 

 

• Microsoft Azure Active Subscription 

• Azure Virtual Machines 

• Azure VNET 

• Azure Blob Storage 

• Azure Active Directory 

• Ubuntu Bionic Machine Image 
 

List of Virtual Resources 



V. Implementation 
 

The initial implementation will operate on an AMD PC with an A6 APU processor (2 CPUs), 8GB 

RAM, and 8GB Storage. Oracle Virtual Box virtual machines were used for the procedure. Virtual 

Box created a two-VCPU, 40-GB RAM virtual machine. The method defined a virtual network for 

VM communication. Due to AMD A6 APU's low system resources and virtualization constraints, 

cloud environments may use the technology. 

 
Attribute Based Encryption in Cloud Infrastructure 

 

The suggested methodology’s attribute-based encryption algorithm for access control 

 
 

VI. Evaluation 

 

Here I have explained the Results of system after attaching the ABE-Model to the VM. 

 
Accessing the network resources externally 

 
Establishing the connection without attaching the algorithm 



 
 

External Virtual Instance 

 

rejection to provide access to the second Virtual Machine 
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