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1 Introduction 
 

This document can be used as a configuration manual for reference purpose, while attempting 

to replicate this work as it details the software and hardware setup used to execute the codes 

from the initial data collection stage all the way through to the final implementation. 

Research Work: A novel model for data storage using LZW compression technique for 

Cloud based Electronic Healthcare Systems. The main aim of this work is data storage using 

LZW data compression technique and storing it inside IPFS server and also providing 

security utilising blockchain technology. 
 

2 System Configuration 
    

As the data is large, the below requirements need to be met for a smooth as well as time 

efficient approach. 

 

2.1 Hardware Configuration 
 

All code are executed within the parameters of the system hardware listed below. 

 

 
 

                                                               Figure 1: Hardware Requirements 
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2.2 Software Configuration 

 

Listed below are the various software and their respective versions used. 

 

                                                Table 1: Software Requirements 

  

                       Software                             Version 

                Visual Studio(VS)                              2019 

                 Python                              3.7.0 

                 Numpy                              1.18.5 

                 JDK                                8 

                 Go Ethereum(geth)                              1.8.22 

                 Ipfs-api                              0.2.3 

 

 

 

3 System Configuration 
 

3.1 Ethereum Wallet 

 

An ethereum wallet needs to be created. To manage wallet files, WalletUtils is used, which 

provides a few useful Utility operations. The wallet file's storage location must be specified, 

and the password and file path must be provided to the below method in order to gain access 

to the mnemonic phrases and the UTC Json file used to store the user's credentials in an 

encrypted manner. Tokens as well as smart contracts are most commonly found on Ethereum, 

which is also the most popular platform overall (Di Angelo, 2020). The account's private and 

public keys (credentials) are stored in Wallet. 

 

 
 

                                        Fig 2: Ethereum Wallet 

 

3.2 Smart Contract  

 

Smart contracts have been embedded into the popular blockchain-based development 

environments, such as Ethereum as well as Hyperledger, and have a wide range of potential 

application areas in the digital economy as well as intelligent industries, such as financial 

services, healthcare, the Internet of Things and management (Wang, 2019).A smart Contract 

will be loaded using the below code snippet: 

 

 
 

                                        Fig 3: Smart Contract 
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3.3 Importing Libraries 

 

The below mentioned libraries are used for storage, data compression, performing 

mathematical calculations and socket functionality. 

 

 
 

                                                 Fig 4: Importing Libraries 

 

 

3.4 Data Compression 

  

Data compression is performed utilising LZW technique and then the data is encrypted. 

 

 

                                                 Fig 5: Data Compression 

3.5 Data Encryption and Storage to IPFS 

 

The compressed data is encrypted using encryption algorithm and stored to IPFS Server. 

 

 
 

                                          Fig 6: Data Encryption and Storage 
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3.6 Requirements File 

 

A requirement.txt file is a common file format in Python that contains a list of all the 

dependencies for a given project, such as libraries, modules, and packages. It also keeps any 

packages or additional files the project needs to function. This "requirement.txt" document is 

typically found in the main project folder. The command pip freeze is executed, which 

records the current package list of an environment to the file requirements.txt. 

 

 
 

                                              Fig 7: Requirements.txt 

 

 

4 Execution Steps 
 

 Step-1: Start the project by double-clicking the file named "start eth.bat." This will          

launch the Ethereum development tool, and once that's done, below screen will be appeared.  
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                                                   Fig 8: Ethereum Tool 

 

 

Step-2: To deploy a smart contract to the Ethereum tool, run the 'initialize eth.bat' file and 

proceed when you see the message "Smart Contract Ready to store data". 

 

 
 

                                                  Fig 9: Smart Contract 

 

Step-3: When the above screen displays an error, wait a few minutes and repeat the 

process again. When that message appears, continue to the next procedure. Running the 'Start 

IPFS.bat' file will launch the IPFS server, and the subsequent screen will look like the one 

shown below. 

 

 
 

                                        Fig 10: Start IPFS Server 
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Step-4: After the IPFS server starts up in the previous screen, start 'run.bat' file to launch the 

python FLASK server, as shown in the subsequent screen. 

 

 
 

                                     Fig 11:  Python Server Started 

 

In above screen python server started and now open browser and enter URL as 

‘http://127.0.0.1:9999/index’ and press enter key to index page. Once the necessary details 

such as name of patient, data of birth, address, phone number and health issue have been 

entered by the patient, then it displays the HASHCODE returned by IPFS and Blockchain. 

Also it shows that record is saved to ethereum, then data will be compressed and is 

represented with a graphical representation comparing the original data and compressed data 

in the UI. The data is then encrypted and after stored into IPFS server will get below output 

along with the address.  

 

 

 
 

                                       Fig 12: Hashcode returned by IPFS  
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5 AWS EC2 Instance Creation for Deployment 
 

    Below are steps for deploying an application in AWS using EC2 instance 

 

 Go to the AWS management console and click on the EC2 instance tab. 

 Select the instance to run and click the "Launch" button. 

 Choose the machine image for Ubuntu Server 18.04 LTS (HVM), SSD Volume Type. 

 Choose a suitable type; for this example, I've gone with t2.micro. Choose the option 

to "Configure Instance Details" next. 

 Determine the amount of storage space needed; in this case, I'll go with 15 GB. 

Follow this by clicking "Add Tags," followed by "Select Configure Security Group." 

 Click the Review and Start button. 

 It will be prompted to choose a key pair. You can generate a new key pair, name it, 

and save the resulting Key Pair file by clicking the corresponding button. 

 Launch instances and check out the instance. 

 

 

 
 

                                       Fig 13: AWS management Console 
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                                               Fig 14: Launch EC2 instance 

 

 
 

                                                Fig 15: Name for instance 

 

 

 
 

                                                  Fig 16: Amazon Linux AMI 
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                                              Fig 17: Instance Type 

 

 

 
 

                                          Fig 18: Key Pair Name 

 

 

 
 

                                            Fig 19: Network Settings 
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                                            Fig 20: Configure Storage 

 

 

 
 

                                              Fig 21: Summary 

 

 

 
 

                                            Fig 22: Instances Running 
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                                       Fig 23:  Instance Summary 

 

 

 
 

                                          Fig 24: Instance Details 

 

 

Then the instance needs to be connected to the putty by clicking the connect. It will be then 

redirect to SSH. The next step is to install Java and upgrade the AWS EC2 Linux Server's 

software packages so that the Apache Tomcat Server can be run and deploy application.Then 

the application will be started using following commands. 

 

                              
                                              Fig 25: Start Service 
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                                        Fig 26: Connect to SSH 

 

 

 
 

                                     Fig 27:  Application Deployment 
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