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1 Introduction

The configuration guideline’s objective is to provide a quick overview of the requirements
required to build this application. It would provide direction for the methodical procedures
needed to properly create, operate, test, or reproduce the project.

The remaining sections of the whole document are divided into the following sections.
Module 2 specifies the configuration of the system, Module 3 Libraries needed, Module 4
Database Tables, Module 5 Implementation of PGP technique, Module 6 Cloud Deployment.

2 Configuration of System
2.1 ASP .Net Environment Setup

The C# language was used to code the entire application. The project's code was created with
Visual Studio Code (VSCode) platform. Free download and setup of VSCode are available
on the internet. It was selected since it is a freeware tool that works with many different
platforms and allows you to program in a variety of languages. The preferred text editor is
Visual Studio 2022's version 15.0

Visual Studio 2022

Open recent Get started

As you use Visual Studio, any projects, folders, or files that you open will show up here for quick access. \L Clone a repository

Get code from an online repository like GitHub

You can pin anything that you open frequently so that it's always at the top of the list.
or Azure DevOps

ﬁf Open a project or solution

Open a local Visual Studio project or .sin file

Open a local folder

Navigate and edit code within any folder

Create a new project
Choose a project template with code scaffolding
to get started

Continue without code —

Figure 1: Visual Studio Code
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Code faster.
Work smarter.

Create the future with Visual Studio 2022
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Figure 2: Download page of Visual Studio

2.2 Database Server Setup

The project uses a Microsoft SQL data base for the storage of application data. We can
connect our application to both local and cloud data storage with the aid of this technology.
The version of Microsoft SQL Management Studio used is 18.12.1. To connect to the
database, the user must input the authentication credentials. It is possible to get open source
versions of the SQL Management tool for free online.

s Microsoft SQL Server Management Studio Quick Launch (Ctrl+Q P
File Edit View Tools Window Help
[8- 0-28 d| Brecey 8222 S| o -@|l -]

| oF Connect to Server

Object Explorer > X

SQL Server

Connect~ Y

Server fype: Database Engine

Server name:

Authentication: SQL Server Authentication

Login: PGP_db

Password:

Remember password

e | [ (o=

Figure 2: Microsoft SQL Management

2.3 Hardware specifications
« RAM: 8 GB

* Processor: Intel Core i5

e Hard Disk Drive: 10GB HDD
2.4 Software specifications

« OS Used: Microsoft Windows 10



» Language: C# .Net
« |DE used: Visual Studio Code

3 Libraries Used

The following is a list of the main libraries and import statements used to create the
application.

System;
System.Collections.Generic;
System.Configuration;
System.Data;
System.Data.SqlClient;
System.Diagnostics;
System.IO;

System.Ling;

System.Net.Mail;
System.Security.Cryptography;
System.Text;

System.Web;

System.Web.UI;
System.Web.UI.WebControls;

Figure 3: Imported Libraries

System;
System.Collections.Generic;
System.Diagnostics;
System.Ling;

System.Web;

System.Web.UI;
System.Web.UI.WebControls;
System.Data;
System.Data.SqlClient;
System.IO;
System.Security.Cryptography;
System.Text;
System.Configuration;

Figure 4: Imported Libraries

System;
System.Collections.Generic;
System.Configuration;
System.Data.SqlClient;
System.Ling;

System.Web;

System.Web.UI;
System.Web.UI.WebControls;

System.Data;
System.Net.Mail;




Figure 5: Imported Libraries

4 Database Tables Used

user_id full_name contact_no  email_id address password Modulous
4 5 ankit 8605973598  ankitkesarwani122@gmail com kandivali 5GOPXvkW  NULL
5 1011 sagar 9986598569 sagardfdwarchavan28@gmail.com sdasdasdas sagar NULL
6 1012 abc 9923659856 abc@gmail.com sdasd K2GDxryn NULL
7 8 test 9892369017  test@gmai com Kandivali westsss y86hPcR6 NULL
8 1009 shubham 9956536598  kamblishubham1@gmail com SDASDAS XFud8JVg  NULL
9 1013 testing 9999999999  testing@gmail.com sdasdasdas GtP5LzFO  NULL
10 1014 asdas 9989653656 das32da@gmail.com sdasd nNLpSxNn  NULL
n 1020 sadasd 9986598569 dasdasdda@gmai com sadas 3DzZsY9R  pkGHNpINBoJjzN3XpCl45gNUu9gkHKSVzo+4q70L/K9rfHS0. .
12 1015 weqge 9989653656 sagarwarchavan28@gmail.com sdasdas sagar ZX3HANyy/6hf5zh5/DeRrel dijfuSVES0ySbIbASPMEdRWWVY .
13 1016 cp 9986598569 cp@gmail.com dfsdfasdfs gh8SDbzn  nx4GUIWAOLXEOwWvSKcoJClvx+bF9Zomi44fmACMvMyOuiHs...
14 1017 sada 9986598569 dawwsda@gmai com sdasd T77erOii vu589LguFzWJKM]H/SxStgXtPwMy+9raa3m2vBehRloy83Z21...
15 1019 asda 9986598569 dasda@gmail com asdasd T5rg4b99 nSdfcnycftfldrm250NIoylzz/ou1TADdvz YIRrgsgR/Cg2e9zmijb..
16 1018 asdas 9986598569 sagarwarchavan438@gmail.com asdasd ARSNchoM  zny7HASsxtisiNUyQ5pWeYiK47Fal8sL3IXR7RNx3|RJPSGP7r...
17 1021 sasdas 9989653656 sagarwasdaarchavan438@gmail . sdasd 0PZkzs1p pb+vF57A+319cflhcb9GLEIXA81+HACI41bnQeS30vRYOET .
w1022 cadas QORARORRAG  cananwarchadacyand R@nmail srasd AMRTIIRE]  cFOYTVMI OrDaSFivhK70ndCedDe X miNNHO/Z ecikin 703
<

Figure 6: User Table

00% ~

B Results g Messages
~share_id file_name username cloud_id fid

1 o ellyfish jpg project@projectideas.co.in clouuud 1

2 2 architecture PNG maryneethu devassy4@gmai.com clouuud 2

3 3 architecture.PNG maryneethu.devassyd@gmai.com clouuud 2

4 4 decription.PNG antonymary970@gmail.com clouuud 4

5 5 Proposed Architecture PNG antonymary970@gmail.com clouuud 5

6 1001 1jpg maryneethu.devassy4@gmail.com clouuud 1001
7 1002 NCI_Logo_colour jpg ann@gmail.com clouuud 1002
8 1006 20220906_190211 jpg antonymary970@gmail.com clouuud 1006
9 1008 image4.png maryneethu.devassy4@gmail.com clouuud 1008
10 2001 2.png maryneethu.devassy4@gmail.com clouuud 2001
11 2002 google.png maryneethu.devassyd@gmail.com clouuud 2002
12 2003 Architartura FnnComnutinn PNG  manmeathn devassvdimamail com clonood 2003
9 Query executed successfully. {localdb)\MSSQLLocalDB (15....

Figure 6: Table for Data Sharing

5 Implementation of PGP Technique
To implement the PGP approach, symmetric and asymmetric algorithms were combined. The
produced secret key is encrypted using an asymmetric algorithm (RSA) while the data is
encrypted using a symmetric algorithm (AES). Prior to decrypting the data, it is crucial to
decrypt the secret key. The user receives the secret key through mail, encrypted.



© 21 Users S hare_file.aspx - 0[3 Users_Share file

= encrypt_keyy( sender, EventArgs e)

Stopwatch objWatch = Stopwatch();
objWatch.Start();

[1 EncryptedSymmetricKey;
ASCIIEncoding ByteConverter = ASCIIEncoding();
RSACryptoServiceProvider RSA = RSACryptoServiceProvider();

[1 Randomm = ByteConverter.GetBytes(myRandomNo);

EncryptedSymmetricKey = RSA.Encrypt(Randomm, );
Key_strl = Convert.ToBase6U4String(EncryptedSymmetricKey);

encrypted_key.Text= Key_strl;
Alert.Show("Encrypted successfully");

Figure 7: Code for Key encryption

~ AgUsers_Share_file ~ Gyencrypt_keyy(object sender, EventArgs |

Encrypt( , inputFilePath, outputfilePath)

EncryptionKey =
s(EncryptionKey, [1 { oxu9, @x76, 0x61, Ox6e, 0x20, Ox

mCoutputfilePath, FileMode.Create))
m(fsOutput, encryptor.CreateEncryptor(), CryptoStreamMode.Write)
tream fsInput = ileS an(inputFilePath, FileMode.Open))

data;
while ((data = fsInput.ReadByte()) != -1)
{

s WriteByte((byte)data);

Figure 7: Code for Data encryption
The code for sending encrypted files and data to an authenticated email address can be seen
in the screenshot below.

btnshare_Click( sender, EventArgs e)

abc = Session["user_id"].ToString();

if (FileUploadl.HasFile)
{

conn = SqlConnection(cs);

fileName = Path.GetFileNameWithoutExtension(FileUploadl.PostedFile.FileName);
fileExtension = Path.GetExtension(FileUploadl.PostedFile.FileName);

file_path = Path.GetFileName(FileUploadl.PostedFile.FileName);

input = Server.MapPath("../Files/") + fileName + fileExtension;

file_namel = fileName + "_encl" + fileExtension;

outputl = Server.MapPath("../Files/") + fileName + "_encl" + fileExtension;
output = Server.MapPath("../Files/") + fileName + "_encl" + fileExtension;

Figure 8: Code for Share encrypted file



The application connects to local and cloud databases using a web.cofig file.

version="1.0" encoding="utf-8

xmlns : xdt

xdt : Transform="RemoveAttributes(debug)

Figure 8: Configuration File for Database Connection

6 Cloud Deployment

6.1 New Application Creation

The entire application is deployed into the cloud. Windows Azure projects can be developed
in almost any language and include cloud-based public services. This application using
Windows Azure cloud service.

Login to the cloud environment first. Then select App service to develop a new application in
the Azure cloud. Once a program is released, a cloud access URL is provided.

Home
Lo .
@ pgpcryptol 2 % x
App Service
[+ ] 7 Browse [ Stop 3 Restart [i] Delete = () Refresh - Getpublishprofile ) Reset publish profile ---
@& Overview ~ Essentials SON View
B Activity log Resource group (move) URL
PGPCrypto https.//pgpcryptol.azurewebsites net
Aq  Access control (IAM) Statys
@ Tags Running
Location
2 Diagnose and solve problems North Europe (F1-Ft

@ Microsoft Defender for Cloud Subscription (move) FTP/deployment username
Azure for § No FTP/deplayment user set
Events (preview)
Subscription 1D FTP hostname
Deployment 1deb9322-8fef-4508-b540-2269c5197fct ftp://waws-prod-db3-205.ftp.azurewebsites.windows.net/site/wwwroot
FTPS hostname
Quickstart ftps://waws-prod-db3-205 ftp.azurewebsites.windows.net/site/wwwroot

Figure 8: Application Deployment in Cloud



6.2 Create Cloud Database

Below screenshot shows the option to create Database in Azure Cloud. The database
connection details are different in cloud platform.

SQL databases » - X

onal College of Ireland (studentncirl. onmicrosoft.com

{ Create (O Reservations ¢3¢ Manage view ~» () Refresh %5 Open query

Subscription equals IT Resource group equals all < Location equals all < ¢ Add filter
Ne grouping ~ | | E= List view v

Name ™ Server Ty Replica type Ty Pricing tier .. Location Ty Subscription Ty

No SQL databases to display

Try changing or clearing your filters

Create SQL database

&l Civa fasrdl
Figure 9: Create Cloud Database
g P9pdb (pgpcrypto/pgpdb) # %
SQL database
pel ﬁearch I « Hj Copy 'O Restore $ Export '@ Set server firewall ]E Delete ﬂ Connect with... ~ Rj Feedback
@ Overview /\ Essentials
i Activity log Resource group (move) Server name
PGPCrypto pgpcrypto.database windows.net
P Tags Status Elastic pool
£ Diagnose and solve problems Online No elastic pool
X Location Connection strings
Getting started North Europe Show database connection strings
% Query editor (preview) Subscription (move) Pricing tier
Azure for Students Basic
ettings Subscription ID Earliest restore point
. 1deb9322-8fef-4508-b540-2269c5197fcf 2022-12-07 14:02 UTC
3 Compute + storage
Tags (edit)
¢ Cannection strinas ,-.g‘ . .

Figure 10: Database created for Application in Cloud

6.3 Publish Updated details in Cloud Environment

The same should be published in the cloud if there is an update to the current code base. It is
possible to update local changes in a cloud environment. The below Fig:10 shows an option
to publishes changes from local machine to cloud environment.



Build Web Site Ctrl+B
Pub Web App

Scope to This

MNew Solution Ex r View

Add

View Class Diagram

Manage NuGet Packages...
Manage Client-Side Libraries...

Manage User Secrets

tart Options...

et as Startup Project

Figure 10: Publish Code Changes in Cloud
Fig:11 shows an option to get the changes from local machine to cloud platform.

B pgpcrypto‘l 2 %

Service
| 2 Bearch | " Browse D Stop 2 Restart [i] Delete C_) Refresh [ - Get publish profile ] “) Reset publish profile
& Overview # Essentials JSON View
=] Activity log Resource group (move) URL
ypto https://pgpcryptol.azurewebsites net
Aa Access control (IAM) Status Health Chack

Tags Running Not

nfigured

Location App Service Plan

Diagnose and solve problems North Europe ASP-PGPCrypto-81b7 (F1: Free)

Qe % e

Microsoft Defender for Cloud FTP/deployment username

No FTP/deployment user set

Events (preview)
ub: tion 1D FTP hostname

1deb9322-8fef-4508-b540-2269c5197fcf ftp://waws-prod-db3-205.ftp.azurewebsites. windows.net/site/wwwroot
Deployment

FTPS hostname

Quickstart ftps://waws-prod-db3-205.ftp.azurewebsites.windows.net/site/wwwroot

Figure 10: Get Published Code Changes in Cloud



