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1 Introduction 
 

The configuration guideline’s objective is to provide a quick overview of the requirements 

required to build this application. It would provide direction for the methodical procedures 

needed to properly create, operate, test, or reproduce the project. 

 

The remaining sections of the whole document are divided into the following sections. 

Module 2 specifies the configuration of the system, Module 3 Libraries needed, Module 4 

Database Tables, Module 5 Implementation of PGP technique, Module 6 Cloud Deployment. 

2 Configuration of System  
 

  2.1    ASP .Net Environment Setup 
 

The C# language was used to code the entire application. The project's code was created with 

Visual Studio Code (VSCode) platform. Free download and setup of VSCode are available 

on the internet. It was selected since it is a freeware tool that works with many different 

platforms and allows you to program in a variety of languages. The preferred text editor is 

Visual Studio 2022's version 15.0 

 

 
                                             

                                              Figure 1: Visual Studio Code 
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                                               Figure 2: Download page of Visual Studio 

 

  2.2    Database Server Setup 

 
The project uses a Microsoft SQL data base for the storage of application data. We can 

connect our application to both local and cloud data storage with the aid of this technology. 

The version of Microsoft SQL Management Studio used is 18.12.1. To connect to the 

database, the user must input the authentication credentials. It is possible to get open source 

versions of the SQL Management tool for free online. 

 

 
 

                                                  Figure 2: Microsoft SQL Management 

 

2.3 Hardware specifications 
 • RAM: 8 GB 

 • Processor: Intel Core i5  

• Hard Disk Drive: 10GB HDD 

2.4 Software specifications  
• OS Used: Microsoft Windows 10 
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• Language: C# .Net  

• IDE used: Visual Studio Code 

 

3 Libraries Used 
 

The following is a list of the main libraries and import statements used to create the 

application. 

 

 
                         

                                     Figure 3: Imported Libraries 

 

 
               

                                           Figure 4: Imported Libraries 
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                           Figure 5: Imported Libraries 

4 Database Tables Used 
 

 

  
                                      Figure 6: User Table 

 
                                  

                                      Figure 6: Table for Data Sharing 

 

5 Implementation of PGP Technique 
To implement the PGP approach, symmetric and asymmetric algorithms were combined. The 

produced secret key is encrypted using an asymmetric algorithm (RSA) while the data is 

encrypted using a symmetric algorithm (AES). Prior to decrypting the data, it is crucial to 

decrypt the secret key. The user receives the secret key through mail, encrypted. 
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                                                                                Figure 7: Code for Key encryption 

 

 
 

                                                    Figure 7: Code for Data encryption 

The code for sending encrypted files and data to an authenticated email address can be seen 

in the screenshot below. 

 

 

 

 

 
 

                                      Figure 8: Code for Share encrypted file 
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The application connects to local and cloud databases using a web.cofig file. 

 

 
 

                             Figure 8: Configuration File for Database Connection 

 

6 Cloud Deployment 
 

 

6.1 New Application Creation 
 

 

The entire application is deployed into the cloud. Windows Azure projects can be developed 

in almost any language and include cloud-based public services. This application using 

Windows Azure cloud service. 

 

Login to the cloud environment first. Then select App service to develop a new application in 

the Azure cloud. Once a program is released, a cloud access URL is provided. 

 
 

 
 

                             Figure 8: Application Deployment in Cloud 
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6.2 Create Cloud Database  

Below screenshot shows the option to create Database in Azure Cloud. The database 

connection details are different in cloud platform. 

 

 
 

 
 

                                                        Figure 9: Create Cloud Database 

 

 

 

 
 

                                                    Figure 10: Database created for Application in Cloud 

 

 

 

6.3 Publish Updated details in Cloud Environment 
 

The same should be published in the cloud if there is an update to the current code base. It is 

possible to update local changes in a cloud environment. The below Fig:10 shows an option 

to publishes changes from local machine to cloud environment. 
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                                       Figure 10: Publish Code Changes in Cloud 

 

 

Fig:11 shows an option to get the changes from local machine to cloud platform. 

 

 

 
 

                                              Figure 10: Get Published Code Changes in Cloud 

 


