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Auditing over secured cloud data with data dynamics
and data sharing Configuration Manual

Pruthviraj Bhamare
20190182

1 Overview:

This document helps to configure and execute “Msc Research Project” named as “Data
Auditing over secured cloud data with data dynamics and data sharing”. The project
has a client-server architecture. It requires 4 different entities: Cloud, Data Owner, Data
User, and Key Server. The project is implemented in java. The server and client config-
uration details, required software installation details, project deployment, and execution
details are enlisted in this document.

2 Configuration Details:

One server is used to configure cloud storage and key server. Amazon t2.2xlarge instance
is used as a server. Where XAMP server is installed. Windows Server 2012 R2 operating
system is installed on the server.

The user end system where desktop application is installed has Windows 11 operating
system and intel i7 processor, 16 Gb ram.

This application can be installed on the system with these minimum specifications.

Components Requirement
OS Windows 10/11
CPU 8
RAM 8GB
Storage 100 GB

3 Installations

3.1 Server-end environment setup:

1. Setup for launch EC2 instance in AWS.
2. First open EC2 instance. Figure

3. Click on Launch Instance. Figure
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Figure 1: EC2 instance
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Figure 2: Launch instance

4. Then give name to your instance and select Windows Server 2012 as an OS. Refer
Figure [3]

5. Select instance type, for this project I chose t2.2xlarge instance type. Refer figure
4
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Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by a

following the simple steps below. v Summary

Name and tags info Number of instances Info

1
Name
AWS-Prithvi Add additional tags Software Image (AMI)
Microsoft Windows Server 2022 ..read more
ami.07Fc612d98290981b
v Application and OS Images (Amazon Machine Image) info Virtial secver fype (irtance type)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to {2imicta
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Firewall (security group)
New security group

Q. Search our full catalog including 10005 of application and OS images Storage (volumes)

1 volume(s) - 30 GiB.

Recents My AMIs Quick Start

@ Free tier: In your first year ncludes 750 X
hours of t2.micro (or t3.micro in the

Amazon macos Ubuntu Windows Red Hat ‘ < Q Beglons in which r2microls

i unavailable) nstance usage on free tier

aws M‘ ubuntu®

Amazon Machine Image (AMI)

> Browse more AMIs AMIs per month, 30 Gi8 of €8S storage, 5

% Microsoft || dg RedHat ‘ Including AMs from

AWS, Marketplace and
the Community Cancel m

Figure 3: Name and OS selection
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v Instance type info v Summary

Instance type Number of instances Info

t2.2xlarge 1

y:t2 8VCPU 32 GiB Memory
3: 0.4032 USD per Hou
pricing: 0.4652 USD per Hour

v Compare instance types

On-Demand Linux pric
On-Demand Window

Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-07fc612d28a90981b

Virtual server type (instance type)
You can use a key pair to securely connect o your instance. Ensure that you have access to the selected key pair before you launch
the instance t2.2xlarge

Firewall (security group)

Key pair name - required New security group

Select v | C [ceatenew ke

Storage (volumes)

Fsr Windois retarices you ' key pair to decrypt the administrator password. You then use the decrypted password to connect to 1 volume(s) - 30 GiB

@ Free tier: In your firstyear includes 750 X

v Network settings info ‘ Edit ‘ hours of t2.micro (or t3.micro in the
Regions in which t2.micro is

unavailable) instance usage on free tier
AMIS per month, 30 Gis of E8S storage, -
Network Info s 2

Vpc-0c735787€36a3c094

Subnet Info

No preference (Default subnet in any availability zone)

Figure 4: Select Instance Type

6. After that create a new key pair, give a name and select .pem and create a new
key. The .pem file will be downloaded in your system. Refer Figure

7. After that in network settings, Edit inbound rules. Click on Add Security Groups

and Security group rule. Set port range 8080, select source as 0.0.0.0/0. Refer
Figure [0]
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Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your
stance. Learn more (4

Key pair name

prithvi

The name can include upto 2!

SCll characters. It can't include leading or trailing spaces,

Private key file format

O .pem

For use with OpenSSH

ppk

For use with PUTTY

ffiliates.  Privacy Terms  Cookie preferences

Figure 5: Creation of Key
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@ v 5 o v Summary
Source type Info Source Info Description - optional Info

Number of instances Info

Anywhere v Add CIDR, prefix list or security | e.g. SSH for admin desktop P

Software Image (AMI)

Microsoft Windows Server 2022 ...read more

¥ Security group rule 2 (TCP, 8080, 0.0.0.0/0) ami.071c612498290981b

Virtual server type (instance type)

Type Info Protocol Info Port range Info
t2micro
Custom TCP v| T 8080 |
Firewall (security group)
Source type nfo Source Info Description - optional Info New security group
Custom v | [Q addcior, prefix ist or security | | e.g. SSH for admin desktop ‘

Storage (volumes)

1 volume(s) - 0 GiB

@ Free tier: In your first year includes 750 X
/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X hours of t2.micro (or t3.micro in the
security group rules to allow access from known IP addresses only. e

Add security group rule ‘

mazon Web Services, Inc. o its afflat Terms  Cookie pref

Figure 6: Set inbound rule

8. After this you have to select the storage. I have selected 100 Gb, refer figure [7]
9. Then click on Launch instance

10. You will see a Success Window. Refer Figure




A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only. v Summary

Add security group rule Number of instances Info

1

Software Image (AMI)

v i Advanced
Configure storageRinta Microsoft Windows Server 2022 ..read more

ami-07fc612d98a90981b

1x | 109 % | GiB | gp2 ¥ | Rootvolume (Not encrypted) Virtual server type (instance type)

t2.micro

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X Firewall (security group)

New security group

Add new volume Storage (volumes)

7 volume(s) - 0 GiB

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store
volumes from the AMI will be accessible from the instance

@ Free tier: In your first year includes 750 X
0 x File systems Edit hours of €2.micro (or t3micro in the

» Advanced details info

Figure 7: Storage selection

@ Ireland v MSCCLOUD/x20190182@student.

EC2 ) Instances ) Launchan instance

Success
Successfully initiated launch of instance (i-039cd8394189d641c)

» Launch log
Next Steps
Create billing and free tier usage alerts Connect to your instance Connect an RDS database
To manage costs and avoid surprise bills, set up email Once your instance is running, log into it from your local Configure the connection between an EC2 instance and a
notifications for billing and free tier usage thresholds. computer. database to allow traffic flow between them.
‘ Create billing alerts [4 Connect to instance [4 Connect an RDS database [

Learn more [4 Create a new RDS database [4 Learn more [4

Figure 8: Instance created successfully

11. Then click on connect to instance. Refer Figure [J]
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Connect to instance info
Connect to your instance [-039cd8394189d641c (AWS-Prithvi) using any of these options

Session Manager | RDPclient | EC2 serial console

Instance ID

-039cd8394189d641c (AWS-Prithvi)

Connection Type

© Connect using RDP client
Download a file to use with your RDP client and retrieve
your password.
Working
with SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below

M Download remote desktop

When prompted, connect to your instance using the following details:

Public DNS User name

Feedback

n Web Services, Inc. or its affliates. _Privacy _ Terms __Cookie preferences

Figure 9: Connect to instance

12. Then you will see the connect to instance pane, you will have to click on decrypt
the password using downloaded .pem key. refer Figure
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Use your private key to retrieve and decrypt the initial Windows administrator password for this instance
Instance ID
( i-08796930276c8eaS0 (Pri

\WS)
Key pair associated with this instance
@ awsPrithi

Private key

Either upload your private key file or copy and paste its contents into the field below

[ Upload private key file

@ prith.pem
1.674K8

Private key contents - optional

BEGIN RSA PRIVATE KEY-
A u OHAD: /r
TZ85rCsZW+wraLl+j ql dFXE
/tIXOZnehaLuxTacF +uiCzLjcyaWqdyA3gywY3u7Eglaonf/5tPZzw6tmO1rDUji

B8CFypjtw1InkNIDWIPCOWWPUORISZDTTzhS8vd3PKOLbeQoyk8m4NaO8aJULFuc
h0akOW11VvixMapcQSfuCztff) UTSz+H n,

1D2m
QD43Cs+qBO! IDAQABAOIBAH H
£55q64COtOKM3m7xvmOVUNNAESExg/986iivXdVozbldJRzHgxhpuowsLeyhh96b

Figure 10: decrypt password



13. Then download remote desktop file and open it. Refer Figure
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= ad a file to use with your RDP client and retrieve
sswor

Working

wiith SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RP shortcut fle below:

[ Download remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name

9 ec2-52-30-125-155.eu-west- @ Administrator
1.compute.amazonaws.com

Password
(9 dfHyczeid22

@® Ifyou've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

Feedback __Looking for lan Find it in the new Unified Settings [

ices, Inc. or ts affiiates. __Privacy _ Terms __Cookie preferences

Figure 11: Download remote desktop file

14. Then click on connect and you will be connect to the AWS EC2 instance which has
the OS Windows Server 2012. Refer Figure

& Remote Desktop Connection X

The publisher of this remote connection can't be identified. Do you want to connect anyway?

This remote connection could harm your local or remote computer. Do not connect unless you know where
this connection came from or have used it before,

Q_ Publisher: Unknown publisher
ted o Type: Remote Desktop Connection
Remote computer: ec2-52-30-125-155 eu-west-1.compute. amazonaws.com

C] Don'task me again for connections to this computer

(= Show Details

owir
T
User name
Administrator

Figure 12: Connect to EC2



15. Now you need to install jdk 11 in EC2 instance as well so Refer Figure [13| Link to
download - https://www.oracle.com/ie/java/technologies/javase/jdkll-archive-downlc
html

B Command Prompt X 4 v - o x

Microsoft Windows [Version 160.6.22623.1028]
©) Microsoft Corporation. ALl rights reserved.

s\bhama> javac
ac <options> <source files>
ible options include:
Read options and filenames from file

-Akey[=valuel Options to pass to annotation processors
—-add-modules <module>(,<module>)*

Root modules to resolve in addition to the initial modules, or all modules

on the module path if <module> is ALL-MODULE-PATH.

s-path <path>, -bootclasspath <path>
ide location of bootstrap cla:
<path>, -classpath

Specify where to find user cl. s and annotation processors
-d <directory> Specify where to place generated class files
~deprecation

Output source locations where deprecated APIs are used
--enable-preview

Enable preview language features. To be used in conjunction with either -source or --release.
~encoding <encoding> Specify character encoding used by source files
—endorseddirs <dirs> Override location of endorsed standards path
~extdirs <dirs> Override location of installed extensions

Generate all debugging info
{lines,vars, source} Generate only some debugging info

ne Generate no debugging info
-h <directory>

Specify where to place generated native header files
—help, -help, -7 Print this help message
—-help-extra, -X Print help on extra options

Figure 13: JDK installation

16. Download and Install XAMPP. Refer Figure [14] Link to Download - https://wuw.
apachefriends.org/download.html

523012515

E"" it . 137

Select Components

Select the components you want to instal; dear the components you do not want to install. Click
Next when you are ready to continue.

=[] Serve

Iw! FileZilla FTP Server
] Mercury Mail Server
| Tomcat

Perl

| phpMyAdmin
| Webalizer
| Fake Sendmail

Next >

Figure 14: XAMPP Installation

17. After installation open XAMPP. You will see the XAMPP control Panel. In
XAMPP control panel, start services of Apache and MYSQL Refer Figure
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XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ] \;‘J
XAMPP Control Panel v3.3.0
Modules
Service  Module PID(s) Port(s) Actions &) Netstat
x| Apache :ggg 80, 443 | Stop ‘ | Admin ‘ | config | Logs ‘ B shel
@ MysaL s638 3306 | Stop ‘ | Admin | | Config | Logs ‘ ‘ Explorer |
E { E7 Services |

FieZila A Config Logs
Mercury A Config Logs @ How
Ii]‘ Tomcat Start Admi Config Logs [ Qui

A [main] All prerequisites found

/' [main] Initializing Modules

A [main] Starting Check-Timer

/' [main] Control Panel Ready

/) [Apache] Attempting to start Apache app.
I\ [Apache] Status change detected: running
A [mysql] Attempting to start MySQL app.
PM [mysql] Status change detected: running

>II

Figure 15: XAMPP Control Panel

18. Then Download and Install Eclipse IDE Enterprise for Java and Web Developer.
Refer Figure[I6|Link to download - https://www.eclipse.org/downloads/packages/
release/2020-06/r/eclipse-ide-enterprise-java-developers

& prithviAWS (12) - 155.eu-west-1. - Remote Desktop Connection

EKG1LFAKR9R

eclipse
08796930276cBea5
type filter text Pub.
52.30.125.155
(5] Eclipse IDE for Java Developers Priv:
" The essential tools for any Java developer, including a Java IDE, a 172.31.2.137
Git client, XML Editor, Maven and Gradle integration Ava
_
4 Eclipse IDE for Enterprise Java and Web Develc
@ t2.2xlarge
=" Tools for developers working with Java and Web applications,
including a Java IDE, tools for JavaScript, TypeScript, JavaServer...

Eclipse IDE for C/C++ Developers

An IDE for C/C++ developers.

. Eclipse IDE for Embedded C/C++ Developers

An IDE for Embedded C/C++ developers. It includes managed
cross build plug-ins (Arm and RISC) and debug plug-ins

Eclipse IDE for PHP Developers

The essential tools for any PHP developer, including PHP language ¥

=8 Windows S¢

Figure 16: Eclipse Installation
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19. After installation select workspace and then click on launch.

) Eclipse IDE Launcher
Select a directory as workspace

Eclipse IDE uses the workspace directory to store its preferences and development artifacts.

Workspace: V AUsers\Administrator\eclipse-workspace| v| | Browse...

[]Use this as the default and do not ask again

» Recent Workspaces

Launch ‘ | Cancel

Figure 17: Choose folder for workspace

20. Now in Eclipse open projects from file system. Now refer to the zip two folders of
desktop side application which I provided in the Code Artifact named ”Pruthvi-
Keyserver” and Pruthvi-Server. Refer Figure

& PrithviAWS (12) -

p Connection - o x
& eclipse-workspace - Eclipse IDE
File] Edit Navigate Search Project Run Window Help

New AltsShiftsN> [+ O v Qv Qv ~ @ i® s i @RE v Hl~ SR
OpenfFile. i
C_Open Projects from File Syste..
Recent Files B
ose Editor

Editors CtrisShift=W

culss
CulsshiftsS
2
£ Refresh 5
Convert Line Defimiters To ,
print culsp

25 Import ‘

4 Bxport.

Properties AltsEnter

Switch Workspace.
Restart
Exit

(£ Markers [ Properties 4 Servers  ¥dData Source Explorer £ Snippets 3 Terminal E Console
v & Tomeat v85 Server at localhost [Stopped, Synchronized]

Figure 18: Choose appropriate back-end code for back-end application

10



21. Now after opening projects Click right click on the Pruthvi-Keyserver or Pruthvi-
server, then click on Run As, then click 1 Run on Server. Refer Figure

A PrithviAWS (14) - eu-west-1 - Remote Desktop Connection - 0o X
D eclipse-workspace - Eclipse IDE

File Edit Navigate Search Project Run Window Help
[m Bin|>nmys . O "R_RvQAU PO P R F OO

Cien

& Project Explorer X
v & Pruthvi_keysef
b 2 Pruthvi_server|
4 Servers

v & Tomeatvg|  Shown Alt+ShiftW >
£l Copy Ctr+C
Copy Qualified Name
Paste Ctrl+V
Delete Delete
Build Path »
Source AltsShiftsS >
Refactor Alt+Shift+T»

New »
Go Into

T

x

Import »
Export »
Refresh [
Close Project
Close Unrelated Projects

@ Coverage As

O RunAs

t*

®.

11 Run on Server AltsShiftsX, R |
{712 Java Application AlteShift+X, J
Run Configurations.

Debug As
- Profile As
Restore from Local History...
Java EE Tools
Team

Compare With
Configure
Source
Validate

5]

! Markers [] Properties # Servers ¥ Data Source Explorer {5 Snippets & Terminal & Console X
Properties Alt+Enter

lipseju

Figure 19: Run back-end application

22. Now select Apache v8.5 Server at localhost and click on finish. Refer Figure

& PrithviAWS (14) - ec2-52-30-125-155.eu-west-1.compute.amazonaws.com - Remote Desktop Connection = o X

] eclipse-workspace - Eclipse IDE

File Edit Navigate Search Project Run Window Help

B Biw ® 4 v (18 Run On Server - |

& Project Explorer X

“| Run On Server
b # Pruthvi_keyserver

2y Select which server to use
v & Pruthvi server

|
4 & Servers
v & Tomcat V8.5 Server at localhost-config How do you want to select the server?

(®) Choose an existing server
O Manually define a new server
Select the server that you want to use:

type filter text

Server State
4 & localhost |
& Tomeat v85 Server atlocalhost o Stopped

Apache Tomcat v8.5 supports J2EE 1.2, 1.3, 1.4, and Java EE 5, 6, and 7 Web modules.

[ Always use this server when running this project

® Back Nex> || s ][ cancel A

s Pruthvi_keyserver [Synchronized

Figure 20: start server

23. Now you will see that the servers are started in the down pane of the eclipse. You
can see servers are started in figure

11



A&, PrithviAWS (14) - ec2-52-30-125-155.eu-west-1.compute.amazonaws.com - Remote Desktop Connection = o X

8 eclipse-workspace - Eclipse IDE
file Edit Navigate Search Project Run Window Help
o =S B0 R R B G S DIRIY v SR

Project Explorer X 3 =n

v & Pruthvi_keyserver
v & Pruthvi_server
4 Servers
¥ & Tomcat v8.5 Server at localhost-config

[ Markers [ Properties #it Servers x ¥ Data Source Explorer [ Snippets & Terminal & Console
4 % Tomcat v8.5 Server at localhost [Started, Synchronized]

% Pruthvi_server [5

% Pruthyi keyserver

Figure 21: Servers running

3.2 Installations at Client-End:

1. Installed JDK 11 and to verify that java is installed or not we can use javac command
in command prompt shown in fig|22| Link to download - https://www.oracle.com/
ie/java/technologies/javase/jdkll-archive-downloads.html

@ Command Prompt X + - - (m] X

Microsoft Windows [Version 10.0.22623.1028]
(c) Microsoft Corporation. All rights reserved.

C:\Users\bhama> javac
Usage: javac <options> <source files>
where possible options include:
@<filename> Read options and filenames from file
—Akey[=value] Options to pass to annotation processors
——add-modules <module>(,<module>)*
Root modules to resolve in addition to the initial modules, or all modules
on the module path if <module> is ALL-MODULE-PATH.
——boot-class-path <path>, -bootclasspath <path>
Override location of bootstrap class files
-—class-path <path>, -classpath <path>, -cp <path>
Specify where to find user class files and annotation processors
-d <directory> Specify where to place generated class files
—-deprecation
Output source locations where deprecated APIs are used
——enable-preview
Enable preview language features. To be used in conjunction with either -source or
-encoding <encoding> Specify character encoding used by source files
—endorseddirs <dirs> Override location of endorsed standards path
—extdirs <dirs> Override location of installed extensions
-g Generate all debugging info
-g:{lines,vars, source} Generate only some debugging info
-g:none Generate no debugging info
-h <directory>
Specify where to generated native header files
——help, —help, —? Print this help message
——help-extra, Print help on extra options

Figure 22: Verify Jdk installation
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2. For application development Netbeans 8.2 IDE is used. Installed Netbeans 8.2 IDE
shown in fig 23] Link to download - https://netbeans-ide.informer.com/8.2/

3. After installation open project. Here you have to open the Zip file which I provided
for desktop application in code Artifact named ”Pruthviraj-desktop”. refer figure

L Apache NetBeans IDE Installer \;‘E-

The installer will install the NetBeans IDE with the following packs and runtimes,
Click Customize to select the packs and runtimes to install.

Base IDE

Java SE

Java EE
HTMLS/JavaScript
PHP

Apathe Installation Size: 7914 MB
U NetBeansIDE

Cancel

Figure 23: Netbeans Installation
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Apache NetBeans IDE 15
R cot v Nevgue Souce Refactor Run Devug P Team Toos Window Hep

21 NewProject.. CuShifte e
¥ New File. o~ % { 29924080m84 (5 (o

Close All Projects
Openfile..
. Leam & Discover

Project Groups.

Import Project
Export Project

Take a Tour .
Page Setup. Demos & Tutorials
P t ShiftsP Try a Sample Project
i Java SE Applications
it Vhats New PHP and HTMLS5 Applications
Community Comer

All Online Documentation >>

Building dictionary.

- BB o

Figure 24: Open new project

4. The desktop application is created for end user using java swing components.

5. Now open the transaction folder in Pruthviraj-Desktop, then open constant.java
file. Refer figure

© Pruthviraj-Desktop - NetBeans IDE 8.1

- o x
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help [Q search (ctri+h) |
BEES D E [« QT W D-B-G-
Projects = Fles | Services | @ || stertPage x [ Constantjova x| 3 «|B B B <@ <8 x [on(c=}
=& BNy sowes oy (BB |QILFVA|P LS U0 B LS =
rce pactages
eneryption.cps g . A
encnpton.cpab pocy 4 i
ks 6| package cranssction:
enctyption.cpabe.abe B & . )
i £/ smpore sava.so.rile:
mhe s
mtpaplond w o
12 | cautor
1
B o L puiic class constant ©
[ Folderinfosean.jova 15
& nttpHandier.java @ final String
B I5enParsor.jova @
& wpcalme N
S@u
B Addrlder oo =
5 Autedarejova a exver/vepe:
BB vetaUpload.jeva 2
5 DatalploadaES ove -
5 ovntcteta e E
i - avigator x| s %
[mbes ~eme @ 8
1§ delramdond @
@ dir : String e
Il downloadCioud : String @
() downloadKeys : String e
I downloadmyFies : sting e
I getAuditdato : Sring Iy =
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Figure 25: open constant file
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6. Now in constant.java change the localhost to your public IP of EC2 Instance for
following: Refer Figure

7 public static String cloud”

"public static String key”

"public static String downloadKeys”
"public static String downloadCloud”

© Pruthviraj-Desktop - Net - =] X
File Edit View Navg ]

BEE% DE
Projects = Fies | Services ][ strtrage x/(@ java x| 0B Addrolc B botapload jove_= | B Auditoat B ] =B ] o[c]c)
=3 source Histoy [QB-8-| AR SR P LB /EU O H Lo £
@

®

| 26:39/1:34 s
e L B e =0T O6RAEaAaQCRAOEE AR N A A BE oy )

Figure 26: Change of localhost to Public Ip of EC2

7. Now application is all set to run just click on Run and Run Project (Pruthviraj-
Desktop) Refer Figure

© Pruthviraj-Desktop - NetBeans IDE .1
File Edit View Navig actor Run Debug Profile Team Tools Window Help

it confy D Run Project (Puthviraj-Desktop) 5
Jicitoss oo Al-F6 = = = = = - = GoeE
T Build Project (Pruthviraj-Desktop) F11 BB aesanfes adlenta =
W Clean and Build Project ShifteF11 e et

Set Project Configuration o -
Set Main Project > lio.Fil
Generate Javadoc (Pruthviraj-Deskiop)
Run File Shift+6
Crrisfo
o cnstant ( o
v Che Alt+F9
% valic AltsShift e

Repeat Build/Run: Pruthviraj-Desktop (run) ~ Ctrl+F11

=
=
s
=l
zerp @ || a
@
e
e
@
.
3 5
ou @
W s
| =
[
=
o
[
(]
o
@11t long
8 logn: Stng
ol @slssEE
| wonss ms

Figure 27: Run Project

8. Now you will see the Sign in page of the system. Refer Figure [2§
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=] Login >creen

Secure Data Auditing

l.onﬁ

Sign-In

User Name

Password

[ Click Here To Register ]

Figure 28: Sign In Page of desktop Application

9. I built executable Jar file of this application. Right Click on Project-Desktop and
then click on clean and build. Refer figure

© Pruthviraj-Desktop - NetBeans IDE 8.1 - 8 x
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help @ seman(w)
P ES DO (ot Q- FT % D-B-G-
Projects [

@ |[ StortPage x| Constant.jova x| (G AddFolder.jova | [ DataUpload.jova x | £} AuditData.jove x | =B <@ x @0
| Sowrce History [ B -8 QBH RGP SR

(=1
New > |8 =
Build

Clean and Build

Clean

Generate Javadoc

Run

Debug

Profile

Test AtsF6

Set Configuration >

Open Required Projects >
% Close

Rename..
Move.
Copy. = ¢
Delete Detete =]

Find.. Qs
Inspect and Transform.
Versioning >

IREEEEEEEEEEEEEEEEEE R

3

Figure 29: Building of executable jar file

10. The built file is created in the ”dist” folder of your project directory. Refer Figure
o0

11. Now desktop application is ready to use.
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dist X [ - o x

Onw- X% © @ B W Nsote = view-
< © 4 25> Desktop » NCI > Sem3 > Project > Pruthvira-Deskiop > Pruhvira-Deskiop > dist v G| sechais »
£ Home Name - Date modified Type Size
> @ OneDiive-Persona 33 lib 14-12:2022 0937 il flder
| Pruthviaj-Deskiop 14-12-2022 0936 Executable Jar File w01k
Woeskop 4 ) README 1412-2022 0937 Text Document 2k8
4 Downloads  #
& Documents #
IR pictures »
© Music »
5 videos .
Thesis Report

Charts
Presentatation
Config Manual 55
v EThiseC
> Bos©
> i New Volume (0)
> i New Volume (€)

> W Network

Siems 1 emseleced 400K Er

Figure 30: Executable file location

4 Execution environment of the desktop application:

To run executable jar file, user must have jdk 1.8 minimum and above in the pc/laptop.

4.1 Application:

The end-user may interact with the system using a graphical user interface program. All
server apps are linked to this application. Following the command’s first execution, the
system establishes connections with all of the servers before launching the program. The
system can be accessed via the screens below.

Secure Data Auditing

Name  users
]

Sign-Up

User Name  userS

Password

Retype Password ‘ """ ‘

Figure 31: Registration of user
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4.1.1 Registration:

The user can set up an account on the system using this screen. Account creation requires
name, username and minimum 6 digit/words password. Figure

4.1.2 Login:

The system allows the registered user to log in. Username and password are needed for
login. The user will have access to several system functionalities after a successful login.

Figure [32]

Secure Data Auditing

ool

Sign-In

Figure 32: Login

4.1.3 Control Panel of Secured Data Auditing:

(A U e

Control Panel

Add Folder Manage Folder Add Files ManageFiles
N == .
I l Sy | ( )
Download My Files Inbox Audit Logout

Figure 33: Control Panel

After a successful login, the end user sees this as their home screen. Several cap-
abilities, including add folder, manage folder, add files, manage file, download files, in-
box and data auditing, are accessible from this panel. Refer Figure
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4.1.4 Add Folder:

Secure Data Auditing

Create Storage

Folder Name  New Folder

Share with -

Message X

6 Folder Created Successfully

3]

Figure 34: Add folder

In this data owner or user can create a single repository folder and can share it with
other users of desktop application. After creation it shows the dialog box of time took
for creating the folder. Refer figure

4.1.5 Manage Folder:

From this function user can manage the folder where he/she can revoke access of other
users from that particular folder or they can give access to other users. Owner can delete
the folder from manage folder. Refer Figure

Secure Data Auditing

Lf

Folder Name {"ew Folder H

User Name | users] j
v
Update Users Delete Folder

Manage Storage

Figure 35: Manage storage
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4.1.6 Add Files:

In this feature user can add single or multiple files in to the folder which is on cloud
storage. Refer Fig

Secure Data Auditing

Upload File

Folder Name |New Folder ;]

Data Path

iB.bin
Upload Single File l Upload Multiple Files J
Submit

Figure 36: Upload Files

4.1.7 Manage Files:

In this feature, user can delete files or update the existing files. First user has to select
the folder then has to select particular file to delete. Refer Figure

Secure Data Auditing

Delete
Select Folder {viaeo file Onwer: usert ‘v]
show Files [ﬁle,emple,uu,m,ma.mpa ‘v]
Select Files Select file

Delete File Modify File

Figure 37: Manage Files
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4.1.8 Download Files:

In this feature user can download his/her own files from the cloud, if he lost files from its
own system. First user has to select the folder from which heRefer Figure

Secure Data Auditing

I

Download

o
o)
g
£
)
B
=)
g
X

Figure 38: Download Files

4.1.9 Inbox:

In this feature user will receive the folder directory from other users and can download
the necessary file with the download feature in it. Refer Figure

Secure Data Auditing

J

Inbox

No. | Folder Name [ owner | shared with
4mb userd user3,user2,
10 mb user4 user2,user3,
5 files userd user3.

users user3,,

)

ew Folder

Figure 39: Inbox
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4.1.10 Data Auditing:

Last but the most important feature of the system is data auditing. User/owner can
check data integrity on this desktop application. If someone tampers any data then it
would show the data integrity issue. If it is not tampered then it would show OK in the
desktop application. The user can audit one or more folders using this page. A list box
on the left side of the screen lists every folder that is part of the owner. From the list,
the user can choose one or more folders. The audit outcome is shown on the screen after
the audit. Refer Figure

Secure Data Auditing
Select Folders To Audit:
o,
=)
|3 -AII
P

Audit Data

4mb
TWIO FILES
5 fies

4mb
TWIO FILES
5 fies

6mb 6mb
10mb & 10mb
- . -

Select Folders To Audit:

4mb: oK H
TWIO FILES : OK

5 flks : OK

6mb:OK

10 mb : 0K

Figure 40: Data Auditing

5 References

https://www.java.com/en/download /help/windows,,anualjownload.htmlhttps : / /www.oracle.com/ie
archive — downloads.htmlhttps : |/ /www.apache friends.org/download.html
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