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1 Overview

1.1 Purpose of this document

This section of configuration manual describes step-by-step procedure for implementing
automation approach for encrypting S3 bucket using AWS Lambda. This manual will contain
detailed explanation of each AWS service to achieve this automation. This research project
includes AWS services like CloudFormation, Lambda, S3 Bucket, CloudTrail, CloudWatch
and so on.

2 Requirement

e AWS Cloud Knowledge.
e Basic Python programming knowledge.
e AWS IAM role access to create user role and update polices if required.

This project is configured on AWS account. Steps for building automation infrastructure are
mentioned in further sections below. To create new AWS account, need to visit below
mentioned URL.

e AWS Account URL: https://aws.amazon.com

3 Procedure

3.1 Create AWS CloudTrail

First, in order to capture every detail of this process. User needs to enable CloudTrail.

CloudTrail allows user to capture each and every log during the operation in form of API
gateway logs.

To enable AWS CloudTrail log, follow below steps:

e Go to CloudTrail from AWS console and click on ‘create a trail’.
e Provide a name to trail as shown in figure 1.

e Click apply to all multi region trail, in order to collects all API requests.


https://aws.amazon.com/

""" introducing CloudTrail Lake
CloudTrai Lake lets you query multiple event fields in your logs, across all regions, for auditing and analysis. Learn more (4

CloudTrail Dashboard Create trail
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Log file SSE-KMS encryption  info
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Figure 1: AWS CloudTrail
3.2 AWS CloudFormation

Now, once CloudTrail log option is enabled, Go to CloudFormation on AWS console and
create a stack as shown in figure 2.

AWS CloudFormation works based on template file. User can provide all AWS resources
configuration along with role to be created, event to be added and their dependencies are
added in this template .yaml file so that user can deploy and set up them together in separate
stack. Template file help to provision all required resources. This technique also known as
‘Infrastructure as Code’.

e Upload the CloudFormation template file and click ‘Next’

Create stack

Prerequisite - Prepare template
Prepare template
Every stack s basad

© Tempiate s reacy use 3 sample template Create template in Designer

Specify template
A template s FSON or YAML Bl that e

Template
Selecting s
Amazon 55 URL © Upload a template file

Upload a template file

ite | Ma file chosen

SIURL: Will be generated when template fle is uploaded

Figure 2: AWS CloudFormation template upload

e Provide name to CloudFormation stack as depicted in figure 3 and click ‘Next’.



CloudFormation > Stacks ) Create stack

Create stack Specify stack details
SoE Stack name
Specify stack details
Stack name
SsAutoEnrypt
Parameters

No parametars
There are no parameters defined In your template

Figure 3: AWS CloudFormation stack

Now, keep all default values as it is and mark it checked the acknowledge as
illustrated in figure 4, to allow CloudFormation to create role if required.

SNS toplc ARN

Na notification options

There are no notification options defined

Stack creation options

Timeout

Termination protection
Disabled

» Quick-create link

Capabilities

@ The follewing require
This template contains Identity and Access Management (1AM) resources that might provide entities access to make changes to your AWS account.
Check that you want to create each of these resources and that they have the minimum required permissions. Learm more [2

I acknowledge that AWS CloudFormation might create IAM resources.

Figure 4. AWS CloudFormation submission

Then click on ‘Submit’ and wait for stack deployment to finish.
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Figure 5: CloudFormation Resource Status.

As per figure 5, In the Resource tab user can monitor status of each resource like
EventRule, ExecutionRole, LambdaFuncation and
PermissionForEventsTolnvokeLambda if status is ‘CRETE COMPLETE’ means
deployment is successful.

Once template deployment is successful. As figure 6, user can check template on
CloudFormation where Lambda function written using python programming to
encrypt S3 bucket automatically as soon as it is created by user.

S3AutoEnrypt ® X

CloudFormation » Stacks > S3AUtoEnrypt
Delete update H Stack actions ¥ H Create stack ¥
[ Stacks (1) (&)
Stack Info Events Resources Outputs Parameters Template Change sets

Q Fitter by stack name

Active v | @ viewnested
Template View In Designer c
1
Stacks
AWSTemplateFornatVersion: 2010-09-63
S3AutoEArypt
Resources:
©  wezaz-1 182225 UTcen000 LasbdaFunction:
T da: : Fy i
(©) CREATE_COMPLETE n T Lasbda: :Function

etatt LonbdoExecutiondale Arn
untime: python3.7
Handler: index.handler
Code
ZipFile:
import json
ingort boto3
def s3autoencrypt(name)
s3 = boto3. resource('s3')
s3_client = bota3.client('s3")
bucket = 53, Bucket(name)

t.get_bucket_encryption(Bucket=bucket . name)

eEnc
a Encryp name}")
response = s3_client.put_bucket_encryption(
Bucket-bucket .name,
ServersideencryptionConfigurations
‘Rules®: [

1{

Figure 6: AWS Lambda function and other resources on CloudFormation template



3.3 Create AWS S3 Bucket.

e Now go to S3 bucket from AWS console to create S3 bucket.
e As presented in figure 7, provide bucket name and keep all other details unchanged.

AmazonS5 > Buckets ) Create bucket

Create bucket w.

Buckets are containers for data stored in 53. Learn more [

General configuration

Bucket name

projectsearch108

Y S Sy ———rep————— ———— | |
AWS Reglon
EU (Ireland) eu-west-1 v

Copy settings from existing bucket - optional
iy the the following config

Choose bucket

Object Ownership inf
Conn

QO ACLs disabled {rec
p

Figure 7: S3 Bucket Creation.

Bucket Versioning ®
© Disable
Enable

Tags (0} - optional
Vou can use bucket 1ags to track storage costs and organize buckets. Leam mare [2

No tags associated with this bucket

Add tag

Default encryption
Automatically encrypt new objects stored in this bucket. Leam mare [

Server-side encryption
© Disable
Enable

» Advanced settings

@ After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings.

Figure 8: Encryption disable while creating bucket

e As illustrated in figure 8, maintain default encryption as disable so that bucket
encryption can be happen through AWS Lambda automatically. Now click ‘Create
bucket’.

e Now, once S3 bucket is created. Head over to CloudFormation console and go to
Resource tab click on Lambda function as shown in figure 9.
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Figure 9: Lambda Function link on CloudFormation stack

e As presented in figure 10, it is clearly visible that EventBridge (CloudWatch
Events) is triggering our Lambda function ‘S3AutoEncrypt’.

e It means that, S3 bucket ‘projectreseachl08’ creation event captured by
CloudWatch events that leads to Lambda function ‘S3AutoEncrypt’ to run.

= S3AutoEnrypt-LambdaFunction-N9wPqBjgWKXi Throttle CopyARN || Actions ¥ @

(@ This function belongs to an application. Click here to manage it X

¥ Function overview i

Description

E\E S3AutoEnrypt-
LambdaFunction-

N9wPqBjgWKXi Last modified
9 hours ago
== Lap
= yers (0)
Function ARN
Y] EventBridge (CloudWatch + Add (F am:awsd eu-west-1:645242957075:function:S3AUt
= Events) oEnrypt-LambdaFunction-NIwPGBjgWKXi

Application

=+ Addtrigger S3AutcEnrypt

Function URL info

Code Test Configuration Allases Versions

Metrics Logs Traces View logs in CloudWatch [5 View X-Ray traces in Servicelens [ View Lambda Insights [5 View profiles in CodeGuru [3

Figure 10: EventBridge (CloudWatch Events) cause Lambda Function to run.

e To gain more information about Lambda function and to check encryption
validation. User need to click on ‘view logs in CloudWatch’ as depicted in
figure 10.

e Asiillustrated in figure 11, user can scroll down and see logs that bucket name
‘projectresearch108’ is encrypted automatically.

e As per CloudFormation template, method for lambda function is added to
trigger lambda function and provide becket name through API request.



e Also, user can see response logs where status code for http is 200 which
describe as a successful response. Hence, objective of this research work to
encrypt S3 bucket automatically using AWS Lambda function is achieved.

CloudWatch X CloudWatch Log groups /Jaws/lambda/s: ypt-La qBJgWKXI 2022/12/11/[$LATEST]Abb7e26b8523410594d234e(646 19642

Log events
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter pattems 2

C Actions ¥
Alarms Ao @o @
In alarm Q Clear m 30m 1h 12h Custom B Display v ®
All alarms
Timestamp Message
Logs
No older events at this mo
Log groups New
2022-12-11718:32:40.720+00:00 START Requestld: 4b448c2
Logs insights v 2022-12-11718:32:42.961400:00 Auto Encrypting projectr:
Auto Encrypting projectresearchl@s
v Metrics Copy
Allmetrics v 2022-12-11718:32:43.208+00:00 {'ResponseMetadata’: {'Requestld': ‘ZEBTTIMCRYS3RXMD', 'HostId': 'hJ/KxNGF10bv@8vngtlr]36eB1UMBpZVHRIIL
Explorer \GF 106v@8vNgt1r)36eB1UMBPZVHRIT 1 1mKGEXUNOVELC
-1d-2' Copy
Streams quest-id': 'ZEBTTIMCRYSIROMD', ‘date’:
‘o0
¥ X-Ray traces 4 1
> - - - o 1 3
Service map 758-43e4-8d4e-408679ee14fb Duration: 2521.30 ms Billed Duration: 2522 ms Me.
% No newer events at this moment. Auto retry paused. Resume
races
¥ Events

Figure 11: Encryption result of S3 bucket.

e Now, Bucket ‘projectreseach108’ is encrypted. On top this, user can even receive
notification of S3 object insertion or deletion over mail using Simple Notification
Service of AWS.

3.4 S3 SNS (Simple Notification Service) Notification

e Go to Simple Notification Service (SNS) from AWS console.
e Click on ‘Next Step’ this will lead to create topic page as depicted in figure 12.

Create topic

Details

Type infa

FIFO (first-in, first-out) O Standard

Mame

53-Bucket-Norify

Figure 12: AWS SNS Notification

e User can provide topic name and scroll down to click on ‘Create topic’
e Once topic is created then user need to create subscription to avail email notification
service. Therefore, click on ‘Create subscription” as shown in figure 13.



Amazon SNS x Amazon SNS Topics S3-Bucket-Notify @

Dashboard S3-Bucket-Not|fy | Edit | Delete Publish message
Toplcs
Subscriptions Details
¥ Mobile
Name Display name
Push notifications
$3-Bucket-Notify 53-Bucket-Notify
Text messaging (SMS)
Origination numbers ARN Tople owner
arm:aws:sns:eu-west-1:645242957075:53-Bucket-Notify 645242957075
Type
Standard
4 Subscriptions Access policy Data protection policy Delivery retry policy (HTTP/S) Delivery status logging Encryptior >

Subscriptions (1)

Q Search 1 (o]

Figure 13: Create subscription to topic

e Asillustrated in the figure 14, select protocol as ‘Email’ from drop-down
menu.

e User needs to provide email address on which notification can be sent from AWS and
then scroll down to click ‘Create subscription’.

= Amazon SNS Subscriptions Create subscription 6]

Create subscription

Details

Topic ARN

Q, am:aws:sns:eu-west-1:645242957075:53-Bucket-Notify X
Protocol
The type of endpoint to subscribe

Email v
Endpoint
An email address that can receive notifications from Amazon SNS.

chetanbaviskar1008@gmail.com

(@ After your subscription s created, you must confirm it. infe

Figure 14: Provide email address to receive notification.
e Once, subscription is created, AWS will send subscription confirmation email to
email address provided.

e As shown in figure 15, user need to provide confirmation by clicking ‘confirm
subscription’
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Figure 15: Subscription Confirmation

e Now, here in this research work another lambda function ‘SNS Lambda’ is used to
avail SNS service on particular S3 bucket. Need to create role for this lambda
function.

e Go to IAM (Identity and Access Management) to create role named as ‘SNS_Role’ as
shown in figure 16.

L @ Global ¥ chetancloud

. €
Identity and Access x 1AM Roles SNS_Role
Management (I1AM)
Delete
SNS_Role
Allows Lambda functions to call AWS services on your behalf.
Summary Edit
Dashboard
¥ Access management Craation date ARN
User groups December 11, 2022, 19:23 (UTC) &1 arn:aws:iam:645242957075:role/SNS_Role
Users Last activity Maximum session duration
Roles @ 9 hours ago 1 hour
Policies
Identity providers
Permissions Trust relationships Tags Access Advisor Revoke sesslons
Account settings
¥ Access reports
Access analyzer Permissions policies (2) into o Simulate Remove Add permissions ¥
U can attach up t 0 managed |
Archive rules
Analyzers Q Fiiter poilcles by property name and press enter 1 (o]
Settings
Policy name &' - Type - Description
Credential report
Organization activity AWSLambdaSNSTopicDestinationExecutionRole-5dee854d-176d-469e-a06b-2131a41cecd1 Customer managed
Service control policies (SCPs)
SNS_IAM_Policy Customer managed

Figure 16: IAM Role creation for SNS Lambda function.

e Go to AWS Lambda from AWS console and create ‘SNS_Lambda’ with selecting
SNS_Role. Lambda function code is attached into code artifact submission.

e Once Lambda is created. User can go to lambda and click on ‘Add trigger’ to use
AWS resource as shown in figure 17. In this research work S3 bucket used hence
select S3 bucket from drop-down menu.



Lambda » Functions > SNS_Lambda

SNS_Lambda Throttle Copy ARN Actions ¥

¥ Function overview mfe

Description
SNS_Lambda
£ Layers 0 Last modified
= 9 hours ago
S3 @ ok Amazon SNS Function ARN

arn:aws:lambda:eu-west-1:645242957075:function:SNS_

+ Add trigger <+ Add destination Lambda

Function URL Info

Code Test Monitor Configuration Aliases Versions

Code source info Upload from ¥
Fo et Fnd vew Go Toos wiaow [[EgiRd g

B lambda_function

ent 0

SNS_Lambda - 1 fimport json_
3

Figure 17: Lambda function for SNS service.

e Once S3 bucket is selected, user can choose particular bucket and event type as per
shown in figure 18. Now, scroll down and click ‘Add’.

e Here, in this research project Create and Delete event are used so that any object from
S3 bucket created or deleted user will receive notification of the same.

Lambda > Add trigger

Add trigger
Trigger configuration imfo

Bucket
Please select the 53 bucket that serves as the event source. The bucket must be in the same region as the function

Q s3/projectresearch108 X} | c ‘
Bucket region: eu-west-1

Event type

Select

each bucket,

key

All object create events v

Prefix - optional
Enter a single optional prefix to imit the notifications to objects with keys that start with matching characters,

e.g. Images/
Suffix - optional

Enter a single optional suffix to limit the notifications to objects with keys that end with matching characters

eg..Jpg

Figure 18: Adding object create event trigger for SNS service.



e Now, user can upload any object on mentioned bucket ‘projectresearch108’ to check
SNS service working or not.

e As shown in figure 19, email notification of topic ‘S3-Bucket-Notify’ that object
creation on S3 bucket ‘projectreseach108’ that means SNS service working
successfully.

= ! Gmail Q_ Search mail

¢ . =0 s

S AWS Notification Message b «

¥r Starred $3-Bucket-Notify <no-reply@sns.amazonaws.corm

@®© snoozed Emass
{*version”:*1.0" "imestamp".*2022-12-11T19:30:35 2872" "requestContex!"{*request|d™. 7 15ed560-3168-4946-8c2a-336111612ef9", functionAm":"am:aws lambda:eu-west-
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53" "awsRegion""eu-west-1" "eventTime":"2022-12-11T19:30:33.5612" "eventName":"ObjectCreated:Put” ‘userldentity"{"principalid”:"A1PMAVIBJAOCYQ")
“requestParameters":{"sourcelPAddress”;"77.75.244.144%), "responseElements™{"x-amz-request-id":"C7311JBGIWOIAXIP" *x-amz-id-2""QNbeczquol bbSyz

&  Sent

Gls3Wdcz7HK9IVO50gqcDnnWacZ. TVAEHX7| qc1 YnnbbwkDbmZhxr26fUwa*),"s3"{"s: ":*1.0"" " "26decaBs-9b54-
4336-b8d7-d6552c9d697¢", bucket™:{"name":" 108" * ('l ""A1PMAVIGJAOCYQ"), "am" "am:aws:s3:::projeciresearch 108"}, "object"
{"key":"Screenshot+2022-12-07+at+10.51.00+PM.png","size*: 86197 e Tag™: " 1138f7! ) *:*0063962FDB8592F658")))]), "responseContext™
{"statusCode":200,"executedVersion™:"SLATEST"), "responsePayload":("statusCode": 200, “body": "\"Hello from Lambda\""}}

If you wish 1o stop receiving notifications from this topic, please click or visit the link below to unsubscribe:
hitps//sns. eu-west-1.an i { htm|?Subscrip nEarnaws:sns:eu-west-1:645242057075:53-Bucket-Notify:eb 1¢d766-270-4bac-b460.
19b5c58e52d48E ndpoint=chetanbaviskar1008@gmail.com

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at hitps://aws.amazon com/support

Figure 19: SNS topic S3-Bucket-Notify email notification to user

Therefore, even if user forgot to encrypt S3 bucket, using this approach bucket can secured as
lambda will trigger immediately if S3 bucket is created and provide encryption to secure the
bucket.

In this way, AWS Cloud based automated encryption approach and alert notification of S3

bucket using lambda is configured and implemented to protect not only security of S3 bucket
but also privacy of S3 objects in the bucket.
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