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A Deep Learning Visual Content Based Recommender System to

Defend Adversarial Attacks

Komal -
x20207034

Abstract

Recommender System is a type of machine learning technique which is used to produce
significant recommendations to a group of users based on their preferences in the past. Deep
Neural Networks have proven to be a wonderful fit while being used to deploy recommender
systems, however the challenge with deep neural networks is that they are vulnerable to
Adversarial Attacks, according to recent studies. The main goal of this research is to demon-
strate adversarial attack defenses for visual content-based recommender system using deep
learning. This study consisted of the examination of vulnerability of visual content-based
recommender system against different targeted adversarial attacks using state-of-the-art
white-box adversarial attack techniques and different Adversarial Training defense mech-
anisms to make our recommender system more robust against these executed attacks. A
DeepFashion dataset used in this study which is a combination of 800,000 labelled images of
clothes. For evaluation success rate metric was used in this research. Results of our experi-
ments showed that from Fast Gradient Sign Method, Projected Gradient Descent and Carlini
& Wagner methods, PGD with 128 iterations and CW attacks had the highest success rate.
And traditional Adversarial Training defense method made system more robust compared
to Curriculum Adversarial Training method. This proposed study helped in understanding
the positive impact of defense mechanism on the adversarial attacked model and encouraged
to train our recommender systems against these attacks in advance.

1 Introduction

The use of the internet has increased dramatically in recent years, so the volume of data.
Therefore, it is essential to refine the information that can be useful to a person from the vast
amount of data available. Recommender system (RS) is a machine learning system that make
recommendations to the users depending on variety of parameters Aggarwal et al. (2016).

Visual content-based RSs are indeed incredibly successful in a variety of fields such as fashion,
entertainment, food, etc. However recent studies have unveiled serious security concerns against
adversarial attacks on these RSs Dalvi et al. (2004). Adversarial attack is a machine learning
method to modify input images which are also called as adversarial examples Szegedy et al.
(2013). These modified images are feed to machine learning model and force the model to
predict incorrectly. Further, these adversarial attacks can be categorized based on adversarial
aims, adversarial knowledge, and their scope Rathore et al. (2020). In this study, we are focusing
on targeted item-to-item attacks using state-of-the-art white-box attacks. When the attacker
has specific class and model to attack and attacker force model to predict attacker’s target class
instead of the correct class are targeted attack and when attacker is assumed to have access
and all the vital information related to the model like its parameters, architecture and dataset
then it is called white-box attack.

Many studies and research articles have been published on adversarial attacks against collab-
orative filtering (CF) based RSs, to show their vulnerability against adversarial attacks whereas
there are only few studies on adversarial attacks against content-based RSs. The different ways
in which an adversarial attack can affect the output of a content-based RS is shown in figure
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1 Therefore, in this study we are presenting targeted adversarial attacks using state-of-the-art
white-box attacks against visual content-based RS using DNNs. Also in the following phase,
two defense strategies: Adversarial Training (AT) and Curriculum Adversarial Training (CAT)
are used to demonstrate the impact of AT because adversarial training is a defense method
against adversarial examples that works to improve a neural network’s robustness by training
it with adversarial examples which will significantly improve robustness of our trained model
against actual attacks.

The aim of this research is to investigate vulnerability of a visual content-based CNN and
kNN RS against targeted state-of-the-art white-box adversarial attacks. And to compare the
impact of two different- AT and CAT defense methods on trained visual content-based RS.

Figure 1: Different ways in which the output of a content based can be affected by an attack

2 Related Works

Recommender Systems are quite popular in various domains, and they were first presented
by Bollacker et al. (1998). This model helped them to improve the recommendations of re-
search articles. Melville and Sindhwani (2010) explored possibilities for RS in systems such as
Amazon and Netflix and explained different categories of RSs such as Collaborative filtering
(CF), Content-based filtering and Hybrid Aggarwal et al. (2016). Convolutional Neural Net-
works (CNNs) are very popular in image data processing which was first used by LeCun et al.
(1989). They are very useful and widely implemented with RSs. However, RSs with DNNs
are vulnerable to adversarial attacks which was first published by Dalvi et al. (2004). A useful
RS for online shopping search engines was demonstrated with neural network by Chen et al.
(2017). Sravani and Kurumeti (2021) build CF based movie RS and discovered that CNN based
model was more accurate as compared to SVM based model. Sharma et al. (2021) examined
the issues faced by RSs because of large amount of data available now and make RSs to give
unideal recommendations. They build Semantic Personalized Recommendation System (SPRS)
for semantic gap removal and this model proposed to recommend videos on the basis of user’s
previous actions.

Adversarial attacks are of different types and Ye (2021) developed Thundernna attack which
was first order white box adversarial attack. He built a neural network model and performed
Thundernna attack, FGSM and PGD attacks on the model. According to his results, Thun-
dernna attack was more successful than FGSM but PGD had the highest success rate. Uchendu
et al. (2021) used FGSM, PGD and EOT white-box attacks to investigate Bayesian Neural
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Networks (BNNs) vulnerability. As a result of adding uncertainty measure and adversarial
defense methods, they found their model was more robust in comparison of traditional neural
network models. Dong et al. (2019) showed that face recognition models produced by using
CNN are vulnerable to black-box adversarial attacks. Cohen et al. (2021) presented a visual RS
to show the influence score and item’s rank with the help of black-box testing. They showed
that RSs are vulnerable to use the images which were provided by external source. Hirano
et al. (2021) examined the vulnerability of DNNs against universal adversarial perturbation
(UAP) and showed the positive impact of adversarial retraining. Żelasko et al. (2021) studied
the vulnerability of speech recognition systems against targeted adversarial attacks. They used
random smoothing and WaveGen to improve the robustness of the models. Rakin et al. (2021)
published first adversarial weight attack of targeted scenario on DNNs. For untargeted attacks,
Sadrizadeh et al. (2022) executed an untargeted white-box block-sparse adversarial attack on
DNNs of text classifier. Wei et al. (2020) showed that the video recognition systems are vul-
nerable to heuristic untargeted black-box attacks and also their system reduced 28% queries to
achieve human-invisible perturbations.

Pal et al. (2021) proposed hybrid adversarial training for the improvement of robustness of
deep speaker recognition system. Their model achieved 3.29% adversarial accuracy for PGD
attacks and 3.18% for CW attacks. Zhang et al. (2022) presented a framework named as
TIKI-TAKA for deep learning-based Network Intrusion Detection Systems (NIDS) against ad-
versarial attacks. They used model voting ensembling, ensembling adversarial training and
query detection to make the model strong. Cai et al. (2018) presented curriculum adversarial
training as defense mechanism against adversarial attacks. The model they used was the re-
production of Madry et al. (2017) models’. They could see the improvement of 25% to 35%
in their model with the help of CAT. Sitawarin et al. (2021) studied the major problems in
tradition adversarial training which are high clean accuracy and small generalization gap. They
proposed curriculum-based formulation of adversarial training. And their model outperformed
adversarial training by 23% and 3% normally. In recent study, Oh and Kumar (2022) presented
that RSs are vulnerable to untargeted attacks and named it as CASPER. They discussed that
how a small perturbation could lead to a great effect on the accuracy and performance of RSs.

We have thoroughly reviewed the related articles in this research area in order to get better
understanding of our problem and importance of our research. We observed that a number of
researches had been published when it comes to adversarial attacks on CF-based recommender
systems, Contrary to the relatively small number of published studies on adversarial attacks
against content-based recommender systems. Therefore, our aim is to present a deep learning
visual content based recommeder system by using Tuinhof et al. (2018) method. We decide to
develop our recommender system by using two stage method same as in the referenced article.
CNN and kNN will be used to create our RS and then white-box attacks would be used to
demonstrate the vulnerability of RS to adversarial attacks. Additionally, the effectiveness of
defense techniques (adversary training techniques) in protecting RS from these actual threats
will be illustrated.

3 Methodology

The five steps of the study methodology include data collection, data pre-processing, data
modelling, attacking, and training model, evaluation are discussed in this section.

For the first step, data collection consists of acquiring and measuring data. In this study,
we used publicly accessible a large-scale clothing dataset ‘DeepFashion’ 1. A few of the images
from the DeepFashion dataset are shown in the figure 2.

The second step, data preparation and data pre-processing involve techniques to be per-
formed on data in order to ensure that the data is clean for further steps. For data preparation,

1https://mmlab.ie.cuhk.edu.hk/projects/DeepFashion.html
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Figure 2: Some randomly sampled images from DeepFashion dataset

we used Google Drive to import the data and Google Colab to execute the scripts to retrieve the
images systematically. After data preparation, data pre-processing techniques were performed
to remove unlabelled data in texture, duplicate images, noise, and irrelevant data.

The third step, data modelling involves training and testing of model. For visual content-
based recommeder system model, we reproduced Tuinhof et al. (2018) two-staged model ap-
proach. In first stage, CNN was used and trained for category and texture prediction of the
clothes at the same time. The use of CNN involved input image’s features extraction and re-
turn of feature vectors. These vectors were used to obtain an embedding matrix for utilizing in
kNN ranking algorithm. In second stage, kNN found similar nearest neighbor and for similarity
measures cosine distance was used.

The fourth step consists of adversarial attacks and defenses execution. Three different
white-box adversarial attacks- Fast Gradient Sign Method (FGSM), Projected Gradient Descent
(PGD) and the last attack Carilini & Wagner (CW) executed on the trained RS. And after
executing attacks, for defense methods recommender system was trained against adversarial
attacks by using Adversarial Training (AT) and Curriculum Adversarial Training (CAT).

The last step, evaluation consists of measuring the performance of a deep learning visual
content-based recommender system based on success rate metric. If the adversarial object’s
recommendation rank falls below the rankmin minimal threshold {rank(F (A+δ), F (T ))} among
the kNNs for the target, the attack would be considered as successful. Consequently, the
equation for n number of attack tuples:

success rate =
1

n

n∑
i=0

1{rank(F (Ai + δi), F (Ti)) ≤ rankmin} (1)

The performance of undefended RS and adversarial trained RS was compared according
to success metric in the end. The methodology described above has been summarized and
illustrated in the figure 3.
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Figure 3: Methodology followed for the research

4 Design Specification

A deep learning visual content-based RS model was the combination of CNN and kNN methods
in architecture of deep learning framework as shown in figure 4. Deep learning-based RS model is
explained in section 4.1, the adversarial attacks and defenses are also explained in the following
sections:

4.1 Deep learning visual content-based Recommender System

The use of CNN was for the classification of images, to identify category and texture of clothes,
and for feature extraction. MobileNetV2 acted as the backbone of our CNN’s architecture. We
used the pre-trained network’s weights from ImageNet as an initialization for the weights which
is also known as transfer learning. MobileNetV2 trained on Adam optimizer with 32 batch size
with learning rate 0.001. For measuring similarity cosine distance was used and to improve the
performance of kNN approximate nearest neighbor index was used.

4.2 Adversarial attacks

Three different white box attacks were used in this study which were FGSM, PGD and CW.
For FGSM adversarial method, the cosine distance was minimized between image embedding
identified by CNN’s feature extractor. FGSM was targeted item-to-item attack performed on re-
commender system. PGD attack is an iterative method based on Basic Iterative Method(BIM),
PGD also initialized an uniform random perturbations to the clothes pictures then iterations
executed to search adversarial examples. CW used three attacks for decreasing similarity met-
rics L0, L1 and L∞. CW is one of the strongest and very accurate approach for producing
perturbations. However, its computing performance is slow.
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4.3 Defense methods

To make our system robust we need to prevent our model form such attacks. There are two
defense methods discussed in this study which are Adversarial training and Curriculum Ad-
versarial Training. During adversarial training, to decrease the effectiveness of the model CNN
was paired with two potent attacks for inaccurate categorization. In order for the model to be
able to learn the information needed for stronger decisional limits. CAT technique is a method
of AT’s class intend to increase accuracy for considerably more difficult tasks on both clean and
adversarial data and executed on model same as AT. These methods trained the model using
adversarial examples and made the system more robust.

Figure 4: Design architecture for Adversarial Attacks

5 Implementation

This deep learning framework was implemented in steps. In first step, CNN and kNN machine
learning techniques were used to process images and discover nearby objects that are similar
to the garments image in RS model. CNN extracted image’s features for classifying them
and kNN used for finding similar image for recommendation. RS was trained and tested by
using clothing images in DeepFashion dataset. The undefended model was attacked by FGSM,
PGD and CW white-box targeted attacks. Figure 5 demonstrates implementation of adversarial
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attacks. By utilizing success rate metrics, the effect of attacks was assessed in order to determine
the effectiveness and system efficiency declines. The next step consisted of training RS with
adversarial examples with the help of AT and CAT methods. In the last, performance of model
was compared with ordinary and trained RS. The positive impact of defense methods was
evaluated using success rate metrices.

Figure 5: Implementation of adversarial attacks

6 Results

6.1 Recommender System

For this RS, CNN was used for classifying images, to predict category and garment’s texture,
and kNN for searching similar images based on the features extracted by classifier. In referenced
article Tuinhof et al. (2018), two architectures of CNNs were evaluated which were: 1) Inception
with batch normalization and 2) AlexNet. After that, improved architectures were presented
such as ShuffleNet and MobileNetV2 and we have decided to use MobileNetV2 for our CNN by
considering its superiority. We employed MobileNetV2 Adam optimizer with 32 batch size and
0.001 learning percent. Figure 6 shows trained classifier’s history.

Figure 6: Trained classifier’s history with 24-epochs
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• As can be seen in Table 1 (a), we improved the category classification accuracy by 5%
compared to the original accuracy.

• The second texture classification task was approached as a multi-label challenge by the
designers of the DeepFashion dataset. We chose to treat the texture label as a multi-label
problem and use the entire dataset. For the loss function of the texture classifier, we used
the binary cross-entropy function. The highest anticipated textures out of 156 probable
classes were classified by our network with an accuracy of about 44%, as shown in ?? (b).

• For each image used as input, CNN created feature vectors with a size of F(X) d = 1280,
which were then applied to all the images displayed in the dataset. y stacking the resultant
vectors, an embedded matrix with nxd dimensions was produced for the kNN technique.
Performance was improved by combining very powerful data structures called hierarchical
navigable small world (HNSW) graphs with kNN algorithm. Malkov and Yashunin (2018)
were the ones who first introduced this data structure.

Category Our Model Tuinhof et al. (2018)

Accuracy 68.25 63.00
Top-5 Accuracy 93.14 84.00
CE-Loss 1.09 1.27

(a) Category Classifier results for our model as compared to Tuinhof
et al. (2018)

Texture Our Model

Top-1 Precision 43.68
BCE-Loss 0.03

(b) Results for texture Classifier

Table 1: Results of test sets used to evaluate the multi-task DeepFashion classifier

Figure 7: kNN ranking results for two items chosen at random

6.2 Adversarial Attacks

There are three different adversarial attacks- FGSM, PGD and CW which were executed on
our recommender system and the results are discussed in this section.

1. Fast Gradient Sign Method : For FGSM, the cosine distance between picture em-
beddings produced by our CNN feature extractor was reduced and the maximum success
rate achieved by this method was 0.27 in percentage with rankmin as 3. It showed that
it wasn’t enough to achieve our adversarial goal, and the efficiency dropped as step sizes
increased.
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2. Projected Gradient Descent : The step size used for PGD was α = ϵ/k where k
represented num of iterations. To optimize the adversarial aim, we evaluated the success
rate of PGD approach using k as 8, 16, 32, 64 and 128. We were able to achieve 97.09
percent success rate for rankmin as 3 with 64 PGD iterations, demonstrated that an
iterative optimization method like PGD is noticeably more effective at finding worst case
perturbations that fully achieve our adversary’s goal.

3. Carlini & Wagner : In the end, we tested strongest method CW for our adversary
goal. We used Adam optimizer with learning rate of 0.005 and 1,000 optimization steps
were performed. The highest success rate was 99.7 percent for rankmin as 3 with 1,000
iterations and proved that the more advanced CW approach was more effective in locating
worst-case perturbations that fit our adversarial goal.

The aggregated result of all three attacks is shown in Table 2 for rankmin as 3 and ϵ = 0.3.

Success Rates for different ϵ

Attack Method Rankmin ϵ = 0.01 ϵ = 0.03 ϵ = 0.05

FGSM 3 0.27 0.14 0.07
10 0.64 0.32 0.13

PGD 3 44.33 94.06 97.09
10 50.21 95.9 98.22

CW 3 83.1 99.4 99.7
10 86.6 99.5 99.9

Table 2: Summary of Attack Methods

Comparison : The comparison between all three attacks and their success rates are shown
in graph 8.

Figure 8: Success rate percentage for rankmin as 3, computed for 10,000 randomized tuples
(1,000 in CW method), for all assessed attacks and ϵ parameters

• PGD and CW achieved remarkably high success rates (almost 99.7%). FGSM achieved
insufficient results and was not able to achieve the adversary aim.

• When attacking an undefendable model, the performance of CW was better than PDG-12
and was relatively small and arguably not worth the extra computational cost (approx.
×7.5).

• We believed that PGD-128 offers the optimal balance between attack power and compu-
tational expense.
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6.3 Defense Methods

In the section, we applyed two defense mechanisms (both are based on adversarial training) to
train our CNN feature extractor and demonstrate how they affect our suggested attacks against
our kNN recommender system.

1. Adversarial Training: During adversarial training, the adversary’s goal was to raise the
possibility of misclassification for categories and texture features. As with our standard
classifier, we ran the adversarial training for 24 epochs. The accuracy on clean images
suffers as a result of this increase in robustness. In our scenario, the adversarial trained
model lost 12.19 percent of its accuracy in identifying the proper garment category on
clean images, but we improved 48.69 percent for the identical job on adversarial images.
We were capable to lower success rate metric of attack for the perturbation budget of ϵ
=0.05 by utilizing adversarial training from 99.7% to only 0.3% and it started rising when
considered perturbation budget of ϵ as 0.1 or higher. Again, CW technique significantly
surpasses every other attack showcasing its greater efficiency. This experiment led to the
conclusion that successful attacks were unfeasible due to the achieved drop-in success rate
metric for ϵ values less than or equal to 0.05, and for higher values, users would be more
likely to observe the tampering and depletion in image quality would be intolerable.

2. Curriculum Adversarial Training: The Curriculum Adversarial Training (CAT) was
used to improve efficiency of clean and adversarial input images for more challenging tasks.
By employing PGD attack to train a model with up to 8 iterations (k), we deployed and
assessed this method, along with the batch mixing optimizations. We also limited L∞
perturbations ϵ to 0.03 during this process. Table 3 displays the evaluated outcomes for
this classifier. Results showed that CAT performed better than the traditional AT on
clean data. However, it reduced the reliability against adversarial cases. By using CAT,
the probability of worst case success metric reached to 32.8% same as we acquired using
1000 iterations in CW technique. The success rate metric increased with the increment
in ϵ budget, peaking at a 99.50% for CW and ϵ = 0.3.

Training Method Clean/Adversarial Accuracy after Defense Clean Accuracy Difference

AT Clean Accuracy 56.06 68.25 -12.19
Adversarial Accuracy 48.71 0.02 48.69

CAT Clean Accuracy 62.29 68.25 -5.96
Adversarial Accuracy 27.45 0.02 27.43

Table 3: Summary of Defense Results

Comparison :

Attack

Defense FGSM PGD-128 CW-1000

Unsecured 0.07 98.32 99.70
Adversarial Training 0.03 0.07 0.30
Curriculum Adversarial Training 0.00 14.89 32.80

Table 4: Success rate percentage for rankmin as 3, computed for 10,000 randomized tuples
(1,000 in CW method), for all assessed attacks and ϵ as 0.05
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• According to our experiments, we successfully lower the success metric of 0.05 perturba-
tions budget by using conventional adversarial training. This finding demonstrated how
employing adversarial samples can effectively boost a CNN feature extractor’s robustness
against adversarial attacks aimed at the underlying features space.

• CAT did succeed in improving robustness in contrast to an unprotected system, the im-
provement is much less pronounced than conventional AT (refer to table 4).

• We must point out that no quantified robustness metric proves general resistance against
additional unidentified attacks; rather, it simply indicates robustness against the types of
attacks and ϵ boundaries we investigated in our studies.

7 Conclusion

The main goal of this study was to examine the vulnerability of a deep learning visual content-
based recommender system to adversarial attacks and also to analyse the impact of potential
defense methods. In the first step, a visual content-based RS was produced by using Deep-
Fashion dataset images. The next step consisted of creating and executing three targeted item-
to-item attacks utilizing state-of-the-art white box techniques (FGSM, PGD and CW). Also,
we evaluated how well they worked to compromise the integrity of the attacked undefended
recommender system by using success rate metric. According to our results as shown in table 4,
PGD-128 and CW attacks achieved 98.32% and 99.7% success rate which was extraordinarily
high which demonstrated that deep learning based RSs are vulnerable to adversarial attacks.
The following step involved testing two defense methods (Adversarial Training and Curriculum
Adversarial Training) based on adversary training. According to our experiment, both trained
models reduced the success rate of attacks, however, traditional adversarial training (AT) had
significantly enhanced the robustness of our system in comparison of Curriculum Adversarial
Training (CAT). It showed that adversarial training had positive impact on RSs against ad-
versarial attacks and made the system more robust. The conclusion of our research is that deep
learning based recommender systems are vulnerable to adversarial attacks and they’ve also
shown hopes that adversarial robust recommender systems based on DNN might be feasible.

Despite the fact that our study showed a high reliability against our examined white-box
attacks, it is uncertain if and to what extent these observations extend for black-box or upcoming
unknown attacks. Additionally, there is an area to explore the impact of these attacks and
defense mechanisms on deep learning based hybrid recommender system. These could be the
areas and scopes for the future works.
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