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1 Introduction 
 

In this Configuration Manual all the essentials required to implement the research and its 
results on each ensemble-based machine learning modules are mentioned. The software and 

the hardware requirement along with a screenshot of code for Data Importing and 

Exploratory Data Analysis (EDA), Data Pre-processing, Label Encoding, Feature Selection, 

all the 8 different models-accuracy, F1-score, cross validation score and implementation 

results are included. All 8 different machine Learning models implementation, results and 
comparison is given in this manual below. 

 

2 System Configuration 
 
In this section the details of Software and Hardware requirements to implement the research 

is given.  

2.1 Hardware Configuration 

• Operating System: Windows 10 

• System Type: x64-based PC 

• Processor: Intel(R) Core(TM) i3-1005G1 CPU @ 1.20GHz, 1190 Mhz, 2 Core(s), 4 

Logical Processor(s) 

• Hard Disk: 913 GB 

• SSD: 119 GB 

• RAM: 8.0 GB 

2.2 Software Configuration 

• Anaconda 3 for Windows 

• Jupyter Notebook (Version 6.4.8)  

• Python (Version 3.9.12) 

• Microsoft Excel 

 

3 Implementation  
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3.1 Data Collection 

The AWID3 dataset is used in this research which is having the data of different types of 

attacks. I requested for AWID3 dataset from below link and got permission and link to 
download the dataset. I got approval from professor Dr. Vanessa Ayala related to the ethics 

form.  

https://icsdweb.aegean.gr/awid/download-dataset  

The data is divided into different files for each attack containing 50000 data points for each 

attack, which are merged into one big data. 

3.2 Data Exploration 

 Every Python libraries which are required to implement this research project are listed below 

in the screenshot of Figure 1.  

 

 
 

Figure 1: Required Python Libraries 

 

The Figure 2 represents the code to merge the data of different attacks into one big data using 
pandas concat function.  

 

 
 

Figure 2: EDA for Data Merging 

 

The Figure 3 represents the code to check data information and the count of missing values 

for each feature column.  
 

https://icsdweb.aegean.gr/awid/download-dataset
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Figure 3: EDA for Checking Individual Image Size 

 

 As seen in Figure 3, 400000 entries, in the data after merging the data and there are 254 

columns in the data. The code section also contains the code to print the total number of null 

values which is the missing data for all the columns. 

3.3 Label Encoding 

 

The Figure 4, illustrate the code to encode all the columns of object type. 
 

 
 

Figure 4: Label Encoding 
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3.4 Feature Selection 

 

Recursive Feature Estimator is used to select the features using Decision Tree classifier and 

running a pipeline to find the best features. The Repeated Stratified K-Fold  cross-validation 

is used to check to validate the features selected. Figure 5 below, shows the implementation 

of this process. 
 

 
 

Figure 5: Feature selection 

 

Figure 6 below, shows the implementation of data splitting. The data is split with 70:30 ratios 

for train and test set. The figure also shows cross-validation evaluator to check scores of each 

model and result data frame for store the scores of each model.  

 

 
 

Figure 6: Data splitting 

 

3.5 Ensemble Based Machine Learning Models 

In this research 8 different Ensemble based ML models are used. The implementation part of 

these models which is executed in jupyter notebook are given below.  

3.5.1 Bagging Classifier 

The below screenshot shows the implementation of Bagging Classifier. 
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3.5.2 AdaBoost Classifier 

The below screenshot shows the implementation of Adaboost Classifier.  

 
 

3.5.3 Random Forest Trees 

The below screenshot shows the implementation of Random Forest Trees. 
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3.5.4 Extra Tree Classifier 

The below screenshot shows the implementation of Extra Tree Classifier.  
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3.5.5 Gradient Boosting Classifier 

The below screenshot shows the implementation of  Gradient Boosting Classifier. 
 

 
 

3.5.6 Isolation Forest Classifier 

The below screenshot shows the implementation of Isolation Forest Classifier. 
 

 
 

3.5.7 Stacking Classifier 

The below screenshot shows the implementation of Stacking Classifier. 
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3.5.8 Voting Classifier 

The below screenshot shows the implementation of Voting Classifier. 

 

 
 

 

4 Model results 
 
This section explains the performance of the models. 
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4.1 Models Scores 

The below screenshot shows the performance of 8 different ML models in terms of the 

accuracy, F1-score and cross validation score. Among all of them Random Forest, Extra tree 

and voting classifier are giving best performance on AWID3 dataset. 
 
 

 
 

4.2 Model Accuracy  

The below screenshot of the plot of accuracy vs models shows the model accuracy of 8 

different ML models. 
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4.3 Model F1-Scores 

The below screenshot of the plot of F1-Scores vs models shows the model F1-Scores of 8 

different ML models. 
 

 
 

4.4 Model Cross Validation Scores 

The below screenshot of the plot of Cross Validation Scores vs models show the model Cross 

Validation Scores of 8 different ML models. 
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4.5 Model Predictions 

The below screenshot shows the model prediction of 8 different ML models. In the 

screenshot we can see that the classifiers prediction values are compared with actual values. 

If both values are matched that means models can predict the correct types of attacks. Apart 

from Adboost and Isolation Forest all the Classifiers are able to predict accurately the types 

of attacks based on AWID3 dataset.  
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