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1 Introduction

This configuration manual aims to explain the implementation procedure including software
and hardware requirement of the project — Intrusion detection in I0T devices using Zero-Bias
DNN.

2 Hardware - Software requirements

A system with good specifications results in better performance. The following are the
hardware requirements:

A processor type of 11" gen Intel core i7 processor.

A processor speed up to 4.2 GHz

A 16 GB of RAM

A 1TB of SSD

An OS of windows 10 (64 bit)

The following are the software requirements:

The code of the project is written in the python programming language. Anaconda is free and
open-source software with many packages for machine learning, was downloaded and installed
from the official website. Jupyter notebook IDE was used to write the python codes.

3 Implementation procedures

Figure 1 shows the main imported packages and libraries.

import pandas as pd

import numpy as np

import sys

import sklearn

import io

import random

from sklearn.feature_selection import RFE

from sklearn.ensemble import RandomForestClassifier
import pickle

from sklearn.metrics import accuracy_score,classification_report
from sklearn.metrics import confusion_matrix

from matplotlib import pyplot as plt

import itertools

Figure 1



Versions of Libraries:
Python version of 3.8.5 is used in our model.
TensorFlow and Keras version is 2.5.0. The NumPy version is 1.19.5.

The MQTT-IOT-IDS2020 dataset was used for the model. The dataset contains normal and
abnormal cases of MQTT protocol. The dataset was available on the IEEEport public platform.
The dataset was cleaned as the preprocessing step.

The code below is for the creation of DNN architecture(Fig 2).

import tensorflow as tf
from tensorflow.keras import initializers

1ef modell(n):

# bias_initializer = initializers.Zeros()
input_shape=(1,n)
model = tf.keras.S

[
# tf.keras. Input( =input_shape),

tf.keras.layers (6,activation="relu", kernel_size=1,use_bias=True,bias_initializer='zeros',input_shape=input_shape
tf.keras.layers

tf.keras.layers e(10, activation="relu",use_bias=True,bias_initializer='zeros'),

tf.keras.layers.Dense(1, activation="sigmoid"),

le(loss="binary_crossentropy',optimizer="adam',metrics=["accuracy'])
return mode

Figure 2
The model was trained using the MQTT-10T-1DS2020 dataset.

4 Execution procedures
Activate the environment and run the code for GUI.

[ ™ Anaconda Prompt (project 3 sem) - python gui.py
|

[ (base) C:\Users\Aksa Anna Shajan>activate env_torch

[(env_torch) C:\Users\Aksa Anna Shajan>cd Desktop\Intrusion_aksa

(env_torch) C:\Users\Aksa Anna Shajan\Desktop\Intrusion aksa>python gui.py

2021-12-08 19:13:58.826678: I tensorflow/core/platform/cpu_feature_guard.cc:142] Your CPU supports instructions that thi
s TensorFlow binary was not compiled to use: AVX2

Model loaded from disk
Model: "sequential"

convld (ConviD
flatten (Flatten)
dense (Dense)

dense_1 (Dense) 100100

Total params: 114,383
Trainable params: 114,383
Non-trainable params: ©

['Unnamed: @', 'ip len', 'ip_flag rb', 'src_port', 'dst_port', 'mqtt_messagelength', 'mqtt_flag uname', 'mqtt_flag_passw
', 'mgtt_flag_retain', 'mqtt_flag qos', 'mqtt_flag willflag', 'mqtt_flag_clean', 'mqtt_flag_reserved']

Figure 3
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Running the code will display a screen as shown below.

? Login

Network Intrusion Detection

Username:

Password:

Figure 4

Logging into the page provides a box to enter the data, and it will display the result as intrusion
detected or the normal condition depending upon the data we have entered.

The figure 5 shows the result of entering data of an attack pattern.

f Network Intrusion Detection

Check Network Status
Network data as string Process Network status

Intrusion detected features ['Ur inc

Predicting Network status.. Le

Loading model.. =g R
t flag passwd’, .|

ReShaping-- ffeg w;;Lf‘.ag', 'mgtt

Converting to integers.. N -

Removing unwanted features..

Processing categorical values..

Splitting text into network featu

Check status

Figure 5



The figure 6 shows the result of a normal condition.

# Network Intrusion Detection
Check Network Status

Network data as string Process Network status

Network is in normal condition Network is 1 1

Predicting Network status.. featuzes [ R4 0%y 1

Loading model.. ol o oty
t_flag passwd’', 'mqtt_flag

Reshaping.. flag_willflag', 'mqtt_flag_

Converting to integers..

Removing unwanted features..

Processing categorical values..

Splitting text into network featu

Check status

Figure 6
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