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1 Introduction 
 

This configuration manual aims to explain the implementation procedure including software 

and hardware requirement of the project – Intrusion detection in IoT devices using Zero-Bias 

DNN. 

 

2 Hardware - Software requirements 
 

A system with good specifications results in better performance. The following are the 

hardware requirements: 

• A processor type of 11th gen Intel core i7 processor.  

• A processor speed up to 4.2 GHz  

• A 16 GB of RAM  

• A 1 TB of SSD  

• An OS of windows 10 (64 bit) 

The following are the software requirements: 

The code of the project is written in the python programming language. Anaconda is free and 

open-source software with many packages for machine learning, was downloaded and installed 

from the official website. Jupyter notebook IDE was used to write the python codes. 

 

3 Implementation procedures 
 

Figure 1 shows the main imported packages and libraries. 

 
Figure 1 
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Versions of Libraries:  

Python version of 3.8.5 is used in our model.  

TensorFlow and Keras version is 2.5.0. The NumPy version is 1.19.5. 

 

The MQTT-IOT-IDS2020 dataset was used for the model. The dataset contains normal and 

abnormal cases of MQTT protocol. The dataset was available on the IEEEport public platform. 

The dataset was cleaned as the preprocessing step.  

The code below is for the creation of DNN architecture(Fig 2). 

 
Figure 2 

The model was trained using the MQTT-IoT-IDS2020 dataset. 

 

4 Execution procedures 
Activate the environment and run the code for GUI. 

 
Figure 3 
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Running the code will display a screen as shown below. 
 

 
Figure 4 

 

Logging into the page provides a box to enter the data, and it will display the result as intrusion 

detected or the normal condition depending upon the data we have entered. 

 

 

The figure 5 shows the result of entering data of an attack pattern. 

 
Figure 5 
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The figure 6 shows the result of a normal condition. 

 
Figure 6 
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