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Enhancing the security of a network fabric using
firewalls and load balancer

Yash Saraswat
X20184867

Abstract
The rapid change in the dynamics of attack vectors require an update in traditional

firewall and load balancer policies in order to minimise the possibilities of network-
compromise. This study proposes the deployment of strict security policies on next-
generation firewalls cluster along with the deployment of strict redundancy policies on
load balancer for ensuring the overall security of network fabric from a wide range of
recent threat vectors. The security of a network fabric cannot be enhanced by traditional
and hierarchical placement of internet cloud, firewall, router, and networking devices.
The proposed fabric possesses the deployment of strict security policies on synchronised
next-generation firewalls cluster and strict redundancy policies on load balancer is
capable to defend the network resources from a wide range of incoming malicious
intrusions. The proposed next-generation firewalls and load balancer policies are capable
to defend the fabric from incoming intrusions. The approach is successful for detecting
and blocking a broad range of attack vectors in comparison with the similar previous
works in the field.

1 Introduction

Cyberattacks have been rated as the fifth top-rated risk in 2021-2022 according to Checkpoint
research. Cybercrimes mostly targets the small and medium enterprises which causes
unnecessary financial burden to business communities all around the world. The security of
network fabric is extremely important because the disruptions in network resources degrades
the business continuity cycle which leads to decreased productivity and increase financial
losses. Strengthening the components of network fabric increases the overall efficiency,
productivity and leads to continuous business cycles.

Research question: What techniques can be used in order to uphold the security, integrity,
and availability of a network fabric?

Threat vectors mostly targets to compromise the network fabric through brute forcing
security, exploiting integrity and hampering availability of network resources. A secure,
integral, and available network fabric can be constructed only when the fabric is capable to
detect, mitigate, thwart and block a wide of attack vectors. Therefore, our research objective
was set to propose a network fabric which can detect and block a broad spectrum of incoming
intrusions. In order to achieve this objective, we have opted for Next-Generation firewalls
cluster possessing strict antivirus, vulnerability protection, antispyware, URL filtering, file
blocking, data filtering profiles, deep packet, and payload inspection policies in order to
upscale the security and integrity of network resources. Moreover, we have opted for load
balancer possessing strict redundancy policies to upscale the availability of network
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resources. Strict firewall and load balancer policies provides a defence mechanism to network
fabric from a wide range of recent threat vectors.

The major contribution of the proposed research is to enhance and upscale the security,
integrity, and availability of a network fabric in order to minimise the network disruptions
caused by attack vectors. Absence of network resources imposes unnecessary financial
burden which hampers the continuity of business cycles. Access of undisrupted network
resources increases the productivity in business environments while the absence of network
resources halts the connectivity and communication links which may lead towards the
cancellation of contracts, deals or memberships.

We have used the following abbreviations throughout the report: Deep Packet Inspection
as DPI, Graphical User Interface as GUI, Intrusion Detection and Prevention System as
IDPS, Load balancer as LB, Management as MGMT, Next-Generation firewall(s) as
NGFW(s), SQL injection as SQLi and Virtual IP as VIP. Moreover, the words policies and
rules have been used interchangeably throughout the report.

The complete research report is divided into seven sections. Abstract describes the
background, objectives of work and findings from the proposed research. Section 1 explains
the introduction of research report which includes its background, motivation, research
question and objective. Section 2 illustrates the critical analysis of previously related work.
Section 3 describes the research methodology which includes the setup and procedure of
proposed research. Section 4 explains the design specification, architecture, and word-based
description of the proposed algorithm. Section 5 describes the final stage of research project
implementation. Section 6 illustrates the evaluation and discussion of proposed network
fabric. Section 7 is the last section which includes the conclusion and comments for future
work.

2 Related Work

Critical analysis of reputed conference papers and journal articles from ACM, IEEE and
ScienceDirect has been conducted in order to highlight the strengths and weaknesses of
existing works for upholding the overall security, integrity, and availability of a network
fabric. This section has been subcategorised into four sections which possesses the
conference papers and journal articles of similar domain.

2.1 Security enhancement

All measurements should be taken into consideration which lead towards the security
enhancement of whole network infrastructure in order to safeguard the vital network
resources from malicious actors. Bhakthavatsalam and Malarkodi (Bhakthavatsalam and
Malarkodi, 2016), Hamilton et al. (Hamilton et al., 2020), and Xiao, Guo and Lv (Xiao, Guo
and Lv, 2021) highlighted the importance of firewalls to safeguard the network infrastructure
from threat actors. Authors have proposed the usage of NGFWSs to detect and block the
gateway viruses and other incoming intrusions towards network infrastructure. Moreover,
some preventive measures like antivirus upgradation and antispyware installation have been
proposed in order to defend the system from getting compromised. The rapid change in the
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dynamics of malicious payloads might allow the malwares to bypass the updated firewall,
antivirus, and antispyware. In our research, we have opted for latest threat signatures along
with strict security configurations of deep packet and payload inspection to instantly detect
and block the incoming malicious payloads from untrusted zone towards the network
infrastructure.

The importance of NGFWs over traditional firewalls have been highlighted by Neupane,
Haddad and Chen (Neupane, Haddad and Chen, 2018), Khelf and Ghoualmi-Zine (Khelf and
Ghoualmi-Zine, 2018), and Zaki et al. (Zaki et al., 2021). Evolution of NGFWSs came into
existence due to the incapabilities of traditional firewalls to detect and block advanced
evasion techniques, targeted cyberattacks, web application attacks and data focused attack
vectors. Conflicts in the security policies have been detected by authors at some instances
which arises due to the collision of one or more security rules among each other. In our
research, we have sticked upon the best practices for NGFW rules configuration and
synchronisation among NGFW cluster which provides maximum security and eradicate the
possibilities of potential security rule conflicts.

Wan and Xu (Wan and Xu, 2021), and Allison (Allison, 2022) opted for a cross-platform
visual simulation networking tool in order to construct the network topology. The security
policies which were deployed on firewall for defending topology from malicious actors
included allowing/denying certain ICMP traffic along with filtering inbound ping and web
network traffic. Packet filtering security policies allow the movement of data packets across
the network fabric in accordance with the set of rules specifying packet header information,
source IP and destination IP. On the contrary, DPI examines the content of data packets as
they are supposed to pass by a checkpoint on the network. In our research, we have
implemented strict security configurations on NGFWSs which ensures the detection and
blockage of hidden threats within the data stream, such as attempts at data exfiltration,
malware, and violations of content policies.

2.2 Network fabric

A network fabric describes the network topology which contains a mesh of connections
between network devices, such as routers, switches, firewalls and connecting cables that
transports the data to its destination. Maraj et al. (Maraj et al., 2017), Shanmugam and
Malarkodi (Shanmugam and Malarkodi, 2019), and Chapman (Chapman, 2021) conducted
authorised penetration testing for verifying the security of a network fabric possessing web
servers and NGFWs. Penetration testing machine was used to generate TCP and UDP
flooding attacks on the web servers while monitoring server was used to record and inspect
the web servers during the incoming flooding attacks. The authors have suggested the usage
of NGFWs to provide a defence mechanism against significant DoS attacks. The scope of
penetration testing was limited to flooding attacks only while the presence of web servers
could help to test other attack vectors like SQL injection, phishing, and payload inspection. In
our research, we have successfully conducted the penetration testing on network fabric
through a wide range of attack vectors in order to obtain the detailed security verification
results.



The behavioural patterns of two open-source firewalls have been recorded by Garcia and
Hailu (Garcia and Hailu, 2021), Miloslavskaya (Miloslavskaya, 2021), and Kiratsata et al.
(Kiratsata et al., 2022) in order to test and verify the security of a network fabric under
security crisis. The attack vectors which were used to test the security of network included
ping of death, open port exploitation, brute forcing and flooding attacks. As a result, one
firewall was unable to detect while other firewall was unable to block the incoming attack
vectors towards network infrastructure. The authors concluded by suggesting the usage of
clustered NGFWs in order to completely thwart the incoming intrusions. In our research, we
have opted for load balancing and NGFWs clustering along with strict security rules to
provide a defence mechanism to network fabric against a wide range of attack vectors.
Moreover, the configuration of VIP on LB using strict redundancy policies ensures the
evenly distribution of connection requests among pool resources.

Blancaflor et al. (Blancaflor et al., 2020), Loureiro (Loureiro, 2021), and Zhou (Zhou,
2022) have highlighted the importance of firewall system for protecting the internal and
external environment of the end-devices within the network fabric. Successful detection and
blockage of virus-infected files has been taken place through pattern matching when the
malicious files were injected towards LAN. The author concluded by stating the necessity of
a defence mechanism which caters the blockage of wide range of malicious payloads. In our
research, we have integrated latest threat signatures along with strict payload and packet
inspection security rules in order to instantly detect and block the incoming malicious
payloads towards network fabric.

2.3 Firewall cluster

A firewall cluster refers to high-availability and redundant pair of firewalls that work together
in synchronisation. SenthilKumar and Muthukumar (SenthilKumar and Muthukumar, 2018),
Singh et al. (Singh et al., 2020), and Waleed, Jamali and Masood (Waleed, Jamali and
Masood, 2022) deployed threat signatures using open-source IDPS and firewall access rules
using open-source firewalls in order to allow the network traffic towards respective web
servers. Access rule set allows any device to connect directly with the firewall cluster which
caters the passage of network traffic towards specified web servers. Authors have designed
the firewall system which supports Network Address Translation (NAT), packet matching
and stateful packet filtering. Stateful packet inspection evaluates packet header information
only, such as port number, source, and destination IP addresses. In our research, we have
opted for NGFW cluster and configured strict DPI policies which inspects wide range of data
and metadata associated with individual packets flowing from untrusted zone towards trusted
zone within network fabric.

The effectiveness of NGFW over stateful firewall has been compared by Soewito and
Andhika (Soewito and Andhika, 2019), Daxian, Jishan and Jiujiu (Daxian, Jishan and Jiujiu,
2020) and, Liang and Kim (Liang and Kim, 2022) through a series of attack vectors like
phishing and SQLi and DoS attacks on the network infrastructure of a company. Stateful
firewall was unable to block the intrusions while NFGW was capable to detect and block the
attack vectors that threatens the confidentiality, integrity, and availability of the network
fabric. CPU utilisation of web server went high by 10% to 15% during the incursion of DoS
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flooding attacks. In our research, we have configured strict security policies along with the
deployment of NGFW cluster and load balancer which blocks the flooding attacks with
negligible increase in the CPU utilisation of web servers. NGFW cluster enables the
synchronisation between both NGFWs which gears up the secondary NGFW during the
inaction or failure of primary FW in order to ensure zero downtime in NGFW service.

2.4 Load balancing

Load balancing refers to the process of distributing a set of tasks over a set of resources in
order to increase the overall availability and efficiency of resources. Nenova et al. (Nenova et
al., 2019), Tudosi, Balan and Potorac (Tudosi, Balan and Potorac, 2022), and Zhao, Juan and
Yawen (Zhao, Juan and Yawen, 2022) proposed a system design containing NGFW cluster,
IDPS and LB for detecting and blocking incoming intrusion actions. The network system was
divided into two parts i.e., Trust and Untrust zone. Outside network possessing internet and
other ISP configurations was placed in Untrust zone while the web servers and end-devices
were placed in the engineering and administration network of Trust zone. SQLi and SYN
flood DoS attacks were successfully detected and blocked after the manual addition of
specific attack signatures on NFGW cluster and LB respectively. In our research, we have
adapted to deployment of strict security policies on NGFWs along with strict redundancy
policies on LB which completely thwarts the incoming intrusions without adding customised
and specific signatures of attack vectors.

The focus of Trabelsi and Zeidan (Trabelsi and Zeidan, 2019), and Reynolds (Reynolds,
2020) was laid upon an emerging low-volume denial of firewalling attack vector called Black
Nurse attack which is widely known for using specially formatted ICMP packets in order to
overwhelm the CPUs of targeted firewalls. Testing of Black Nurse attack has been conducted
on traditional firewalls and NGFWs in order to attain a deeper insight into the principles,
dynamics, and effects of attack vector upon the impacted firewalls and network fabric. The
authors have suggested the usage of firewalls possessing multiple CPU cores along with
ICMP flood protection screening while specifying the minimum threshold limit. In our
research, we have configured DoS protection profiles and deployed latest signatures of attack
vectors along with strict security policies on NGFW cluster in order to block flooding and
low-slow denial of firewalling attacks. Moreover, the load balancing of NGFW filtered traffic
has been achieved through strict redundancy policies on LB which ensures the uptime of pool
members for catering the incoming legitimate requests from Untrust zone.

In conclusion, the security, integrity, and availability of a network fabric cannot be
achieved by defining a traditional and hierarchical network topology containing internet
cloud, firewall, router, switch and other networking components. Absence of an all-rounded
network fabric which possesses the capabilities of detecting and blocking a wide range of
attack vectors justifies the necessity of a new solution. Our research proposes NGFW
clustering, strict security policies for NGFW cluster, Python script to ensure the deployment
of policies at NGFW, strict redundancy policies for LB and redundant pool resources at VIP
in order to uphold the security, integrity, and availability of a network fabric. Such network
fabrics are capable for providing an all-rounded defence mechanism against a wide range of
threat vectors. The Table (Table 1) compares the strengths and limitations of our work with
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the previously related works of our domain. Our current research on NGFW cluster and LB
policies cannot ensure the detection and blockage of upcoming threat vectors. The rapid
change in the dynamics of attack vectors requires a continuous and steady research of threat
patterns which helps us to define the future security and redundancy policies. Therefore, the
main limitation of our proposed research is the detection and blockage of future attack
vectors.

Table 1: Strength and limitations of related work

Related Limitation
work Strengths S
DosS, SQLI
(Bhakthavat and
salamand  Malicious phishing
Malarkodi, payloads attacks
2016) blockage blockage
SQLi,
phishing
and
_ malicious
(Marajet  DoS attacks  payloads
al., 2017) blockage blockage
Phishing
and
DoS and malicious
(Nenovaet SQLi attacks payloads
al., 2019) blockage blockage
(Soewito DoS, SQLi
and and phishing Malicious
Andhika, attacks payloads
2019) blockage blockage
DoS, SQLi,
phishing and
malicious Future
Our payloads attack
approach blockage vectors

3 Research Methodology

The research methodology has been proposed after reviewing and referencing reputed
conference papers and journal articles from ACM, IEEE and ScienceDirect. Maraj et al.
(Maraj et al., 2017) conducted penetration testing on the network infrastructure possessing
web server, monitoring server, two traditional firewalls and a NGFW. TCP and UDP
flooding on port number 80 was executed for testing and verifying the security of network.
NGFW was able to detect and block while the traditional firewalls were only able to detect
the incoming flooding attacks.

The network system was divided into Trust and Untrust zones by Nenova et al. (Nenova
et al., 2019). Outside network was placed in Untrust zone while engineering and
administration networks were placed in Trust zone. Trust zone was built up using three
firewall clusters possessing two firewalls in each cluster for providing a defence mechanism
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against a wide range of attack vectors. In our research, the attack vectors which we must
detect and block in order to uphold the security, integrity and availability of a network fabric
is represented in the Table (Table 2).

Table 2: Description of attack vectors

S. No. Attack vector Description
1 High-rate DoS Over utilises the network_ resources by flooding the target
with traffic
9 Low and slow-rate Results in slow network resources depletion through
DoS small stream of slow traffic
3 IP spoofin Overwhelms the network traffic resources by flooding the
P g target by spoofing fake source IP addresses
. Injects malicious SQL query via the input data from client
4 SQLi S .
to application to retrieve database
I Social engineering attack for tricking individuals to reveal
5 Phishing e . .
sensitive information, such as credentials
5 Malicious payloads Attack components for compromising the target, such as
remote code execution, privilege escalation

In our research, we have opted for NGFW cluster comprising of n1 NGFWs (where, nl1 €
Number of NFGWs in a cluster) which are configured with strict security policies for
detecting and blocking a wide range of incoming intrusions from Untrust zone. Every NGFW
remains in synchronisation with each other due to the formation of firewall cluster. We have
chosen to design Python script in order to ensure and validate the deployment of security
policies on NGFW cluster. The flow of network traffic from Untrust zone to Trust zone is
allowed to pass the NGFW cluster only when the traffic abides by all security policies. DPI
and other security profiles deny/drop the threat traffic due to its failure to comply with
security policies of NGFW cluster. The proposed policies for NGFW cluster are represented
in the Table (Table 3).

Table 3: Proposed policies for NGFW cluster

S. No. N;(;Tl]ii;f Source | Destination | Action Profile Description
Allows
1 Allow | UMUStH st zone | Allow | Configure | network traffic
strict to Trust zone
antivirus, Allows
5 LAN WAN Trust Untrust Allow vulneraplllty network traffic
- zone zone protection, from Trust to
antispyware, | Untrust zone
) U_RL_ Allows
glllte[(l_ng, f"g network traffic
ocking an from one
3 Intra-Zone | Any Intra Allow | data filtering | internal zone
profiles to another
internal zone




Denies
network traffic
4 Inter-Zone Any Any Deny - from internal

zone to
external zone

The filtered traffic from NGFW cluster hits the VIP of LB. We have opted to configure
and integrate the pool members with VIP in order to enable synchronisation of all n2 pool
members (where, n2 € Number of pool members) with each other. Least-Connection based
policies have been selected for LB in order to load balance the filtered traffic using VIP.
These redundant policies transfer the request from VIP to one of the pool members which
possesses least number of active connection requests in order to ensure the balanced
utilisation of all n2 pool resources. Finally, the permission is granted to access the web
application which is locally hosted by all pool members on port 80. The flowchart of the
network traffic traversal within the network fabric is illustrated in the Figure (Figure 1).

S
&

. Non-
Malicious

malicious

Network traffic
generation

NGFW Cluster
possessing 'nl’

NGFWs
¥

Traffic inspection

Abiding
by strict security
policies?

ALLOW security DROP/DENY
policy security policy
Detailed logs
lgenerated at NGFWs Block the traffic
GUI console
. - Detailed logs
Filtered traffic hits clatled o8
VIP of LB recorded at NGFWs
GUI console
Least-Connection
based load balancing
Traffic reaches a pool Granted access
member out of a pool to locally hosted
of 'n2' members web application

Figure 1: Flow chart of network traffic flow.
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Design Specification

The word-based description of the proposed algorithm is illustrated as follows:

1:

Initialise:

2: Set TRUST_ZONE « TZ

©O© 00 N o Ol b W

10:
11:
12:
13:
14
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27

28

29:
30:

31

32:
33:
34:
35:
36:

37

: Set UNTRUST_ZONE « UZ
: Set INTERNET_CLOUD « IC
: Set LINUX_MACHINE «— KALI
: Set ROUTER <+ RTR
: Set SWITCH «— SWT
: Set MANAGEMENT_CLOUD «— MGMTC
: Set NEXT_GENERATION_FIREWALL «— NGFW
Set NEXT_GENERATION_FIREWALL_CLUSTER «— NGFWC
Set NEXT_GENERATION_FIREWALL_CLUSTER_SWITCH «— NGFWC_SWITCH
Set LOAD_BALANCER < LB
Set POOL_MEMBER «— WIN
function UZ (IC, RTR, SWT, KALI) { // Defining Untrust zone
Integrate and configure IC, RTR and SWT // WAN configurations for catering internet
Configure KALI // Generates malicious & non-malicious traffic
Integrate KALI with SWT } // Providing internet connection in attacker's machine
function TZ (NGFW, NGFWC, LB, WIN) { // Defining Trust zone
function NGFWC () { // Defining NGFW cluster
Configure RTR and SWT
for i < 2tonldo {// where n1 € Number of NFGWs allowed by vendor in a cluster
Integrate n1 NGFW with SWT // Providing internet connection to n1 NGFWSs
Integrate MGMTC with n1 NGFW // Accessing MGMT GUI n1 NGFWs
Execute NGFWC } // High-availability clustering for n1 NGFWs synchronisation
Commit strict security rules on NGFW cluster // Deploying security policies
Load Python script on NGFW API // Ensuring security rules deployment
Integrate NGFWC with NGFWC_SWITCH
: function LB () { // Defining LB
Integrate LB with NGFWC through NGFWC_SWITCH
Integrate MGMTC with LB // To access MGMT GUI of LB }
: function WIN () { // Defining pool member
for j « 2 to n2 do { // where n2 € Number of pool members allowed by LB vendor
Integrate n2 WIN with virtual IP (VIP) of LB // Synchronising n2 pool members
Integrate n2 WIN with NGFWC through NGFWC_SWITCH
Commit Least-Connection load balancing rules on LB // Deploying redundancy policies
Locally host the web application at port 80 for n2 WIN
: }}} // Algorithm terminates
The network fabric has been divided into two parts i.e., Trust zone and Untrust zone.

Untrust zone comprises of Linux machine, internet cloud, router, and switch while the
remaining networking components constitutes the Trust zone. Linux machine has been
selected to generate malicious and non-malicious network traffic while internet cloud, router
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and switch possess WAN configurations for catering the internet connection within whole
network fabric. Internet connection has been extended towards Linux machine through switch
for allowing threat actors to launch attack vectors towards trust zone. WAN configurations on
router and switch have been executed to provide internet connection on each NGFW. Each
NGFW has been connected to management internet cloud in order to access their MGMT
GUIs. The number of nodes allowed in a cluster varies from vendor to vendor which should
be taken into consideration while defining the number of NGFWs in a cluster.

High-availability firewall clustering has been performed for synchronising all NGFWs
with each other within a cluster. NFGW has been geared up with strict security policies, DoS
protection profile, antivirus, vulnerability protection, antispyware, URL filtering, malware
file blocking and data filtering in order to detect and block a wide range of attack vectors.
Python script has been deployed on the NGFW API to validate the deployment of security
policies. The NGFW cluster has been integrated with another switch for allowing the
connection of NGFWs with load balancer and web servers. Load balancer has been connected
to management internet cloud in order to access its MGMT GUI.

The number of pool members allowed by load balancer varies from vendor to vendor
which should be taken into consideration while integrating each pool member with LB. Strict
Least-Connection load balancing rules have been deployed on load balancer in order to
ensure the least connection based high availability of web application which is locally hosted
through common public IP of n2 pool members at port number 80. The network traffic
traversal starts from internet cloud which travels from router and switch towards attacking
machine and NGFW cluster. Network traffic inspection is carried out by NGFWs in
accordance with the security policies which allows the clean traffic while dropping/denying
the malicious traffic. Clean traffic is balanced through the redundancy policies of LB before
hitting the pool members. The network fabric protype which is generated through the above
algorithm is illustrated in the Figure (Figure 2).

NGEFW Cluster Internet
possessing ‘nl’ cloud
. . NGFWs
Management cloud for accessing LI A O

MGMT GUIs of NGFWs and LB

NGFW cluster
switch

"Ly

Router

Linux machine for
generating malicious and
non-malicious traffic

‘Web application hosted by 'n2' pool members

Figure 2: Network fabric prototype.
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5 Implementation

The research-based implementation of the proposed network fabric has taken place by
loading and configuring certain images on Emulated Virtual Environment — Next Generation
(EVE-NG) 5.0.1-10 which was deployed on VMware Workstation Pro — 16.2.4. The
hardware of Windows 11 Home base-machine comprises of 32.0 GB RAM, 1 TB SSD and
Intel Core i7 — 10" Gen CPU. The hardware specifications for EVE-NG VM were set to 30
GB RAM, 160 GB Hard Disk (SCSI) and Bridged (Automatic) Network Adapter.

Default cloud provided by EVE-NG has been selected for the deployment of Internet and
Management cloud. Kali Linux machine has been selected for generating malicious and non-
malicious traffic. Single Kali has been taken into consideration for dual purposes due to
hardware resources limitation. Two Palo Alto NGFWSs have been selected for defining a
cluster possessing n1 NGFWSs. Switch 2 has been selected as NGFW cluster switch while
Switch 1 has been selected as a switch which provides internet connection to Kali and NGFW
cluster. Two Windows machines have been taken into consideration for defining a pool of n2
members. Private IPs of both Windows machines have been merged as one public IP i.e.,
11.1.1.100/24 of Windows machines in order to make them visible outside Trust zone. The
details of images which were deployed on EVE-NG VM in order to build the proposed
network fabric are described in the Table (Table 4).

Table 4: List of images

Name
S. No. | Vendor angl Networking Interface IP address
version | component
of image
Vios-15 Router Gio/1 192.168.101.149/22
Gio/0 11.1.1.10/24
Gio0/0,
) Gio/1,
Switch 1 Gio/2. -
1 Cisco 052 Gi0/3
V'l‘?S' Gio/0,
' Gio/1,
Switch 2 Gi0/2, -
Gio0/3,
Gil/0
) linux-
2 %‘;fgﬂfi't"e Kali- Linux e0 11.1.1.80/24
Y | 2019.3
mgmt 192.168.101.121/22
First ethl/1 High availability
Palo Alto | paloalto- | firewall ethl/2 (HA Cluster)
3 networks 90.4 eth1/3 10.1.1.1/24
ethl/4 11.1.1.1/24
Second mgmt [ 192.168.101.122/22
firewall eth1/1 High availability
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eth1/2 (HA Cluster)

eth1/3 10.1.1.1/24

eth1/4 11.1.1.1/24
B Mgmt | 192.168.101.120/22

. o 1bz:g1|p1 Load E1.1 10.5.5.1/24
0.0 balancer E1.2 10.1.1.100/24

E13 10.6.6.1/24

. e0 10.5.5.10/24

A O Windows 1 =27 10.1.1.130/24
1ENT [ [ e 10.6.6.10/24

el 10.1.1.50/24

The script files which were deployed on the proposed network fabric are illustrated in the
Table (Table 5).

Table 5: List of script files

S. No. | Folder | Language | Version Name Description

Ensure Compiled at first Palo Alto NGFW
1 NGFW | Python 3.9 Security API to ensure the deployment of
Rule.py | security policies on NGFW cluster

Deployed on both Windows 10.
This file is backend of web
application recording roll number

2 Kite and name of student
Deployed on both Windows 10.
HTML - index.html The file is frontend of web
application

Python 3.9 mycode.py

XAMPP was installed on both Windows machines in order to locally host the 'kite' folder.
Port number 80 of Windows 10 public IP grants the access of web application from Untrust
zone in order to ensure the privacy of Windows machines private IPs. MySQL was used to
store the database details of web application. The database 'kite' possessing a table 'student’
with two columns named 'roll' and 'name’ was used to store the roll number and name of
student. Windows machines allows a user to browse the web application along with internet.
The proposed network fabric which was deployed on EVE-NG server is illustrated in the
Figure (Figure 3).
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Figure 3: Proposed network fabric.

6 Evaluation

Critical evaluation of the proposed network fabric has been conducted through a series of
experiments on the fabric along with well-known attack vectors in order to test the
functionality and effectiveness of fabric against threat vectors. All six attack vectors were
generated from Untrust zone towards Trust zone. The explanation and outcome of the
research experiments have been illustrated in the following subsections.

6.1 Detection and blockage of high-rate DoS attacks

Hping3 tool was used to generate the high-rate DoS attacks from Linux machine towards
victim machine i.e., web application. Malicious TCP SYN packets possessing packet count of
10,000 bytes along with data size of 10,000 bytes were flooded towards the target machine.
The TCP SYN flooded packets were unable to sniff inside Trust zone because the NGFW
cluster dropped the malicious packets at Untrust zone itself. The detection and blockage of
high-rate DoS attacks has been represented in the Figure (Figure 4).

S... Destinati o y
Type Name From Zone To Zone Source address U a:j[:lzlon To Port  Application Action Severity

Figure 4: NGFW logs for high-rate DoS attacks.

6.2 Detection and blockage of low and slow-rate DoS attacks

Low and slow-rate DoS attacks on web application were generated through Linux machine
using 'Slowloris' tool*. The web application was slowly and steadily flooded by 1000 HTTP

! https://github.com/gkbrk/slowloris
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proxy sockets. NGFW cluster detected the threat pattern and dropped the malicious packets
before entering the Trust zone. The detection and blockage of low and slow-rate DoS attacks
has been illustrated in the Figure (Figure 5).

Type Name From Zone To Zone el S | BEEEIET To Port  Application Action  Severity

address U... address

From Zone To Zone Source Destination ~ From Port To Port  Protocol Application

Figure 5: NGFW logs for low and slow-rate DoS attacks.

6.3 Detection and blockage of IP spoofing attacks

Hping3 tool was used to generate IP spoofing attacks on web application through Linux
machine. Malformed TCP SYN packets possessing packet count of 2,000 bytes along with
data size of 2,000 bytes were flooded towards the target machine using spoofed source IP
addresses. Spoofed IP packets were dropped at Untrust zone itself through NGFW cluster.
The detection and blockage of IP spoofing attacks has been represented in the Figure (Figure
6).

S... Destination

Type Name From Zone To Zone Source address To Port Application Action Severity
U... address

Figure 6: NGFW logs for IP spoofing attacks.

6.4 Detection and blockage of SQL.i attacks

SQL.i attacks on web application scripts were generated through Linux machine using sqlmap
tool. Data fields of HTML and Python files were rigorously injected through malicious SQL
queries. NGFW cluster detected the attack pattern and dropped the maliciously crafted SQL
queries before exploiting the database. The detection and blockage of SQL.i attacks has been
illustrated in the Figure (Figure 7).

Source S... Destination
Type Name From Zone To Zone To Port  Application Action Sev.. File Name
L address U.. address it

Figure 7: NGFW logs for SQL.i attacks.
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6.5 Detection and blockage of phishing attempts

'Zphisher' tool was used to generate maliciously crafted phished websites for the web
application through Linux machine?. The phished websites were crafted using templates of
famous organisations like Facebook, Google, Microsoft, and LinkedIn in order to trick
anyone for revealing their sensitive information. The URLs of phished websites were blocked
by NGFW cluster when the browsers of Windows machines were redirecting themselves
towards compromised websites. The detection and blockage of phishing attempts has been
represented in the Figure (Figure 8).

Category URL Category List URL From Zone To Zone Source 3 Destination Applicati... Action
Type Name From Zone To Zonhe :ZS::S 3 Ejzg:sztion To Port  Application Action Severity
spyware Euspg'ous TLS Evasion LAN-ZONE | WAN-ZONE 10.1.1.50 74.125.193.113 | 443 google-base alert
oun
spyware ngag'ous TLS Evasion LAN-ZONE | WAN-ZONE | 10.1.1.50 209.85.202.95 443 google-base alert
[~ C A Notsecure | casio-bandwidth-potentially-trades.trycloudflare.com 2 1

Web Page Blocked

Access to the web page you were trying to visit has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User: 10.1.1.130
URL: casio-bandwidth-potentially-trades.trycloudflare.com/

Category: PHISHING_ATTEMPT

Figure 8: NGFW logs for phishing attempts.

6.6 Detection and blockage of malicious payloads (.exe and .pdf)

Malicious .exe and .pdf payloads were generated through Linux machine using Metasploit
framework. The payloads were crafted using generic names, such as WindowsUpdate.exe and
YashPayslip.pdf, in order to trick anyone for trusting them. NGFW cluster detected the
compromised payloads and denied their accessibility on both Windows machines. The
detection and blockage of malicious payloads has been illustrated in the Figure (Figure 9).

? Fo Source S... Destination To
Cat File N N, Fi Z To Z Applicati Acti
egory e Name u.. ame rom Zone 0 Zone address UL, | address Port pplication on

2 https://github.com/htr-tech/zphisher
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ot secure | 11.1.1.80/WindowsUpdate.exe 2 § |

File Transfer Blocked

Transfer of the file you were trying to download or upload has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is in error.

File name: WindowsUpdate.exe
@ File Transfer Blocked x RS . = o

T

C A Notsecure | 11.1.1.80/YashPayslip.pdf 2 % 0O

File Transfer Blocked

Transfer of the file you were trying to download or upload has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is in error.

File name: YashPayslip.pdf
Figure 9: NGFW logs for .exe and .pdf malicious payloads.

On the other hand, the non-malicious traffic from Untrust zone towards Trust zone is
allowed by NGFW cluster and LB. The Figure (Figure 10) represents the allowance of non-
malicious traffic from Linux machine towards web application. The incoming connection
requests are load-balanced by VIP using Least-Connection based policies which redirects the
traffic towards the web application of such Windows machine which possesses the minimum
number of ongoing connection requests in order eradicate the possibilities of over utilising a
particular pool member.

From Zone To Zone Source fj Destination To Port  Application Action Rule

WAN-ZONE | LAN-ZONE & 11.1.1.80 11.1.1.100 80 web-browsing allow ALLOW_POLICY.
WAN-ZONE | LAN-ZONE | 11.1.1.80 11.1.1.100 80 web-browsing allow ALLOW_POLICY.
WAN-ZONE | LAN-ZONE = 11.1.1.80 11.1.1.100 80 web-browsing allow ALLOW_POLICY.
WAN-ZONE | LAN-ZONE | 11.1.1.80 11.1.1.100 80 web-browsing allow ALLOW_POLICY.

Security » Event Logs : Application : Requests
# ~ Application

~ | Pratocol *  Network ~ Bot Defense ~  Logging Profiles

[ | OrderbyDate~ Newestl | ¥~ C

Requests
Delete Request  Export Request
[HTTP) /kita/mycode.py
B 11.1.1.80 200

19:15:52 2022-08-11 Y [HTTP] /kite/mycode.py

]

* Request Details

i
0

g
=] 8

200

19:15:28 2022-08-11 Geolocation + ¥ 5 United States Time ¥ 2022-08-11 19:15:52
O HTTP fiterindex himi Source IP Address~ | ¥ 11.1.1.80:56078 Violation Rating T Mot rated

P o Session ID= ¥ c59d7cBad2474a81 Attack Types NiA
O (HTTP] iiter Microservice T NiA

B 11.1.1.80 304

19:14:50 2022-08-11 + Request
[ [HTTP] ikite/ Request actual size: 614 bytes.

B 11.1.1.80 304

19:14:58 2022-08-11 POST /kite/mycode.py HTTP/1.1
[0 HTTP ite/mycode.py flost: 11.1.1,100

E , '.em 200 User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:68.8) Gecko/20100181 Firefox/68.@

19-14:33 2022-08-11 Accept: text/html,application/xhtmlexml,application/xml;q=8.9,*/%;q=0.8

Accept-Language: en-US,en;q=0.5

[J IHTTP] fkiteimycode.py Accept-Encoding: gzip, deflate

orar e ety 20 Referer: http://11.1.1.108/kite/index.html

Content-Type: application/x-www-form-urlencoded

[ [HTTP] ikitelmycode.py Content-Length: 49

] 11.1.1.80 200 Connection: keep-alive

180T 20220811 Cookie: T5811244a1=01b627b526863670aae9ad79c7582a535d0b825092Fd1 f@f708e301aaedb@751e71717£449530222d2d4abed 1e2cd6a97 Foe5 FedbbB
(O [HTTP] /ite/mycode.py Upgrade-Insecure-Requests: 1

B 11.1.1.80 200

19:06:36 2022-08-11 rol1-20184867&name=Blocked+HighLow+ IPSpoof+Attack

Figure 10: NGFW and LB logs for allowing non-malicious traffic.

The experimentation Table (Table 6) depicts the number of successful and unsuccessful
experiments along with the rectification strategies for failed experiments.

16



Table 6: Experimentation table

Experiment | - Detected and Undetected | Outcome Description
number blocked
Small stream of low
Low and and slow-rate DoS is
1 High-rate DoS | slow-rate | Unsuccessful | difficult to distinguish
DoS from normal network
traffic
Deployed strict DoS
High and slow- protection policies for
2 rate DoS, IP - Successful | low stream of flooding
spoofing attacks on NGFW
cluster
High and slow- o Browsers of pool
Phishing resources were
3 rate DoS, IP Unsuccessful . .
. . attempt accessing few phished
spoofing, SQLI .
websites
Deployed strict URL
High and slow- filtering policies on
4 rate DoS, IP i Successful NGFW cluster to carry
spoofing, SQLI, out HTTP, HTTPS,
Phishing DNS, SSL, and TLS
inspection
High and slow- Pool resources (Win 10
rate DoS, IP - :
. . | Malicious machines) were
spoofing, SQLI, ;
5 2 exe Unsuccessful presuming .exe
Phishing, . . .
- payload Windows file extension
Malicious .pdf - )
as legitimate files
payload
High and slow-
rate DoS, IP Deployed strict payload
spoofing, SQLI, inspection policies on
6 Phishing, - Successful | NGFW cluster to carry
Malicious .exe out inspection of .exe,
and .pdf .dll, .bin and .bat files
payloads

Above-mentioned attack vectors threaten the security, integrity, and availability of
network resources in one or the other way. Flooding attack mainly focuses on depleting the
network resources with malicious and malformed requests in order to compromise the
security and availability of network infrastructure. Phishing attacks and malicious payloads
mainly threatens the system security while SQLi attack focuses on distorting the database
integrity.

Previous works focused on specific attack vectors that leaves the space of a network
fabric which can provide a defence mechanism against a wide range of latest threat vectors.
The successful detection and blockage of various threat vectors upholds the security, integrity
and availability of a network fabric which helps in upscaling the overall defence capabilities
of network infrastructures. In our research, we have tried to solve the problem statement
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which illustrates the necessity of an all-rounded network fabric which can detect and block a
wide range of recent attack vectors.

6.7 Discussion

The attack vectors which were taken into consideration in order to test the effectiveness of
proposed research included flooding of network resources, SQL injections, phishing attempts,
and malicious payloads. High-rate DoS attacks possessing packet count of 10,000 bytes and
data size of 10,000 bytes were successfully detected and blocked at Untrust zone itself. Low
and slow-rate DoS attacks possessing 1000 HTTP proxy sockets were successfully detected
and blocked before hampering the Trust zone.

IP spoofing attacks possessing packet count of 2000 bytes and data size of 2000 bytes
were successfully detected and blocked at Untrust zone itself. SQL.i attacks were successfully
detected and blocked before distorting the database of web application. Phishing attempts and
Malicious payloads were successfully detected and blocked before Windows 10 pool
resources tries to access them from Trust zone. Continuous improvement of security and
redundancy policies of NGFW cluster and LB after rigorous experiments led to the successful
evaluation of proposed network fabric. The successful detection and blockage of above-
mentioned threat vectors proves the effectiveness of our proposed research in order to uphold
the security, integrity, and availability of a network fabric which affirms its contribution in
the field of cybersecurity.

However, the main limitation of the proposed approach is the successful detection and
blockage of future attack vectors. In our proposed research, the strict NGFW cluster and LB
policies were applied in accordance with the current situations, circumstances, and scenarios.
Continuous research and improvement should be involved in order to provide a defence
mechanism against the future threat vectors of different dynamics and patterns. The
comparison of our approach with existing works is illustrated in the Table (Table 7).

Table 7: Comparing proposed solution with existing works

DoS Malicious
payloads
- Low IP SQL | Phishing
S.No. | Existing work High- | and | spoofing | injection | attempt
.exe | .pdf
rate | slow-
rate
(Bhakthavatsalam
1 and Malarkodi, N/A | N/A N/A N/A N/A Yes | Yes
2016)
(Maraj et al.,
2 2017) Yes No Yes N/A N/A N/A | N/A
(Nenova et al.,
3 2019) Yes No Yes Yes N/A N/A | N/A
(Soewito and
4 Andhika, 2019) Yes No Yes Yes Yes N/A | N/A
(Trabelsi and
5 Zeidan, 2019) Yes | Yes Yes N/A N/A N/A | N/A
6 (K"a;sgg)et al | ves | No | Yes N/A NA | NA | NA
7 Proposed solution [ Yes | Yes Yes Yes Yes Yes | Yes
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7 Conclusion and Future Work

The research question interrogated the techniques which can be used to uphold the security,
integrity, and availability of a network fabric. The objectives of our proposed research
included NGFW clustering, strict NGFW security policies, clubbing LB behind NGFW
cluster and strict LB redundancy policies in order to defend the network fabric from a wide
range of latest and popular threat vectors. The configuration and deployment of NGFW and
LB rules took place after critically analysing the policies along with research-based
evaluations which led to the successful detection and blockage of High-rate DoS, Low and
slow-rate DoS, SQLIi, Phishing attempts and Malicious payloads. Moreover, Python script
was deployed on first NGFW in order to ensure the commitment and deployment of all
security rules and configurations on NGFW cluster.

The follow-up future research project can be scaled to a large WAN using Hub-and-spoke
network topology. Hub site may comprise of NGFW cluster possessing 'n1' NGFWs, load
balancer and redundant 'n2' pool members which can be used to host the intranet resources of
organisations or businesses. On the other hand, spoke site may comprise of various spokes
which can be made using various end-devices such that each legitimate spoke can access the
intranet resources with zero downtime in a safe and secure manner.
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