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1 Introduction

In this Manual consists of the process that is carried out to build and execute the application
using different tools and software. To perform the image Steganography the PRNG algorithm
has been used. Firstly, image will be encoded with the secret data to be hidden in the image.
This encoded data is safer to use and pass through the different networks. Then we decode
this image to get the secret data hidden in the main image. To perform this code is written in
Python and running with the help of Jupyter in the ubuntu system.

2 Configuration of System

2.1 Hardware Configuration

Hardware Configurations
Processor Intel i5
OS (Operating System) Ubuntu 18.04.6
Hard Disk 1TB
System 64-bits
RAM 8GB

2.2 Software Configuration

Software Name (Version)
Programming Language Python 3.9

Compiler Jupyter Notebook 6.2.0

Navigator Anaconda 1.10.0

In this manual 1 am added the main methods to install and configure the required applications
and tools that is necessary to run the project.

Anaconda needs to be installed from these https://www.anaconda.com/products/individual
official link.



https://www.anaconda.com/products/individual

Anaconda Installers

Windows 5§ MacOs & Linux &

64-Bit Graphical Installer (510 MB) 64-Bit Graphical Installer (515 MB) 64-Bit (x86) Installer (581 MB)

32-Bit Graphical Installer (404 MB) 64-Bit Command Line Installer (508 MB) 64-Bit (Power8 and Power9) Installer (255
MB)

64-Bit (AWS Graviton2 / ARM64) Installer
(488 M)

64-bit (Linux on IBM Z & LinuxONE) Installer
(242 M)

Once the Anaconda is installed it makes easy installation of the Python and Jupiter notebook,
just need to run below commands in the console.

## Python Installation

sudo apt install python3.9

## Jupyter installation

conda install -c conda-forge jupyterlab

3 Functioning

To run this application different libraries are installed in the system. This application code
file need build-in libraries from the python. Those are added at the beginning of the code file.

rt cv2
tqdm impor

ort numpy as np
rt matplotlib.pyplot as plt
import seaborn as sns
sns.set(rc={ figure. 7e':(11.7,8.27)}})

Figure 1: Libraries listed



3.1 Image Encoding

Once we input the images the conversion of image to Binary image will be happen with the
help of the bincodedimage(image) function.

bincodedimage(image):
t=[[ ['# for col in range(image.shape[2])] for col in range(image.shape[1])] for row in range(image.shape[@])]
i=0

for _ in tqdm(range(image.shape[@])):
if i »= image.shape[@]:
break

for j in range(image.shape[1]):
t[i][j]1[e]= (Encode.dectobin(image[i][j][@]))
t[1][j]1[1]= (Encode.dectobin(image[1][]][1]))
t[1]1[7][2]= (Encode.dectobin(image[1][]j][2]))
i+=1
return t

Figure 2: Binary conversion of the image

This Binary image will be then encoded using the PRNG to perform image Steganography
using the encodeimage(binoriginal, binhide) function.

encodeimage(binoriginal, binhide):
i= o
for _ in tgdm(range(len(binhide))):
it i »= len(binhide):
break
for j in range(len(binhide[@])):
binoriginal[i][j][@]= binoriginal[i][j][@][:4] + binhide[i][j][@][::-1]1[4:]
binoriginal[i][j][1]= binoriginal[i][j][2]1[:4] + binhide[i][j][2][::-1]1[4:]
binoriginal[i][j][2]= binoriginal[i][j][2][:4] + binhide[i][j][2][::-1]1[4:]
i+=1
return binoriginal

Figure 3: Image encoding

Then this encoded image will be converted back to decimal code of the image to show for the
viewer using backtodecimal(image) function.

backtodecimal(image):
t= [[ [@ for col in range(3)] for col in range(len(image[@]))] for row in range(len(image))]
i= o
for _ in tgdm(range(len(image))):
if i »>= len(image):
break
for j in range(len(image[0])
t[i]l[jl[e]= int(image[i]
[i]
[

))8

[31[e], 2)
t[i][j1[1]= int(image[1][j][1], 2)
[31(21, 2)

t[i][j1[2]= int(limage[i
i+=1
return t

Figure 4: Binary-to-Decimal conversion



3.2 Image Decoding

Encoded Image will be passed as the input file here. Once we get the input we need to
convert this image to binary using the method bincodedimage(image) function. Using same
function showen in figure 1.

This binary image will be send to decodeimage(image) function in this we decode the image
and extract the hidden data added in the image.

decodeimage(image):
i= e
for _ in tgdm(range(len(image))):
if 1 >= len(image):
break

for J in range(len(image[®])):
image[i][]j][e]= image[i][j][e][4:][::-1] +
image[1][j]1[1]= image[i][j][1][4:]1[::-1] +
 image[1][J][2]= image[1][j][2][4:][::-1] +
i+=1
return image

Figure 5: Decode of Image
Once the decoding is done the output will be in binary image. This needs to converted back
to decimal to check the hidden image using backtodecimal(image) function showen in figure
4,
From this we get the data which is hidden in the Cover image and viwer can check data.

To evaluate the cover and secret image | am using PSNR, MSE, SNR methods below gives
the respective code of same.



ref = cv2.imread(’
sp = random_ noise(ref, p', seed=
plt.subplot(233), plt.imshow(sp), plt.title( 'salt

(<AxessSubplot:title={"center :'salt & Pepper’}>,
<matplotlib.image.AxesImage at ex7foaafigoeb2e:>,
Text(e.5, 1.8, "'salt & Pepper’))

psnr{imagel, image2):

imgl imagel.astype(np.floatea) / 255.
img2 image2.astype(np.floatea) / 255.
mse = np.mean{({imgl - img2) ** 2)
it mse == o:

return "Same Ima
~eturn 1@ * math.logie(l. / mse)

"

rmse( predictions, targets):
~eturn np.sqrt(((predictions - targets) ** 2).mean())

Figure 6: PSNR, SNR and MSE code.

Salt & pepper is added to conduct the SNR analysis and the output of the analysis are shown
below.

imain = cv2.imread( main.pn
peaksnr = psnr{imain, ref);
print{ \n The Peak-SNR peaksnr)
snr = psnr{sp, reft)

print{ \n The SNR wvalue

mse = rmse{imain, ref)

print{ \n The MSE v

The Peak-SNR value is 32.1537

The MSE wvalue is 6.292912330939622

Figure 7: Output of PSNR, SNR and MSE
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