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1-Introduction 
 

In this manual, GUI is the chrome extension which is used to detect malicious websites by 

doing feature extraction from the URLs. This Document provides details on setting up the 

application like Pre-requisite, Configuration steps and resources needed for the application to 

work. The steps are also shown with the help of screenshots. 

 

1 Pre-requisite 
 

This section discusses about the pre-requisite required to run the program. 

 

2.1 Software Requirement 

Software configuration is the bare minimum for a program to function properly. It should be 

set up as follows: 

 

• Google Chrome 

• Python 3.8 

• Visual Studio Code/ Jupyter Notebook 

• Windows 

 

 

2 Configuration  
 

This part of the report covers stepwise installation and configuration method for running the 

application: 

 

3.1 Python installation part 

 

The project utilizes Python3.8. It can be installed from Python Release Python 3.8.3 | Python.org. 

After installing the Python version, we need to update the Class path in Windows. By Default, 

the class path should be directed to C:\python38, C:\python38Scripts. 

 

3.2 Visual Studio installation part  

 

For running the Python files, visual studio code will be required. With that Anaconda also need 

to be installed. 

 

 Anaconda installation link: https://docs.anaconda.com/anaconda/install/ 

 

https://www.python.org/downloads/release/python-383/
https://docs.anaconda.com/anaconda/install/


 

3.3 Jupyter Notebook Installation part 

 

This is optional, you can install it to debug the code properly and also represent the output for 

the classifiers used in terms of accuracy, precision and also for comparing the results. 

 

3.4 Installing Dependencies 

 

We're ready to install Python dependencies to run the application now that we've set up the 

above software. The steps for doing so are as follows: 

 

Using pip command,  install the packages present in the requirements.txt file. 

 

 
 

 

4. Setting up GUI 

 
Below are the steps given to setup the Extension Folder on your Chrome browser which will 

identify the URLs as Safe or malicious: 

  

Step 1: Go to chrome extensions 

 

Step 2: Activate the “Developer mode” 

 



Step 3: Click on the Load Unpacked option, browse and select the extension folder. 

 

 

 
Step 4: Now, as you visit any URL. The extension will detect the same display if it is a safe 

or malicious URL. 

 



 
 

5. MODEL OUTPUT 
 

We have added all the python dependencies and now we will be able to run the .ipynb file: 

The. ipynb file will be comparing all the classifiers (Random Forest, Neural Networks, 

SVM). The below is the output we have received. 

 

 

 

 



 

 

 

 

 
 


