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Configuration Manual: Keystroke Dynamics for User
Authentication using SCM

Nikita Baban Phadol
Student ID; X21116741

1 Introduction

This manual contains detailed information on all the hardware and software settings required
to build a complete system from the ground up. Manual configuration helps to repeat the
research in a more strategic way. The success of the system is measured by its user interface.
(That is how the user interacts with the system in the user interface of the system).

2 Environmental setup

2.1 Hardware Requirements

e 8GB RAM.
e 1TBHDD.
e 2.38 GHz AMD Ryzen 5 4500U with Radeon Graphics

2.2 Software Requirements

e Windows 10/11
e Python 3.6.12 / Python 3.9

2.3 Programming Prerequisites

e Python (Version 3.6.12 / 3.9)
e anaconda

2.4 Python Environment setup

The project was implemented using python language using the anaconda so that the
programming setup can be done.

3 Libraries used

PyHook- library for keystroke
Pandas- import pandas as pd
Sklearn- import sklearn as sk
Scipy- import scipy as sc
Numpy- import numpy as np



PyHook: In Windows, the pyHook package provides callbacks for global mouse and
keyboard events. Applications written in Python configure the keyboard and/or mouse hook
and register event handlers for user input events like left mouse down, left mouse up, key
down, etc. The underlying C library records details such as the event's timing, the name of
the window it happened in, its value, any keyboard modifiers, etc.

Pandas: Python's Pandas library is free and open source. It offers high-performance data
structures and data analysis tools that are ready for use. On top of the NumPy library, this
library was developed. Pandas is quick and offers users high performance & productivity.

Sklearn: The most effective and reliable Python machine learning package is called Skearn
(Skit-Learn). It offers a variety of effective methods for statistical modelling and machine
learning, including dimensionality reduction, classification, clustering, and regression, all
through a Python interface. This Python-based library is based on NumPy, SciPy, and
Matplotlib.

Scipy: An open-source Python library called SciPy is used to address issues in mathematics,
scientific, engineering, and technologies. With the help of a variety of advanced Python
commands, users may manipulate and visualise the data. Built on the Python NumPy
extension is SciPy.

Numpy: A Python library for working with arrays is called NumPy. Additionally, it contains
matrices, fourier transform, and functions for working in the area of linear algebra. In the
year 2005, Travis Oliphant developed NumPy. You can use it for free because it is an open-
source project. Numerical Python is referred to as NumPy.

4 Data set

For this research, both dataset sets are utilised. Both have their origins in universities.
The first is the Buffalo dataset, which is derived from the University at Buffalo and is
constructed using two forms. First, utilising transcriptions, then free-form text tying.

The significant distinction between the second dataset and its source, Clarkson University, is
that the latter was produced by setting up a desktop environment to gather keyboard data
from participating participants (people). The number of people that took part in this
experiment was roughly 39, and it lasted for eleven months. Additionally, text files were used
to record the dataset.

The datasets can be found here (Alsultan, Warwick, and Wei, 2017).

e H(Hold)
DD (Down-Down)
UD (Up-Down)

subject sessionindex rep H.period DD.period.t UD.period.t Ht DD.ti UDti Hi .. H.a DDa.n UDa.n H.n DD.nl UD.nd H. DD..Return UD.L.Retur

1 1 0.1491 0.3979 02488 01069 0.1674 0.0605 0.1169 .. 0.1349 0.1484 00135 0.0932 03515 02583 0.1338 0.3509 0.217

s002 01111 0.3451 02340 0.0694 0.1283 0.0589 0.0908 .. 0.1412 0.2558 0.1146 0.1146 0.2642 0.1496 0.0839 0.2756 0.191

s002 2705 0.1533 0.1085 0.2847 0176

. 01821 02332 00711 01172

s002 0.1291 0.2515 0.1224 01059 02495 01436 0O 0.3232 0.238

A W N 4 o

1 2
1 3 0.1328 0.2072 00744 00731 01291 0.0560 0.082
1 4
1 5

0.1249 0.2317 0.1068 0.0895 0.1676 0.0781 00903 .. 01312 0.1582 00270 0.0884 0.2517 01633 0.0903 0.2517 0.161
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