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1 Introduction:

The configuration manual will give information about proposed dynamic web application,
system configuration for implementing project.

2  System Specification:

To implement the proposed project, we need working web application that should relate to
database. Hosting provider need with proper configuration to host the application with DNS
configuration.

2.1 Server Configuration:

Hosting Package StellarPlus18

cPanel Version 94.0 (build 13)

Apache Version 2.4.48

PHP Version 7.2.34

MySQL Version 10.3.30-MariaDB-log-cll-lve
Operating System Linux

Perl Version 5.10.1

SMTP Used for mail alert.

2.2 Email Creation:

To send the email alert to the admin (info@shariarparves.info) email has been created.

0 ¥ info@shariarparves.info o Unrestricted 45504 KB/ =/ 0% & Check Email | | JMarage

0 ) info@wehshariarparesinfo o Unrestricted ANET & Check Email | | JMarag

2.3 Application Code:
To implement the project following programming language and database uses.

Bootstrap Used for design application
PHP Server-side scripting language, PHP regex

algorithm used for SQL injection track.
Database MySQL


mailto:info@shariarparves.info

2.4 Code Writing:

Notepad++: To implement the application and write the code Notepad++ has used.

2.5 Xampp:

As a local server xampp has used for developing application, it transferred in web by using
the cPanel.

3 Online SQLI Tools:

3.1 Pentest Tools:

Penetration testing tools has used for checking SQL injection. The result was expected,
application is not SQLI vulnerable as well as it provides relevant notification to the system
admin.

3.2 Nessus:

Nessus is the vulnerability scanner that used for checking the SQLI vulnerability. It also
provided the successful and expected result for the application.

3.3 Kali Linux:
Kali Linux has been used for checking the SQLI by using the SQL map.

4 Application installation

4.1 Installation in Local:

For installing the application in local environment, Xampp need to be installed. At the
beginning shariar-project file should be extract. After the extraction of the file, there will be a
folder under the name of shariar and there is sgl database file. Inside the Xampp there will be
a folder name htdoc. Shariar folder should be included inside the htdoc folder. Folder will be
like below:

Figure 01: Shariar folder path inside htdoc in Xampp



4.2

Import SQL in database:

To import the SQL file to the database, local Xampp server Apache and MySQL should be
start as like following.

B <AMPP Control Panel v

[ Compiled: Jun Sth 2019 ]

XAMPPFP Control Panel v3 .2 .4

Moaules =~

Service Moaule PiDcs) Porus) Acuons S Seetwint
Apacne 12550 so. <22 Ston Ao conns —— = snen
raysar 2se= 3306 Acmin Config Loos .| Explorer
FleZ@Ma Start Actrren CTonfig Logs z—‘ Services
rMercury Start Aderun Config Loos = Hewm
Tomecat Start Acmin Conng Loos B CGun

19 [main] All prerequisites found -~

19 [rmain] Initializing Modules

19-= [main] Starting Check-Timer

19 [rmain] Control Panel Ready

19 [Apache] Attempting to start Apache app

19 [Apache] Status change detected- running

1o [y sall Attempting to start MySQL app

19 [y sall Status change detected: running

Figure 02: Start local server.

In the browser need to browse the local server to get access to the phpMyAdmin which is like

below:

< C @

[ Hositng Refated 4 locathost /127.00.1 |

phpMyAdmin
oo oe
Recent Favorites

o New
information_schema
oracy
mysql
parves
porformance_schema
personal
phpmyadmin
shariar
student
test
wrisihiz_shariar
userform

B T e e e s

O D localhost/phpmysdm * © ® I @M ® =

O NCIRelated €D HP Instant ink | HP® O.. [ Modules G Ontine Compilerand €. &) SQL Injection prevents.

@ Citrix Gateway [ZJ Different ways 1o peev.

0 How to get visitors o > [ Other Bookmarks

Databases.

L] sa

& Status = Useraccounts =i Export [w) Import " Settings [ Replicaion ©

i

Variables @ Charsets 4§ Engines J¢ Plugins

« Server 127.0.0 1 via TCP/IP
 Server type MaraDB

M Server connection coflation. &  utfBmb4_unicode_c v

& More settings

« Server connoction: SSL is not boing used &
« Server version 10.4.17-MariaDB - marisdb org binary distrbution

« Protocol version: 10
| -

& Language g | Engksh v « Server charsot. UTF-8 Unicoda (utfSmbd)

4 Theme.  pmahomme v

v

« Apachar2 4 46 (WinB4) OponSSL/1 1.1h PHP/B.0 1
= Database chent version' libmysql - mysqind 8.0 1

« PHP extension mysqh &3 curl g mbstring &

« PHP version 801

Figure 03: phpMyAdmin access.

After that we need to create database under the name of urlslhlz_shariar. Then we must
import the sql file to get all the data and login credential.

L Cc @

[ Hositng Related  ul localhost / 127.00.1 |

phpMyAdmin
-3 1

Recent Favorites

-1

& New

+- 4 infarmation_schoma
# 4 library

-4 mysql

44 panves

F- 4 performance_schema
#- 4 personal

- phpmyadmin
=~ . shanar

+ student

- test

= . unisihiz_shariar

#- 4 userform

O D localhost/ph 8 &

) S0 Injection preventi.. 3 Citrix Gateway [0 Ditferent ways to prev...

e

w @ D § =

[ NCI Retated @3 HP Instant Ink | HP® O [ Modules e Online Comgiler and E. ¥ [JCther Bookmaris

G How 1o get visitors co.

wh Import  J* Operations = Privileges off Routines (5 Events 3 Triggers ® Tracking ¥ More

Importing into the database "urlslhiz_shariar"

File to import:

File may be compressed (gzip, bzip2, zip) or uncomprassad
A cOmprissed e's name must end in [format] [compression]. Example. .sql.zip

Beowse your compuler. | Browse... | urlsihiz_shariar sql {Max A0MIB)
You may also drag and drop a file on any page.

Character set of the file: utt-8 v

Partial import:

Allow The interrupbion of an import in case the script detects it is closa 1o the PHP imeout limil. (This might be & good way 1o impor large files, however it can break fransactions.)

Figure 04: Import SQL file in the database.



4.3 Database Connection:

To generate connection with file as well as database, need to configure host name, database
name, database users and password according to the phpMyAdmin. For that reason, we have
to modify connection.php

BH<2php
Sdbhost = "localhos
Sdbuser '
Sdbpass

[~

(S R ¥¥)

$dbname = 'urlslhlz shariar':
L] Scon = mysqli_connect($dbhost, Sdbuser, S$dbpass, $dbname) ;

= if(! Scon )
die('Could not connect: " . mysqli_error(]];

Figure 05: Modify connection page.
If the application host on the local server, email notification will not work but it will store the

information to the database. Application should be host properly to get the proper email
notification.

5 File Transfer Protocol:

For configuring application in the hosting provider, FTP will be used as it will help for
transferring the files within the hosting which is accessible form anywhere. For the FTP
connection FileZilla has been used for creating secure FTP connection which has been shown
in below:

Figure 06: FileZilla for FTP connection.



