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1 Introduction 
 

The configuration manual would discuss the research study, the key methodologies, 
evaluations, and implementations that occurred. It presents a revolutionary method for 
concealing data within a digital medium by combining video steganography and the AES 
algorithm. A Java GUI code is used to allow the user to encrypt and decrypt data over video 
files. To conduct the encryption, the AES encryption technique takes the plain text and 
encrypts it using a key size of AES-256 bits. A salt function is used in conjunction with AES 
encryption to create ciphertext with double security. The video files are divided into image 
frames, and then the LSB technique is used to hide data in the image frames. The key benefit 
of using LSB as an embedding technique over other approaches is that it can embed huge 
amounts of data with minimal distortion. 

 
2 System Configuration 
 

2.1 Hardware Configuration 
  

Hardware Configuration 
Processor Intel i5 
Ram 8Gb 
Hard disk 512Gb 

 

2.2 Software Configuration 
 

Software Configuration 
Operating System Windows 10 
Tools Apache NetBeans 12 
Scripting language Java 
Scripting language Version Java 15 
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3 Implementation 
 

After installing JDK 15 and NetBeans 12.0, the NetBeans IDE is used to build the 
application. For this, open NetBeans, File  New Project  Java Project  Provide 
project name  Finish. 
 
The purpose of this project to build a secure communication between two person using 
combination of cryptography and steganography. 
 
To run the project: 

1. Open NetBeans IDE 
2. File  Open  Project Name (Video Steganography) 

 
  
Once the project is imported and executed the home page of the application opens as shown 
in figure 1.     

 
Figure 1: Main Page  
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As shown in figure 2 the code snippet is meant for encryption of file. 
 

 
    Figure 2: Encryption Process 
 
Figure 3 shows the file content after the encryption of file. 
 

 
    Figure 3: Encrypted file 
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As shown in figure 4 the code snippet is meant for decryption of file. 
 

 
    Figure 4: Decryption process 
 
Figure 5 shows the file content after the decryption of file. 
 

 
    Figure 5: Decrypted file 
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As presented in figure 6 & 8 is code snippet of Stegnogaraphy process.  
 

 
    Figure 6: Embedding process 
 

Below figure shows embedding the encrypted file into a video file 
 

   
    Figure 7: Embedding file   
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    Figure 8: De-Embedding process 
 
Below process is executed for de-embeding a video file. 

 

  
    Figure 9: De-Embedding file  
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