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Configuration Manual

Dhruvesh Parekh
Student ID: X20182457

1 Introduction

The configuration manual would discuss the research study, the key methodologies,
evaluations, and implementations that occurred. It presents a revolutionary method for
concealing data within a digital medium by combining video steganography and the AES
algorithm. A Java GUI code is used to allow the user to encrypt and decrypt data over video
files. To conduct the encryption, the AES encryption technique takes the plain text and
encrypts it using a key size of AES-256 bits. A salt function is used in conjunction with AES
encryption to create ciphertext with double security. The video files are divided into image
frames, and then the LSB technique is used to hide data in the image frames. The key benefit
of using LSB as an embedding technique over other approaches is that it can embed huge
amounts of data with minimal distortion.

2 System Configuration

2.1 Hardware Configuration

Hardware Configuration
Processor Intel 15

Ram 8Gb

Hard disk 512Gb

2.2 Software Configuration

Software Configuration
Operating System Windows 10

Tools Apache NetBeans 12
Scripting language Java

Scripting language Version Java 15




3 Implementation

After installing JDK 15 and NetBeans 12.0, the NetBeans IDE is used to build the
application. For this, open NetBeans, File - New Project = Java Project = Provide
project name > Finish.

The purpose of this project to build a secure communication between two person using
combination of cryptography and steganography.

To run the project:
1. Open NetBeans IDE
2. File = Open = Project Name (Video Steganography)

Once the project is imported and executed the home page of the application opens as shown
in figure 1.

@VIDEO STEGANOGRAPHY — %

Security

ENCRYPT OR DECRYPT FILE(S)

Steganography

DE-EMBED

Video Steganography

Figure 1: Main Page



As shown in figure 2 the code snippet is meant for encryption of file.

byte[] buffer = new byte[262144];
int bufferSize=buffer.length;
int keySize=key.length();
progressOfFilesTextField.setText (progress0ofFilesTextField.getText ()+" 0%\n");
while (fileReader.available ()>0)
{
int bytesCopied=fileReader.read(buffer);
for(int i=0,keyCounter=0; i<bufferSize; i++, keyCounteri=keySize )

{
buffer[i]+=key.toCharArray() [keyCounter];
fileWriter.write (buffer, 0, bytesCopied);
long fileLength=file.length();
percentage0fFileCopied+= (((double)bytesCopied/fileLength)*100);
showProgressOnprogressOfFilesTextField (progress0fFilesTextField,

percentageOfFileCopied, bytesCopied, fileLength);

showProgressonProgressBarAndProgressPercent (progressBar,
progressPercentLabel, bytesCopied, totalSizeOfallFiles);

System.out.println("aes file length= "+tempo.length());

Figure 2: Encryption Process

Figure 3 shows the file content after the encryption of file.

&) - X

Encrypting:

Encrypting C:\Users\ASUS\Desktop\Test bd|

| encrypted Test - Notepad — O X

File Edit Format View Help
Be4fseddbaab7f28c933a95¢162d@19acbfa6afdes6dbal@esc7dfcfeda53decabact5e78blddbdc1695:

Ln 1, Col 1 100%  Windows (CRLF) ANSI

00—
—— 100%%

Figure 3: Encrypted file



As shown in figure 4 the code snippet is meant for decryption of file.

byte[] buffer = new byte[262144];
int buffersize = buffer.length;
int keySize = key.length();
progressOfFilesTextField.setText (progressOfFilesTextField.getText ()+"  0%\n");
for(int i=0; i<128; i++)
{
if(fileReader.available ()>0)
{

fileReader.read();

)
while(fileReader.available ()>0)
{
int bytesCopied=fileReader.read(buffer);
for(int i=0, keyCounter=0; i<buffersSize; i++, keyCounter%=keySize )

{

buffer[i]-=key.toCharArray() [keyCounter];

fileWriter.write(buffer, 0, bytesCopied);

long fileLength=file.length();

percentage0fFileCopied+= (((double)bytesCopied/fileLength) *100);

showProgressOnprogressOfFilesTextField (progress0fFilesTextField, percentageOfFileCopied,
bytesCopied, fileLength);

showProgressOnProgressBarAndProgressPercent (progressBar, progressPercent,
bytesCopied, totalSizeOfAllFiles);

System.out.println("aes file length= "+tempo.length());

Figure 4: Decryption process

Figure 5 shows the file content after the decryption of file.

|
Decrypting:
Decrypting CWWsers\AsSUS\Desktop\SteganFile\DeembeddedFilelencrypted Testbd
100%
Done!
| Test - Notepad — | b*d

File Edit Format View Help
This is my final project

Ln 1, Col 25 100%  Windows (CRLF) UTF-&

_— m—h— - ]
oK | 100%0

Figure 5: Decrypted file
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As presented in figure 6 & 8 is code snippet of Stegnogaraphy process.

pukblic String emb(String s, String sl)
=] {
try(
File file = new File(s);
| File filel = new File(sl);
String des = System.getProperty("u
File fi=new File(des, "Emk
fi.mkdirs();

File tempo = new File(fi , file.getName());

me" ) +"/Desk

dFile™);

if (tempo.exists()) |
tempo.delete () ;

FileInputStream fileinputstream = new FileInputStream(s);

FileCutputStream fileoutputstream = new FileCutputStream(tempo);

byte abytel[] = new byte[8];

int i;

int k;

for(k = 0; (i = fileinputstream.read(abytel, 0, 8)) = 0; k = i)
fileoutputstream.write (abytel, 0, i);

fileinputstream.close();

for(int 1 = 1; 1 <= 8§ - k; 1++)

fileoutputstream.write (&5);

.getBytes (), 0, 8);
="+filel.getMame());

System.cut.println("File

StringBuilder stringbuffer = new StringBuilder(filel.getName());

stringbuffer.setLength (50);
fileoutputstream.write (stringbuffer.toString().getBytes(), 0, 50);

fileinputstream = new FileInputStream(sl);

int j;

while((j = fileinputstream.read{abyte0, 0, 8)) > 0)
fileoutputstream.write (abytel, 0, j);

fileinputstream.close();

fileoutputstream.close();

embfilename = tempo.toString();

catch (IOException e) |

=nmn.
’

embfilename=

return embfilename;

Figure 6: Embedding process

Below figure shows embedding the encrypted file into a video file

A sample1_1920x1080.flv - VLC media player - m] X

Media Playback Audio Video Subtitl
=
£

Tools View Help

Message X

Embedding Process Completed!!

D | w3 SIS 0 it

Figure 7: Embedding file




puklic String demb(String =)

& {
boolean flag;
String demfile = "";
tryl

File file = new File(s);

String outpath=s.substring(0, s.lastIndexCf("\\"]+1l);
FileInputStream fileinputstream = new FileInputStream(s);
char ¢ = "\b';

byte abytel[] = new byte[c];

String sl = "";

int i;

while((1i = fileinputstream.read(abytel, 0, c)) > 0) {
sl = new String(abytel);
if{sl.equals("DRTAFILE"))

break; }

if(!sl.egquals("DATRFILE")) {
flag=false;
fileinputstream.close();
return demfile; }

abytel = new byte[530];

fileinputstream.read(abytel, 0, 30);

sl = new String(abytel);

String s2 = sl.trim();

String fpath = =2;

System.cut.println("fpath------ "+fpath) ;

String des = System.getProperty("user.home")+"/Desktop/SteganFile/";
File fi=new File(des, "DeembeddedFile");
fi.mkdirs();

File filedem = new File(fi, fpath);

if(filedem.exists()){
filedem.delete(); }

filedem.toString();

FileQutputStream fileoutputstream = new FileCutputStream(filedem);

c = "\ub00O0';

abytel = new bytelc];

while{(i = fileinputstream.read(abyte0, 0, c)) > 0)
fileoutputstream.write (abytel, 0, i);

fileinputstream.close () ;
fileoutputstream.close();
demfile=fi.toString()+File. ssparator+fpath;

Figure 8: De-Embedding process

Below process is executed for de-embeding a video file.

| 4| VideoSteganoGraphy---DeEmbeding Video File — X i
- 9 ikl o |&] VideoSteganoGraphy---DeEmbeding Video File — X

De-Embeding Video File De-Embeding Video File

Message

o De-Embedding Process C

File: :ddedFile\samplet_1920x1080 flv
De-Embed

Video File ; samplel 1920x1080.flv Video File : samplel 1920x1080.flv

De-Embed File : De-Embed File :

Figure 9: De-Embedding file
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