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1 Introduction 
 

This configuration handbook is made up of different sections describing the entire suggested 

prototype that was built with various tools and apps. The proposed technique and methods 

followed in order to implement the proposed concept of securely hiding a secret text using 

the combination of AES algorithm and the LSB algorithm is described in detail in this 

configuration manual. Python is used as the programming language as it had many useful 

library files that supported the encryption and decryption of the text and embedding and 

retrieval  of the data from image and audio. 

 

2 System Configuration 

2.1 Hardware Configuration 

Below mentions hardware configuration are the specification of the devices the proposed 

system was built on. The undermentioned are not the limited to the next user's configuration. 

(Recommended to implement this on OS windows) 
 

Hardware Configuration 

Processor AMD Ryzen 5 3550H  

Operating System Windows 

RAM 16.0 GB 

Hard Disk 512 GB 

Graphic Card NVIDIA GeForce GTX 1650 Ti 

Table 1: Hardware Specifications 

2.2 Software Configuration 

 

Software Configuration 

Operating System Windows 

Programming Language Python 

Version of Programming Language 3.8 

Table 1: Software Specifications 
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3 Configuration 
 

This section provides comprehensive data on the numerous processes employed in this 

research project, as well as their step-by-step installation procedures depending on the 

research project's requirements. 

3.1 Installation  

Using the below link the latest version of python 3.8 can be downloaded: 

 

https://www.python.org/downloads/release/python-3810/  
 

 
Figure 1: Downloading Links 

 

3.2 Working 

Various libraries were installed in order to execute the Python software. These libraries are 

required for the code to work since they give a way to various modules that may be inherited 

and run in Python. 

3.3 Libraries Needed and their installation 

3.3.1 NumPy 

The NumPy library includes data structures such as multidimensional arrays and matrices  . 

In the proposed prototype, numpy plays an important role of creating the graphs for the 

original image and the stego-image and also useful for creating the spectrograph for the 

original audio and the stego-audio. NumPy also helps in the simplicity with which 

mathematical formulae can be implemented [(NumPy: the absolute basics for beginners, 

2021)]. 

 

https://www.python.org/downloads/release/python-3810/
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Figure 2: Use of NymPy 

 

To install nympy in windows, use the following command:  

 

 pip install numpy  

 

 
Figure 3: NumPy installation 

 

To import numpy with its functions use the following code: 

 

 import numpy as np 

 

 
Figure 4: Importing NumPy 

3.3.2 PyCryptodome 

The Crypto.Cipher package includes methods for data secrecy protection [(Crypto.Cipher 

package, n.d.)]. 

 

To install pycryptodome in windows, use the following command:  

 

 -m pip install pycryptodome 

 

 
Figure 5: Pycryptodome installation 
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3.3.3 SciPy 

To install scipy in windows, use the following command: 
 

 
Figure 6: SciPy installation 

3.3.4 Docopt 

To install docopt in windows, use the following command: 

 

 
Figure 7: Docopt installation 

3.3.5 Matplotlib 

To install matplotlib in windows, use the following command: 
 

 
Figure 8: Matplotlib installation 

3.3.6 OpenCV-Python 
 

To install matplotlib in windows, use the following command: 
 

 
Figure 9: OpenCV-Python installation 
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Once all the above-mentioned library files are installed follow the below steps to run the 

project. 

Step 1: Open the python file named “guideimagestegno” by right clicking on it and 

selecting edit with IDLE, and then selecting edit with IDLE 3.8. 

 

 
Figure 10: Opening Python code for Image Steganography 

 

The above step will open a GUI in which the Encryption of text file and then embedding it 

inside an image can be performed. 

 

Step 2: Same procedure as step 1 has to be followed for implementing the Audio 

steganography python code. Open the python file named “guideaudiostegno” by right 

clicking on it and selecting edit with IDLE, and then selecting edit with IDLE 3.8. 

 

 
Figure 11: Opening Python code for Audio Steganography 

3.4 Testing 

The presented research strategy, namely estimates the ratios of PSNR and MSE, is put to the 

testing. PSNR stands for peak signal to noise ratio, while MSE stands for mean square error, 

which is determined by stego frame deterioration. For each frame utilized to embed the data, 

PSNR and MSE values are calculated. 
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